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1 Introduction

This document studies LTE control plane security threats and requirements and draws some conclusions regarding the placement of corresponding security functions. The document aims to draw conclusions that are independent of the placement of LTE user plane security functions.
2 Background
SA3 has agreed the principle that user signalling that terminates in the core network should have its security terminated in the core network. SA3 has not yet agreed anything about the security of user signalling that terminates in the access network. 
NAS signalling terminates in the core network so, based on the above principle, NAS signalling security should be terminated in the core network.

There are two main alternatives under consideration for the RRC signalling architecture in LTE:

a) RRC Idle and RRC Connected terminate above eNodeB
b) RRC Idle terminates above eNodeB, RRC Connected terminates in eNodeB
Based on the above principle, for alternative (a), security of RRC messages should terminate in the core network. For alternative (b), security for RRC Idle mode messages should terminate in the core network. However, for alternative (b), the question remains whether the RRC Connected mode messages that terminate in the eNodeB should be secured, and if so, whether it is acceptable to terminate security for those messages in the eNodeB, given that the eNodeB is less trusted than the core network. 
In this document we provide a high level analysis of the security threats and requirements associated with the RRC protocol to determine whether it is acceptable to terminate security for some RRC messages in the eNodeB, or even whether it is acceptable to leave some parts of RRC unprotected. We also briefly discuss the security of radio signalling “below” the RRC layer that may need to be protected. 

The focus of the document is on security between the user and various elements in the network. In particular, network element to network element security is out of scope. However, we assume that some network element to network element security is needed between the eNodeB and the core network to protect the core network against attacks from rogue eNodeBs.

3 Radio signalling threat analysis
3.1 Security of RRC signalling
In UMTS it is mandatory for most RRC messages to be integrity protected at the RRC layer. The exceptions to this rule are listed in TS 33.102. RRC messages may also be encrypted, depending on whether UMTS radio interface encryption at the MAC/RLC layer is enabled by the operator.

Although the details of the RRC protocol to be used in LTE are not yet known, we assume that its functions will be quite similar to those provided by the UMTS RRC protocol. The security requirements on expected LTE RRC functions are assessed in the following table:

	RRC function
	Integrity protection 
	Confidentiality protection 

	All functions
	No general requirements have been identified that are applicable to all RRC functions.
	Temporary user identities allocated and used at the RRC layer may compromise user identity/location confidentiality. However, it may not be sufficient to simply apply symmetric key based confidentiality protection at the RRC layer. This is because identification information may be revealed in initial unprotected RRC messages, which could allow active attacks. Initial unprotected RRC messages could also allow passive attacks, especially when the RRC connection lifetime is short. If active attacks are to be prevented, then more complex solutions might be needed (e.g. using public key cryptography). Due to the uncertainty about the level of risk further study is required. Until this study is done, a cautious approach is taken, and it is considered to be of medium importance to confidentiality protect RRC messages. 

	RRC connection management 
RRC connection mobility
UE measurement reporting and control
Management of radio bearers
	Spoofing these messages could lead to denial of service attacks that are more efficient or more effective than RF jamming. Furthermore, it could also allow an attacker to deny service to specific users, but allow his own service to continue, in order to gain an unfair QoS advantage. On the other hand, other types of denial of service attacks can never be completely eliminated. Therefore the need to integrity protect these messages is of medium importance. 
	

	Encapsulation of NAS signalling
	There are two alternatives

· If NAS signalling integrity protection is adequately provided at a different layer in the protocol stack, then there is no requirement to apply integrity protection at the RRC layer.
· If NAS signalling integrity protection is not done at any other layer, then the need to apply integrity protection at the RRC layer is of high importance. This is because spoofing of NAS signalling messages could lead to theft of service, especially if the user traffic channel is not encrypted or integrity protected.

	There are two alternatives:

· If NAS signalling confidentiality protection is adequately provided at a different layer in the protocol stack, then there is no requirement to apply confidentiality protection at the RRC layer.
· If NAS signalling confidentiality protection is not done at any other layer, then the need to apply confidentiality protection at the RRC layer is of high importance. This is because eavesdropping of NAS messages would reveal sensitive user information.



	Security mode control
	Spoofing security mode control messages could allow an attacker to disable encryption or force a weak encryption algorithm to be used when a stronger one is available. Therefore the need to integrity protect such messages is of high importance. 

Note that RRC security mode control may be used to establish security for the RRC layer security. However, it may also be used to establish security for NAS security or user traffic protection, if these functions are not done at some other layer in the protocol stack. 
	

	Broadcast of system information
	It is considered difficult to protect broadcast information. However, spoofing broadcast information is relatively low risk, so the requirement to integrity protect / authenticate such information is considered to be of low importance.
	Broadcast information is intended to be available to all users, so there are no confidentiality requirements.

	Paging
	It is considered difficult to protect paging channels. However, spoofing paging messages is relatively low risk, so the requirement to integrity protect / authenticate such information is considered to be of low importance.
	Paging information needs to be available to all users, so there are no confidentiality requirements.

	Multicast control
	It is assumed that protection against unauthorised access to multicast channels is provided at a higher layer than RRC. Therefore the need to protect such messages at the RRC layer is considered to be of low importance.
	It is assumed that encryption of any group keys is secured at a higher layer than RRC. Therefore the need to confidentiality protect such messages at the RRC layer is considered to be of low importance.

	LCS support
	It is assumed that any authorisation and control of LCS requests is secured above the RRC layer. Therefore, the need to protect such messages at the RRC layer is considered to be of low importance.
	


If we assume that in security for NAS signalling terminates in the core network and does not rely on security being performed at the RRC layer, and if we also assume that the functions used to establish NAS and user traffic security are not implemented at the RRC layer, then it seems, from the table above, that only denial of service and user identity/location confidentiality threats remain. These threats seem to be relatively low risk compared with other LTE access security risks such as theft of service and user traffic eavesdropping
. For this reason, the cost of any security mechanism, that is introduced specifically to counteract these threats, should not be too high.

In UMTS, RRC is used to secure NAS signalling and to establish security for NAS and user traffic security. This means that a security mechanism at the RRC layer is needed, and once it is in place for encapsulated NAS signalling and security mode control messages, it is relatively easy to extend it is to protect other RRC messages, even though the marginal security gain in protecting those other messages may be quite small. In LTE it may not be the case that protection of these other RRC messages comes almost for free. Therefore it may be useful to have a better understanding of the threats associated with these other messages.

3.2 Security of sub-RRC layer radio signalling
Section 3.1 is focused on threats at the RRC layer. However, the security of “lower” layer radio signalling should also be studied. An issue is that the functionality split between RRC and the lower layers of radio signalling in LTE is not yet clear. It could happen that some sensitive functions are moved from RRC to the lower layers, or that some functions implemented in the lower layers are just as sensitive as some of the functions mentioned in the table above. However, we believe that it would be reasonable to assume that the radio signalling functions implemented at the lower layers are no more sensitive than the RRC functions described in the table above. In particular, if it is assumed that NAS signalling and user traffic protection is adequately secured, then the only threats that remain are still only the relatively low risk denial of service and user identity/location confidentiality threats.   
3.3 Further analysis on DoS and identity/location confidentiality attacks 

To ensure that the additional cost of protecting radio signalling messages that cause denial of service or user identity/location confidentiality attacks is not too high, better understanding of the threats associated with these messages is needed. Some further analysis is therefore provided in the following sub-sections.
3.3.1 DoS attacks

DoS attacks, which are performed by spoofing or manipulating radio signalling, should only be prevented if they are more effective or more efficient than other DoS attacks that are not cost effective to protect against, such as RF jamming. This would include attacks where the effect of the attack persists even when the attacker is no longer active. Such persistent DoS attacks may have a much lower risk of detection than attacks where the attacker has to remain active, and therefore may be more attractive for an attacker to launch. Attacks, where the attacker can affect a large geographic area with a relatively small amount of effort, should also be prevented.

Based on a high level analysis it does not seem that the attacks that could be mounted by spoofing or manipulating radio signalling are significantly more efficient or more effective than RF jamming. One advantage compared with RF jamming is the ability of an attacker to deny service to other users while allowing his own communications to proceed. However, it seems unlikely that this would result in a widespread, practical and cost effective attack. 
The risk of this threat is relatively low compared to other threats in the LTE system such as theft of service and user traffic eavesdropping. We therefore conclude that integrity protection of radio signalling messages, which could be used to launch DoS attacks, should only be done if it can be provided at a relatively low additional cost. 
3.3.2 Identity/location confidentiality attacks

As mentioned in the table in section 3.1, temporary user identities allocated and used at the RRC layer may compromise user identity/location confidentiality. Depending on the functionality split between RRC and the lower layers of radio signalling, similar threats could exist at the lower layers. 
Due to uncertainty about the level of risk, and due to the absence of a thorough study on countermeasures, we tentatively conclude that confidentiality protection of radio signalling messages should only be done if it can be provided at a relatively low additional cost.
4 Impact of radio signalling threat analysis on LTE security architecture alternatives

We describe the impact of the radio signalling threat analysis in section 3 on four LTE security architecture alternatives:

1. NAS signalling and user traffic terminate in the core network

a) RRC terminates in the core network
· It is almost certainly cost effective to confidentiality and integrity protect RRC, especially if the protection mechanism can be combined with the NAS and/or user traffic security mechanism. Some additional user security may be required in the eNodeB to protect sensitive lower layer radio signalling.
b) RRC terminates in the eNodeB
· It may be cost effective to confidentiality and integrity protect RRC and lower layer radio signalling. However, because there is no other user security in the eNodeB, and the security benefits are quite small, the cost of the mechanism should be kept low. If a low cost mechanism cannot be found then it is for further study whether it is acceptable to leave radio signalling unprotected. The fact that radio signalling protection would terminate in the eNodeB in this case is not considered to be a security problem and would not require additional security in the eNodeB, or on the backhaul link, beyond that which is assumed to be required to protect the core network against rogue eNodeBs. The only special requirement would be that the keys delivered to the eNodeB to protect the signalling should not reveal any information about the keys used by the core network to protect NAS signalling and user traffic. This should be easy to arrange.
2. NAS signalling is terminates in the core network, and user traffic security terminates in the eNodeB

a) RRC terminates in the core network
· It is almost certainly cost effective to confidentiality and integrity protect RRC, especially if the protection mechanism can be combined with the NAS security mechanism. Some additional user security may be required in the eNodeB to protect against sensitive lower layer radio signalling.
b) RRC terminates in the eNodeB
· It is probably cost effective to confidentiality and integrity protect RRC and lower layer radio signalling, especially if the protection mechanism can be combined with the user traffic security mechanism. The fact that radio signalling protection would terminate in the eNodeB in this case is not considered to be a security problem and would not require additional security in the eNodeB, or on the backhaul link, beyond that which is assumed to be required to protect the core network against rogue eNodeBs. However, termination of user traffic protection in the eNodeB will probably require enhanced eNodeB and backhaul link security, and radio signalling security could take advantage of this. The only special requirement would be that the keys delivered to the eNodeB to protect the signalling should not reveal any information about the keys used by the core network to protect NAS signalling. This should be easy to arrange.
5 Conclusions 

It is concluded that acceptable security solutions can be found in both the case that all RRC functions terminate in the core network, and in the case that RRC functions are split between the core network and the eNodeB. It is for further study whether user signalling below the RRC layer needs to be protected.  In the case that some RRC or lower layer radio functions terminate in the eNodeB and need protection, it is not considered essential to require additional security in the eNodeB, or on the backhaul link, beyond that which is assumed to be required to protect the core network against rogue eNodeBs. In short, it is considered acceptable to terminate RRC security in the eNodeB.
In the case that security for RRC and/or lower layer radio signalling is the only user security mechanism that needs to be implemented in the eNodeB, then the cost of the mechanism must be kept low due to the fact that the corresponding security benefits are relatively low. If a sufficiently low cost mechanism cannot be found, then it is for further study whether it is acceptable to leave RRC and lower layer radio signalling unprotected in this case.
It should be noted that this document does not provide a complete security analysis of the radio signalling threats in LTE. Therefore, if a quick decision is needed on the placement of radio signalling security functions, and if it is clear that the cost of the solution will not be too high, then a cautious approach should be taken by aiming to protect the majority of RRC messages for alignment with UMTS, even if significant security threats have not been identified for some RRC messages.
It is proposed that 3GPP endorse these conclusions and use them as the basis of further work on the LTE security architecture. 
� This assessment of risk is based on the assumption that the security priorities in the future will be similar to those of today. However, given that LTE is designed “for next 10 years and beyond”, there is inevitably some degree of uncertainty about the type of security climate that will exist during LTE’s operational lifetime.





