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1. Introduction

In this contribution, we make a high-level analysis of the LTE control plane (CP) protection needs, and propose to adopt a working assumption for the LTE control plane security, enabling 3GPP WGs to progress their standardization efforts relative to a secure, common assumption.

2. Background

In TS 33.102 [3] it is stated that:  “Most control signaling information elements that are sent between the MS and the network are considered sensitive and must be integrity protected”. Indeed, the addition of integrity protection in UMTS is considered a major advantage of 3G compared to 2G (see also e.g. TR 21.133, TS 33.120). This is re-confirmed by the ongoing GERAN access security review, TR 33.801, which identifies the lack of integrity protection in GERAN as a major issue. 

Besides the integrity issues, we also have to consider confidentiality needs related to user privacy.

3. Security in control plane

3.1. Control plane message classification

While we believe the existing security analysis to be valid, let us nevertheless briefly go through the signaling messages and analyze the security needs. An analysis of this type from integrity point of view was also performed in S3-000467, [7]. The control plane functions of LTE are discussed in [2] and the eRRC functions are summarized below. 

eRRC Functions: 
· Assignment of temporary radio identity (Network to UE):  for user privacy reasons, this MUST be confidentiality protected. To avoid DoS, it SHOULD also be integrity protected.
· Assignment of radio resources (or MAC identities) in neighbouring cells (Handover, Network to UE):  MUST be confidentiality protected in order to make it more difficult to track a terminal that is moving in the network. To avoid DoS in neighbouring cells (by fake handover commands) it SHOULD also be integrity protected.
· Mobility handling (URA/CELL UPDATE, UE to network): MUST be integrity protected to avoid a malicious UE from performing DoS-related attacks to other UEs. 
· Measurement handling (UE to Network):  MUST be confidentially protected to make it more difficult to track a terminal that is moving through the network, and to avoid DoS of neighbouring cells (by malicious manipulation of measurement reports) it SHOULD also be integrity protected.

· Security functions (SECURITY MODE COMMAND and SECURITY MODE COMPLETE, Network to UE): MUST be integrity protected to thwart so called “bidding-down” attacks. The lack of integrity protection of the cipher mode command is identified as a particularly critical issue in TS 33.801 as it is a main source for the “side-effects” of the A5/2 weakness.
· Broadcast information: cannot be protected without sophisticated group key management or public key techniques. There are some concerns here. For instance, it is in UTRAN possible to make a UE camp on a false base station after which it will not receive any further signalling. Also, a faked GROUP RELEASE command from the RNC would detach all UEs, creating DoS to a large number of UEs see e.g. [9, 10, 11].
· Direct transfer of NAS signalling: MUST be confidentiality and integrity protected to prevent DoS and traceability of UEs.

General note 1: It appears obvious that integrity protection of at least some RAN signalling is needed. This is evident also from [7]. Moreover, integrity protection of CP alone is not sufficient since it is evident that a mechanism to protect e.g. identity management (in connection to assignments) from confidentiality point of view is needed. This is in fact provided also in GERAN.

General note 2: in UTRAN, there are some CP signalling messages that for various reasons cannot easily be protected. In UTRAN, the following signalling is for instance not protected:

· PAGING TYPE 1

· SYSTEM INFORMATION

These are sent on broadcast channel and therefore cannot be protected as discussed above. Next,

· RRC CONNECTION REQUEST

· RRC CONNECTION SETUP

· RRC CONNECTION SETUP COMPLETE
· RRC CONNECTION REJECT

· HANDOVER TO UTRAN COMPLETE

These are sent before a security association between UE and network has been created and therefore cannot be protected (unless we introduce public key technology of course). The possibility to protect the last message is dependent on GERAN integrity protection.  (There are some additional messages in UTRAN that also are not protected.)

In general, CP signaling will have different “sensitivity”, some may be acceptable to be completely unprotected, and other signaling will not be acceptable without protection. At least the identity management aspects are highly critical from user privacy point of view and must be protected all the way to a central node. In [7] a general need for integrity protection is identified. Therefore, unless a detailed analysis is done, the only safe assumption is that there is a general need to protect the CP. It may also be implementation-vise easier to protect as much as possible, than performing per-message selective protection.

3.2. Control plane security termination point

Besides the need for protection we should also analyze if protection between NodeB and UE is sufficient or if we should strive for protection between a central node (henceforth abbreviated cNode) and UE. “Central node” should here be interpreted as a node “above Node B”, offering sufficient physical protection.
The cNode-NodeB path may be using a microwave link. In fact, even a wired network would be more susceptible to “tapping” or “spoofing” the further out from protected central locations it is, and also indoor Node Bs can be susceptible to attacks. Therefore we strongly believe that the UTRAN principle of not terminating protection in the Node B applies.

If we therefore accept (at least for critical control messages, e.g. user identities) that the SA3 LS reply that “SA3 agreed that access signaling that terminates ‘above Node-B’ should have its access link protection terminated in a network element that sits ‘above Node-B’.” is valid, , we still have some options however: 

1. If the RAN CP terminates in a cNode, we could have a “hop-by-hop” solution with a first protection between the UE and the Node B, then a second protection between Node B and a cNode.

2. Under the same assumption as in (1) we can terminate all security in cNode, an “end-to-end” solution.
3. If the RAN CP terminates in Node B, we can have two parallel security solutions: one for CN/UE signaling and one for RAN/UE signaling, a “split” solution.

4. Depending on how we classify/distinguish between "eRRC" and "NAS" signaling, one might argue that eRRC is pure radio resource control, meaning it will not perform the non-radio related functions listed in Section 3.1 which is performed by today's RRC, and would therefore not require any protection at all. From a security point of view this option is however to a large extent similar to option (2) but using different terminology.
3.2.1 Hop-by-hop solution

A first caveat of such a solution is that we need key management for the cNode/Node B link protection. A second caveat is that it has issues related to “node-capture” of the Node B, in which case an attacker might be able to still get possession of the keys or by other means tapping into or manipulating the signaling traffic (e.g. NAS messages), leading to compromise of integrity as well as confidentiality. Countermeasures to this would require more expensive, tamper-resistant Node B hardware, preferably with no unprotected data available outside a protected “core” of the Node B. 

On the other hand, a slight advantage of this solution is that it slightly reduces the load on the cNode: the cNode needs to maintain one secure tunnel per Node B, rather than one per UE. However, as the CP security processing is only a small fraction of the total security processing, the extra off-loading advantage seems non-critical compared to the security reduction and/or cost increase for the Node Bs, see also further discussion below. 

Security in connection to handover between GERAN/UTRAN and LTE seems more complex with this solution compared to an cNode termination, as UE specific keying material needs to be transferred not only between RNC (or SGSN/VLR) and cNode, but also from cNode to Node B. Indeed, a large part (about one sixth) of the existing TS 33.102 deals with various 2G/3G hand-over cases and security context transfer related thereto. It appears that a hop-by-hop solution for LTE would be even more complex for hand-overs to/from Rel-6 (or earlier) access networks. 
3.2.2 End-to-end solution

This solution is equivalent to today’s UTRAN solution and provides very good security. The only caveat we see is the (slight) additional load on the cNode for security processing of RAN signaling. However, we note that today’s RNCs can handle this load and also that in this approach, we save some load on the cNode compared to the alternative above since it does not need to perform cNode/Node B key management and security set-up.

Note that LTE/Rel-6 hand-overs are completely trivial with this architecture.

3.2.3 Split solution 
This still requires an cNode/Node B security solution, at least to secure transfer of ciphering and integrity keys between cNode and Node B (and possible between Node Bs). Hence it has the same key management aspects and complexities as the hop-by-hop solution. The advantage with this solution compared to the hop-by-hop solution is that at least CN/UE signaling is protected between cNode and UE, which makes the node-capture of the Node B less interesting from an attackers point of view. The same complexity issues as in the hop-by-hop solution seem to be present in UTRAN/LTE handover cases.

In the split solution one could also consider an option where integrity (only) is applied in the Node B, e.g. motivated by desire to limit the amount of security algorithm implementation in the Node B. Note however that SAGE’s newly proposed UIA2 integrity algorithm requires implementation also of the UEA2 ciphering algorithm. Hence, no reduced complexity is really achieved.

3.2.4 Unprotected eRRC
The major risk with such a solution appears to be the implied DoS aspects of having no (integrity) protection for “pure” eRRC. We believe that the issue here is to establish as a principle that signaling that has security/DoS aspects SHOULD be protected to/from a secure network location, and the discussion of what is “eRRC” and what is “NAS” signaling is of secondary importance that can be pursued later.
4. Conclusions 

As discussed above there are definitely some eRRC (CP) functions that require to be ciphered and integrity protected. The security aspects of these functions have been studied extensively in [3, 4 ,5 ,6 ,7] and many other documents. Similar threat analysis would most likely also be required for SAE / LTE before concluding on any changes to the current working assumption for UMTS control plane ciphering and integrity protection, i.e. before any decision can be taken to move security “down” to Node B. This will potentially stall standardization progress. For instance, we note that the on-going study in TR 33.801 has taken over one year, and since that study currently reaches a conclusion largely contradicting that security-termination in Node B is acceptable, it seems difficult to re-use that work and we envision that the same amount of analysis and study of security solutions is needed before such a decision can be taken.

It also seems clear already at this point that a solution with security in Node B will be more complex and would be more costly in order to reach a total security level anywhere close to that provided with an cNode termination solution. 

With eRRC terminated in a central node it will be straight forward to reuse security solutions from today’s architecture and achieve the same level of protection as is provided in UMTS.

5. Proposal

In order to progress the standardization efforts we propose that

1. RAN2/3 and SA3 adopts the working assumption that the integrity and confidentiality for CP signaling be terminated in a secure, central control plane node, and 

2. the principle should be that protection is provided whenever possible (e.g. broadcast may be excluded if protection is infeasible). 

Any step-back from these principles requires a thorough feasibility study and threat/risk analysis in SA3.
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