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1. Introduction

This document proposes to have requirements for providing RAN LTE signalling security with higher or same level of security than in UMTS.
2. LTE AS/RAN signalling security
2.1 User identitification and location related signalling
The assumption is that user identification must not be possible by intercepting the AS/RAN signalling messages. Thus, user related long term permanent identities must be ciphered when transferred over the air. It is also highly desirable that tracking of the UE is not possible, based on a long term temporary identity.
In some proposals there is a long Temporary UE Identity (UE_TID), which uniquely identifies a UE within an LTE tracking area. Furthermore, there would be a radio link specific temporary UE Identity (C-RNTI) used to uniquely identify a UE within a cell.
The assumption is that confidentiality is provided and tracking avoided in LTE as long as the UE_TID and C-RNTI are ciphered when transferred at allocation time (i.e. mapping between old and new identities is not possible by intercepting one message that carries both in plain text, the old in the header and the new in the unciphered payload). This means that it is required to cipher the message used to assign a new UE_TID and a new C-RNTI. In the initial access procedure old C-RNTI does not exist, thus the assignment of an C-RNTI does not have to be ciphered in initial access.
It is assumed that the C-RNTI is used in plain text in the AS/RAN messaging headers, so if the newly allocated C-RNTI (as well as UE_TID) is transferred in plain text for the UE in a message that contains the old C-RNTI, mapping between the old and new C-RNTIs is possible. This is prevented in this case by protecting the new C-RNTI in the payload. This protection can be done in sw and does not necessarily need CK. Details are FFS. 
In idle mode upon UE change of tracking area the UE_TID in the Tracking Area Updated message, sent by UE, shall be either transferred in ciphered mode to prevent tracking of UE_TID or unciphered but changed. In the latter alternative the UE_TID is not ciphered, but the MME assigns a new UE_TID and transfers it in ciphered mode to the UE in the Tracking Area Updated Confirm message. This latter alternative is preferred, because the MME can then identify the UE based on the plain text UE_TID.  This alternative may also be easier to handle in MME if MME changes, because the new MME may not be able to decrypt the UE_TID as the first alternative proposes.
Tracking Area Updated and Tracking Area Updated Confirm messages must be integrity protected to prevent spoofed paging area updates and false acknowledgements.
2.2 Handoff control related signaling

There does not seem to be a need to perform ciphering for the RAN signalling concerning handoff control related signaling. On the other hand, there is still a need for integrity protection of the handoff control signaling to prevent attackers to spoof handoff control related messages and thus launch DoS and service theft attacks against the UEs. 

· The attacker must not be able to spoof HO control messages that would make the UE handoff to another cell or eNB.
2.3 Radio resource allocation and other signalling
There does not seem to be a need to perform ciphering of the RAN signalling concerning radio resource allocation or any other signalling. On the other hand, there is still a need for integrity protection of 

1. the radio resource allocation information, 

2. connection release, 

3. security mode control, 

4. and measurement report signalling in LTE, 
to protect against different kinds of denial of service and service theft attacks listed as examples below.
· If the radio resource allocation signalling is not integrity protected, attacker could modify or spoof the messages to degrade the service level(s) for the UEs. In some situations the attacker could get better service for itself if the resources are scarce.

· If the connection release signalling is not integrity protected, the attacker could modify or spoof the messages to disconnect UEs from the network.
· If the security mode control signalling is not integrity protected, the attacker could modify or spoof the messages to launch DoS attack or force lower level of protection (downgraded or null security algorithms) for the UE’s connection to the network.
· If the measurement report signalling messages are not integrity protected, the attacker could modify or spoof the messages to launch a DoS attack or force the UE to handoff to another eNB.
2.4 AS/RAN signalling replay protection

The assumption is that the attacker must not be able to replay the messages that were integrity protected and/or ciphered. Thus, replay protection mechanism is required for the signaling messages. This is however, usually taken into account when using sequence numbers for protected packets and assuring that the same sequence number is not used twice with the same keys.
3. Conclusion 

Based on the analysis above we can conclude that replay and integrity protection for AS/RAN signalling is always needed and UE related identities need also to be ciphered when assigned. Thus, for a working assumption we propose that:
· user identity confidentiality and user location tracking shall be sufficiently ensured by requiring that the permanent, and long term temporary identities shall be ciphered and integrity protected. 

· short term cell specific UE identities should be protected when assigned. 

· Tracking Area Updated and Tracking Area Updated Confirm messages shall be integrity protected.

· UE_TID in Tracking Area Updated message shall be ciphered if MME does not transfer a new UE_TID for the UE in ciphered mode in the Tracking Area Updated Confirm message.

· AS/RAN signalling in general shall be replay and integrity protected to prevent denial of service type of attacks (e.g. spoofing of connection release, HO control signalling, security mode control, radio resource allocation, and measurement report signalling messages).
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