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1. Introduction

This document examines some possible vulnerabilities of the evolved RAN related to the E-RRC control plane.
Throughout, we assume that the security model resembles the existing UMTS one, with integrity and ciphering available and managed more or less as they are today.  We assume also that any procedure that is today handled in NAS signalling will continue to take place outside the RRC protocol, in a layer where the signalling is secure.  (Thus, for instance, the assignment of a P-TMSI or equivalent temporary identity to a mobile is presumed to be secure.)

2. Discussion

This section analyses some possible attacks based on a breach of either integrity or ciphering.  Security is presumed to be compromised on the control plane only, with the user plane remaining secure at least initially.  (Note, however, that in the case that the control and user planes use the same security keys, an attack based on capturing the key would compromise both at once.)
2.1. Integrity

Attacks based on a breach of integrity protection are assumed to proceed from the network side, since an attacker could have a captive UE without the need to break integrity protection per se.  Thus the typical background of an integrity attack involves an RRC termination point (either the equivalent of a Node B, or a higher “anchor” node, depending on the protocol architecture) that has been compromised.  The compromise could take several forms, in decreasing order of severity:
· Rogue network element: A “real”, fully functioning LTE network element is induced to misbehave, perhaps due to a breach of physical security at the element that terminates the RRC protocol.

· Fake network: A device under the control of the attacker emulates the air interface of an LTE network, but without being connected to higher network layers, so that the UE communicates with the attacker’s device for at least a brief time while “believing” itself to be connected to a network.

· Fake signalling: The attacker generates over-the-air signalling that appears to be from an existing network, without impairing the UE’s communications with the actual network.
Since the BCCH is not integrity-protected in WCDMA, certain attacks are already possible based on modifying the SIBs (e.g., changing mobility parameters to favour certain neighbours or to keep UEs captive on the compromised system).  Similar attacks would presumably still be possible in the LTE setting.  Since these scenarios have already been considered and deemed not to require protection of the BCCH, they are ignored here.

2.1.1. Forced Handover
An attacker with the ability to generate RRC signalling—that is, any of the forms of compromise listed above—can initiate a reconfiguration procedure with the UE, directing it to a cell or network chosen by the attacker.  This could function as a denial of service (if the target network cannot or will not offer the UE service) or to allow a chosen network to “capture” UEs.
An attacker who already had full control of one system (perhaps due to weaker security on another RAT) could direct other systems’ UEs to “their” network as a prelude to more serious security attacks using the deeply compromised system. Used in this way, the ability to force a handover serves to expand any form of attack to UEs on otherwise secure systems, meaning that a single poorly secured network (in any RAT that interoperates with the E-UTRAN) becomes a point of vulnerability not only for itself but for all other networks in its coverage area.
2.1.2. Forced Deciphering

An attacker using any degree of access could send the UE a SECURITY MODE COMMAND (or equivalent message) instructing it to turn off ciphering on the user plane.  If the attacker is only employing fake signalling, the effect will most likely be limited to a small (if any) amount of unciphered traffic and some confusion between the UE and the network; a fake network could simulate downlink traffic to the UE to create the illusion of normal service, while a rogue network might (depending on security at other layers) be able to induce the other network elements to turn off ciphering as well.

If the compromised element can simulate downlink traffic to the UE after ciphering is turned off, this allows the attacker to impersonate the remote termination point of a user plane connection (e.g., “phishing” attacks involving a simulated web site) in a way that may be undetectable to the user or the upper network layers.

2.1.3. Theft of Resources
In the case of a rogue network element, the attacker could alter the allotment of radio resources to UEs, granting to a particular UE more bandwidth than it is actually entitled to.  In a setting with service-based charging, the problem could be hidden from the rest of the network; volume-based charging would allow (eventual) detection of the breach, unless the volume measurement itself could be compromised or given false information.

2.1.4.  Summary

We have identified several attacks based on defeating control-plane integrity protection.  The feasibility of these attacks depends on the extent to which the attacker is able to compromise the victimised system.  Table 1 contains a summary.

	
	Forced Handover
	Forced Deciphering
	Theft of Resources

	Fake Signalling
	Potentially severe
	Mild
	Not possible

	Fake Network
	Severe
	Potentially severe
	Not possible

	Rogue Network
	Severe
	Severe
	Possible (severity depends on other factors)


Table 1: Severity of attacks in compromised systems

Naturally, attacks become more severe as the degree of compromise increases; that is, the physical security of the RRC termination point (preventing the “rogue network” scenario) acts as a second line of protection even in cases where the integrity protection itself has been broken.  However, even a perfectly secure termination point can still be victimised by fake signalling inducing a handover to a more deeply compromised system.  Thus both the integrity scheme itself and the security of the termination point are important for the protection of the system.
2.2. Ciphering

Since a P-TMSI is assigned to a UE in ciphered NAS signalling, breaking ciphering at the RRC level does not allow an attacker to determine which mobile a particular message references (though the attacker would generally be able to determine if two messages are associated with the same mobile).

An eavesdropper could aggregate information about the system—e.g., by collecting measurement reports and mapping them according to UE positioning measurements.  In most circumstances, however, this process would yield only the same information that could be gathered by a captive mobile moving physically around the service area.  There are corner cases, such as a restricted network whose Node B locations are intended to be secret (e.g., a military network), but even there it is not clear that breaking RRC ciphering would provide much advantage to the attacker compared to other approaches such as direction finding.

It should be noted that there may be different regional requirements for the deployment (or non-deployment) of ciphering, meaning that there needs to be a secure method for the E-UTRAN and UE to negotiate the ciphering level.  That is, ciphering can only be as strong as integrity.
3. Conclusions
In light of the attacks outlined above, we draw the following conclusions:
· RRC integrity is extremely important to the security of the LTE system generally.

· Attacks based on breaking integrity can be ameliorated, though not eliminated, if the RRC protocol terminates in a physically secure element.

· RRC ciphering is not a major source of vulnerability if the NAS signalling is secure.

Since SA3 consider the Node B or equivalent to be more easily compromised than higher nodes ([1], [2]), we suggest that the potential for attacks based on a breach of integrity argues for the termination point for the E-RRC to be in one of the more secure higher nodes.
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