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1. Introduction

The present contribution discusses in a general manner the security of the different architectural options that are being discussed for LTE. The discussion presents an overall threat analysis of the LTE architecture options.

2. Overall Threat Analysis: Discussion

Due to the very nature of the RRC signaling, it is well known that even if protection of the RRC signaling is provided, it is not possible to protect all the messages of the RRC protocol (bootstrap). In UMTS, this remaining vulnerability is considered acceptable. Since some RRC signaling messages may remain unprotected, it is desirable to limit the extent of this vulnerability. If the RRC signaling and its protection terminates "above the node-B", i.e., further back in the network, the RRC vulnerability extends from the air interface to the entire access aggregation network. Therefore it would be preferable to limit this vulnerability to the air interface and terminate RRC signaling and its protection in the ENBs.

The architectural changes in the LTE/SAE architecture as compared to UMTS cause the entire infrastructure to be much more "open". The aggregation network in the access, to which ENBs are connected, may be a vulnerable one (e.g. enterprise Ethernet network). Other infrastructures may be connected to this access aggregation network. This is true independently of the selected option (1/2/3). Therefore, the control plane transported over the aggregation network in the access needs strong protection in any case (user plane protection can be considered independently). Two considerations can be deduced from this fact:

1. Security infrastructure will have to be in place in ENBs anyway. This implies security investments in ENBs and physical protection of ENBs independent of the selected option (1/2/3). Note that physical protection of nodes-B is already required (and provided) in UMTS.

2. The security needed in ENBs in options 1&3 may not be significantly more important than what is required in ENBs in option 2 anyway. I.e., the security mechanisms will be in place anyway. Therefore, since the difference in terms of security is not significant between the different options, architects are encouraged to focus for their decision on the entire picture, i.e., the architectural and functional advantages of each option, including performances from the end-user perspective (e.g. reducing roundtrip delays).

When comparing the different options, one needs to look at the attacks both in terms of occurrence likelihood and in terms of impact. These two concepts are also somewhat related. For the specific case of denial of service attacks, we can imagine an attack that is relatively easy to build but has no significant impact on the infrastructure (only local impact with temporary effects). Such an attack would not be of high interest for an attacker and thereby would not be so likely. The attacks that should be most feared are the ones that target large infrastructures in order to cause significant impact. 

Three considerations can be deduced from this fact:

1. It is desirable to reduce the size of the single point of failure. Centralized infrastructures may appear more strongly protected because in "the back of the network", but a single succeeding attack causes major impact on a major portion of the infrastructure. Also, such an infrastructure facilitates the distribution of the source of the attack, concentrating on a single target. A centralized infrastructure facilitates the creation of Distributed DoS attacks. Such an attack scenario is very realistic as UE may be compromised with a virus via the application layer and the download of corrupt applications from compromised sites.

2. It is desirable to stop attacks, and terminate possibly vulnerable signaling, early in the network. This reduces impact of attacks and allows more numerous and smaller-sized single point of failure.

3. A vulnerable protocol that is only partially protected and would be terminated "further back in the network" would this way be allowed to penetrate the "secured area" where the centralized infrastructure resides.

3. Conclusion
In conclusion, we can see that:

· There is no additional significant risk in terminating RRC and its security in the ENB;

· The protection of signaling traversing unsecured links is needed in any case;

· The ENB will have to support signaling security anyway;

· There is always a physical protection of node B devices, it should not be different with enhanced nodes B. Their smaller size/cost and larger number should not make significant difference;

· Availability of key material on the ENB should not be considered a vulnerability, as appropriate security is feasible; Terminating RRC in the ENB can even bring security advantages:

· attacks on E-Node B/RNC protocols (mainly RRC) have a local effect only, which reduces the impact;

· moving RRC signaling termination further back towards the core network would increase impact of attacks. It is not possible to protect all RRC signaling. If there would be any type of DoS-type attack based on a only-partially-protected signaling, it would be best to terminate that type of signaling earlier in the network to reduce impact. For architectures to be used in the long term, the choice of a distributed security is better than a centralized one;

· From architecture perspective, the tendency is towards more distribution (peer-to-peer solutions, Wi-Fi access, etc.). The telecom tendency to centralize everything goes against ICT (Information and Communication Technology) state-of-the-art and new technological trends. Those technological trends are based on studies that include significant security considerations.

· Distributed security may appear more challenging at first, but it should be the winning approach in the long run. Since the LTE is being defined for the long term, it should be based on the most advanced technological trend.

In view of the discussion above, and since the difference in terms of security is not significant between the different options, architects are encouraged to focus for their decision on the entire picture, i.e., the architectural and functional advantages of each option, including performances from the end-user perspective (e.g. reducing roundtrip delays, minimizing control plane latencies, etc.).

Proposal: Alcatel asks the group to discuss the threat analysis and to agree on its conclusions. It is proposed to include the text in section 2 into the RAN3 internal report R3.018 in the section RRC termination. Additionally it is proposed to capture the text in the ‘Conclusion’ section in the ‘Agreement’ section of the internal report.
Annex: Examples of Typical Threats Employing  Signaling Vulnerabilities

Following are several typical examples of RRC induced vulnerabilities:

· Malicious ‘UE originated
’ signaling that may induce overload:

· RRC connection Request,

· Cell/URA Update,

· Uplink Directed Transfer (RRC container conveying NAS messages like LA/RA Update),

· Measurement Reports,

· UE CAPABILITY INFORMATION

· UE originated signaling contains private/confidential information that may be eavesdropped:

· RRC connection Request containing initial UE identity (the very first one contains IMSI, then temporary identifiers are exchanged),

· UE CAPABILITY INFORMATION (may reveal the type of subscriber),

· Measurement Reports containing Location Services Measurements

· Unauthorized ‘E-UTRAN originated
’ RRC signaling triggering Denial of Service: in the option 1 or option 2 architectures, a malicious user, between the ENB and the CPS/ACGW, could send fake RRC messages or tamper with RRC messages encapsulated in E-UTRAN signaling messages. Therefore we may have:

· malicious RRC Connection rejects/Radio Bearer releases making services unavailable to the specific UEs,

· fake System information impacting the operation and accessibility of the E-UTRA severely, or

· malicious Assistance Data for Location Services impacting the Location Based Services.

· Unauthorized ‘UE Originated1’ signaling. E.g. sending permanently RRC Connection set up failures, Radio Bearer set up failures, or Radio Bearer/Transport Channel/Physical Channel Reconfiguration failures with random identifiers in order to trigger DoS on other users: all architecture options (1/2/3) are jeopardized by this kind of threat (since the fake uplink RRC signaling could be sent by an intruder between the E-Node B and the CPS/ACGW), then as already said in the paper, security procedures are in any case needed in the E-Node B.

Following are several typical examples of E-UTRAN signaling induced vulnerabilities:

· Violation of Integrity of E-UTRAN Measurement Reports:

· For mobility control of UEs the controlling node will often have to use besides the UE measurements other information as provided by UTRAN measurements (describing the radio and traffic load) in the different cells. A modification of  such measurements to e.g. ‘cell overloaded’ would result in a connection  release for the UE which needed to enter this cell due to radio coverage reasons.

· Unauthorized fake E-UTRAN Measurement Reports:

· Unauthorized equipment connected to the E-UTRAN could impersonate ENBs providing nodes deciding on e.g. handovers with fake E-UTRAN measurement information impacting the availability of the E-UTRA.

· Violation of Context Integrity of RRC messages

· To safe bandwidth on the radio interface and to avoid to need to provide the UE with to much configuration information it is currently state of the art that the RAN Node receiving an RRC messages adds some context information (e.g. cell in which the message has been received), before forwarding this message to a node controlling the UE. This would allow to change the context of a ‘Tracking Area Update’ (similar to Rel-99 Cell Update) such that the UE controlling node assumes the UE in another cell as it actually is. This would result in a DoS.

· Fake resource reservations from ‘CN’ or ‘CPS’ towards ENB

· By tampering with signaling messages from authorizes E-UTRAN or SAE nodes or by unauthorized equipment impersonating CN or CPS nodes fake resource reservations can be requested from ENBs. These resources are not available for the service and therefore a DoS is achieved by this kind of attack.

� ‘ UE originated’ shall indicate signaling messages sent according to the protocol definition from UE to E-UTRAN .The attacks to this signaling can be mounted by malicious UEs via the air interface. Another way to mount these kind of attacks are by tampering with signaling messages originating from authorized UEs sent over unsecured links, by either changing the contents of these messages or its contexts (e.g. information on the cell in which this information has be received or changing the source or destination information for the E-UTRAN signaling messages carrying these messages ). Also it is possible that equipment in the UTRAN impersonates an ENB sending fake RRC messages by means of E-UTRAN signaling messages used for signaling transfer to central nodes terminating RRC signaling.


� ‘E-UTRAN originated’ shall indicate signaling messages sent according to the protocol definition from E-UTRAN to an UE. The attacks to this signaling can be mounted by connecting malicious equipment to the E-UTRAN transport network, which impersonates E-UTRAN nodes. Another way to mount these kind of attacks is by tampering with signaling messages over unsecured links originating from authorized equipment, by either changing the contents of the messages or its contexts (e.g. source or destination information). 





