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1. Introduction
It has been discussed in the past joint RAN2/RAN3 meeting on what kind of information would be possibly applied in LTE as well as from the view point of security aspect. This contribution provides further discussion on this topic.
2. Security for LTE control plane

Possibly, the following signaling need to be considered. 

· NAS signaling

· RRC signaling

· Network Signaling (eNode B – ASGW signaling, eNode Bs signaling etc.)
2.1 NAS signaling 

The Rel6 NAS signaling today is the mobility management signaling e.g. area update signaling, TMSI allocation signaling etc. and call control signaling. While the actual signaling information should be considered in detail, it is assumed that similar signaling information (may not be exactly the same protocol as today Rel6) will be also applied for the LTE. Since the NAS signaling has e.g. the TMSI allocation etc., such information need to be protected. 
Similar to the today Rel6, it would be preferable to provide the ciphering in order to protect from eavesdropping. And also in order to detect if the signaling has been modified, it would be preferable also to provided the integrity. 
2.2 eRRC signaling 

The RRC signaling, as analyzed in [1], it is NEC opinion that there does not seem to be a need to perform ciphering. Similar as  today Rel6, only temporary ID(for example RAN specific temporary ID) will be used in most of the signaling messages, it has less possibility that a location of a specific user is known by eavesdropping. The allocation of the RAN specific temporary ID may be transferred in an unprotected mode, however as the RAN specific temporary ID is allocated in most of the cases with the TMSI and the TMSI is always protected (by NAS ciphering) at allocation at the NAS layer, it will not see a need to perform ciphering for eRRC signaling in terms of user location confidentiality.
The radio resource allocation signaling and other signaling like connection release, capability exchange etc., it is assumed that this does not strongly require that it needs to be ciphered. It is enough that the eNode B release the connection or send alarm to the maintenance center when detected that the signaling message has been modified. therefore performing the integrity would be preferable and sufficient.
One possible concern would be the IMSI in the very first signaling from the UE to the eNode B. Since today Rel6 does not provide any protection for this very first signaling, it is assumed that there is no need for LTE as well. Alternatively, it would be possible to use random ID instead of IMSI so there would be nothing to protect. One other message that may include IMSI is the Paging message, this however, for the time being, has no way to protect. However, sending IMSI in the eRRC Paging message is for the case when the TMSI is not available in the network memory due to e.g. network failure reason and this should not happen frequently. 
2.3 Network Signaling (eNode B – ASGW signaling, eNode Bs signaling etc.)
2.3.1 User Identification

Today Rel6 RANAP Paging message always include the IMSI. It is for the co-ordination of PS and CS domain and also for the UE DRX calculation.  Other signaling messages in today RANAP that may include IMSI are, the Initial UE Message message (if TMSI has not been allocated), Common ID message, Relocation Request message and Uplink Information Exchange Request message (For O&M tracing).  

For the LTE, while it does not seem to have a need to include the IMSI in the HO related message as there is no need to have domain co-ordination, the IMSI may need to be included in some messages in some cases. For example in the Paging message when TMSI is not available, in the Common ID like message for the O&M tracing purpose. 

2.3.2 Resource Allocation
Relocation allocation in today Rel6 are the RAB Assignment procedure and Relocation Resource Allocation procedure. 

For LTE, the resource allocation may be similar to today RAB Assignment procedure but the Relocation Resource Allocation procedure may not be needed. It is assumed that the resource allocation during the HO is perform between eNode Bs i.e. the target eNode B perform the resource allocation by the context transfer where the QoS information is included.

2.3.3 UE Context Transfer
The UE Context Transfer in today Rel6 transferring the RRC information, the security key and algorithm information, UE temporary ID information (d-RNTI), cell load information, RAB-Transport channel mapping information(e.g. RAB ID and Iur DCH-ID), trace recording session information and MBMS linking information. This is performed in the Relocation procedure which is transparently to the CN.   

For the LTE, it is assumed that the UE context transfer does not need to have the RAB-Transport Channel mapping information as there is no Iur user-plane foreseen. Other information that are needed are security key and algorithm information, UE temporary ID information, QoS information.

2.3.4 Other function
Other functions such as measurement information transferring (transmitted and received power information, cell load information etc.) may be needed also in LTE to perform better RRM handling.
Conclusion of Security for LTE network interfaces
It has been already foreseen that some LTE network signaling messages may include UE important information (e.g. inclusion of IMSI, transferring of UE Context, transferring of security key information) as described above, in order to protect from eavesdropping and modification of the signaling message, it would be beneficial to assume that domain security is introduced between eNode B and AS-GW, as well as between eNode Bs, between other network nodes such as RRM servers. Note that the security association between eNode Bs could be omitted if the actual signaling transfer go through ASGW and the security between eNode B and ASGW is performed, this however can be FFS for pros and cons for example the security association processing power factor, maintenance factor and etc..
3. Conclusion
It is the NEC suggestion that the security for the control plane would be provided as shown in the figure below.
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Figure 1 security aspect for the control plane
4. Proposal
It is proposed to agree the security aspect as shown in the conclusion of this contribution.
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