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0 Introduction

On the Iu-CS interface, according to the TS25.413 RANAP specification, the RANAP message ”RAB Assignment Response” is sent back only after the initialisation of the Iu User Plane has been completed according to the following flow chart:
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Therefore the Iu User Plane entity on the CN side cannot take out from the RAB ASSIGNMENT RESPONSE message the Udp/IP RNC User Plane addresses (UdP/IP2 in the figure) it needs to send back the INIT ACK message.

Three major solutions have been considered:

1. Solution 1: Exchange of Source and Destination addresses

The solution 1 consists in using the source addresses (source IP address  and source UdP port) of the incoming IP packet carrying the INIT message as destination addresses for the IP packet carrying INIT ACK message.

This is shown in the figure below:
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It is questionable whether the reuse of the source addresses as destination addresses for the response is causing a new security issue despite the current release 5 asumption of closed network.

2. Solution 2: Introduction of an IP-ALCAP between 2 IP-nodes

This alternative solution 2 is depicted on the following figure:
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This solution 2 does not solve the potential security issue (if any) because the ECF message is sent to the user plane RNC provided address which can be ”stolen” also. So the same security considerations apply to this approach and compared to solution 1, it brings the following drawbacks in addition:

· increased dealy for call set-up well-known with the use of Alcap, which will be directly perceived by the end-user,

· support of a new additional protocol by the IP nodes forever (the today foreseen Alcap is not considered to be supported by the IP nodes  when there is no more ATM nodes),

· much specification undue work for 3GPP to make and maintain any specific version of Q2630.x.

Moreover, solution2 would create a ”bad exception” because it goes against one of the agreements of the TR25933 ”no IP Alcap between two IP nodes” that was achieved with difficulty and this could open a door to other undue step back on other agreement.

3. Solution 3: Modification of RANAP 

This solution 3 consists in returning earlier the RAB ASSIGNMENT RESPONSE message (i.e. before instead of after the INIT ACK message) in order to provide the needed addresses to CN within this message.
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This solution however presents major issues jeopardizing the system:

· set-up delay could be increased up to 20 ms which is not acceptable given the key challenge for UMTS to al least meet the 180 ms of GSM, 

· charging issue: charging for the call starts with the RAB ASSIGNMENT response even if no call can actually take place because either the initialisation fails just after, or the RAB setup fails in its late stage but INIT ACK cannot be acknowledged to report this,

· capacity issue: many RABs could be established (i.e. with all associated Radio Bearers) and released as soon as established due to initialisation failure,

· backwards compatibility issue: change of flow chart to the peer node of another release and change of Ranap to ask for ”RAB Release” when the init fails,

Conclusion and proposal  

Even if the taking the source address of the INIT message to respond is not a bed of roses, it presents the same exposure to potential intruders as other message exchanges or procedures on any other interfaces connected with the IP URAN transport.

Regarding this vulnerability, SA3 has already been consulted by RAN3 when completing the release 5 Work Item ”IP UTRAN” and the following answer had been given:

“The definition of a closed network is as follows: there is no access from other networks or by other users to any of the physical interfaces and transmission links used for UTRAN transport (Iu, Iur, Iub).

It is also agreed that, within the closed network as above defined, the internal security threats can be considered negligible.”

The same should apply for the INIT message exchange on Iu-CS.

In order to progress on a compromise, it is proposed to agree on solution 1 as a Working Asumption and at the same time to send a liaison to SA3 to further confirm that their previous answer is not affected by this special scenario on Iu-CS.

The proposed liaison is hereby attached and provided in Tdoc R3-021069. 
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