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1. Introduction

During the re-drafting process, a difference of opinion concerning the handling

of abnormal protocol conditions has emerged. There are two clearly identifiable cases requiring clarification – firstly, Class 2 EPs,  which (by definition) have no response message, and secondly Class 1 EPs with no Failure message.

2. Error Reporting/Indication Procedure Currently Defined

In RANAP, RNSAP and NBAP, a procedure is defined for reporting errors in a received message where there is no other means to do this. In NBAP and RNSAP it is called Error Reporting, and in RANAP it is called Error Indication. The procedure descriptions and contents also differ slightly between all three protocols. Strangely, for RNSAP and NBAP, the Error reporting Procedure was excluded from the recent redrafting process.

The description of the procedure in RNSAP reads: 

"This message is used to report syntactical errors and procedural errors that cannot be reported using the normal failure/error message of the procedure".

In NBAP, the description reads:

 “This procedure is used by both Node B and its CRNC to report detected errors or any other problems in one incoming message if they cannot be reported by any other procedure”.

In RANAP, the description reads:

“The Error Indication procedure is used by RNC or CN to report detected errors or any other problems in one incoming message for a class 2 elementary procedure with no response message or due to reception of a RANAP message which can not be identified if they cannot be reported by any other procedure.”.

3. Class 2 EPs

During the email discussions for the redrafting, some companies proposed that the correct behaviour on reception of an erroneous message belonging to a Class 2 EP was to ignore it.  However, this is inconsistent with the assumed success of Class 2 procedures and also appears to contradict the current description of the scope of the error procedures defined above.

Furthermore, many Class 2 procedures (e.g. RNSAP paging or DL Power control) are potentially repetitive. In this case, it would be better if erroneous messages were identified back to the sending node so that they need not be continuously retransmitted.

Flagging such messages back to the originating node will also help with debugging a network (and its data build), especially where there are several management elements involved. For example, if Node X is sending incorrect messages to Node Y, it would significantly reduce the cross-referencing required if Node X’s manager were informed as well as Node Y’s manager. This type of debugging may be frequently required during the initial implementation of a new UTRAN.

4. Class 1 EPs

The same clarification is required for those Class 1 EPs in the protocols with no failure messages defined. For these procedures, at the application layer there is no requirement for a failure message to be defined and only a successful response message exists. However, (by definition) there is no mechanism in these successful response messages to indicate a failure – and the assumption is therefore that the absence of a successful response implies a failed procedure.

From a network fault management perspective, this is undesirable since it mandates significant cross referencing between the network element managers in order to properly diagnose faults. In addition, this approach limits the fault management capabilities of a sending node because it provides no possibility for the node to adapt to failure conditions. For example if a sending node is sending erroneous messages which are not understood, if informed of this the node may temporarily decide not to attempt such procedures. This could avoid unnecessary signalling and also allow the traffic handling algorithms to compensate for the unavailability of such procedures. Such flexibility can only be provided if the sending node is informed of such failures with an appropriate cause value, a function fulfilled by the error indication procedure.

5. Proposal

It is proposed that a consistent approach is adopted for erroneous message handling for all three protocols. This means that the description of handling of erroneous procedures (transfer syntax, abstract syntax and procedural/logical errors) should be the same.

Therefore the following actions are proposed:

1) RNSAP and NBAP Error Reporting Procedures are renamed Error Indication (to align with RANAP).

2) RNSAP and NBAP Error Reporting/Indication Procedures are moved to the Elementary Procedures section of the specifications (again, aligned with RANAP).

3) The following text is included in the chapter on “Handling of unknown, unforeseen and erroneous protocol data” in all three specifications:

xx.1 Unknown Procedures

A node receiving an unknown message shall initiate the Error Reporting Procedure towards the node that sent the unknown message.

xx.2 Class 1 Elementary Procedures

A node receiving an erroneous message belonging to a Class 1 procedure without a failure message shall initiate the Error Reporting Procedure towards the node that sent the unknown message. 

A node receiving an erroneous message belonging to a Class 1 procedure that has a failure message shall return the failure message, with the cause value set appropriately. 

xx.3 Class 2 Elementary Procedures

A node receiving an erroneous message belonging to a Class 2 procedure shall initiate the Error Reporting Procedure towards the node that sent the unknown message.

4) The following text is included in the chapter on “Handling of unknown, unforeseen and erroneous protocol data” in the RANAP specification (this keeps the protocol future proof, even if the first paragraph is currently redundant):

xx.4 Class 3 Elementary Procedures

A node receiving an erroneous message belonging to a Class 3 procedure without a failure message shall initiate the Error Reporting Procedure towards the node that sent the unknown message. 

A node receiving an erroneous message belonging to a Class 3 procedure that has a failure message shall return the failure message, with the cause value set appropriately. 

5) The following procedure description replaces the existing description in the NBAP, RNSAP, and RANAP specifications.
X.Y Error Indication

X.Y.1 General

The Error Indication procedure is initiated by a node to report detected errors in one incoming message, provided they cannot be reported by an appropriate failure message

 [RANAP/RNSAP ONLY] If the error situation arises due to reception of a message utilising dedicated signalling, then the Error Indication procedure uses connection oriented signalling. Otherwise the procedure uses connectionless signalling.

X.Y.2 Successful Operation
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Figure x: Error Indication procedure: Successful Case
When the conditions defined in chapter [Handling of unknown, unforeseen and erroneous protocol data] are fulfilled, the Error Indication procedure is initiated by an ERROR INDICATION message sent from the receiving node.

[RANAP ONLY] When the ERROR INDICATION message is triggered due to the reception of an Iu user plane PDU(s) with an unknown Iu transport association, the appropriate cause value IE and both the Iu TRANSPORT ASSOCIATION IE and the TRANSPORT ADDRESS IE shall be included in the message.

[NBAP ONLY] When the ERROR INDICATION message is sent from a Node B to its CRNC, the CRNC COMMUNICATION CONTEXT ID IE shall be included in the message if available. When the ERROR INDICATION message is sent from a CRNC to a Node B, the NODE B COMMUNICATION CONTEXT ID IE shall be included in the message if available.

Examples of cause values for the Error Indication message are:

· ‘Transfer Syntax Error’

· ‘Abstract Syntax Error: Comprehension Class 'Reject’

· ‘Abstract Syntax Error: Comprehension Class 'Ignore and Notify’

· ‘Abstract Syntax Error: Unknown Message Type’
· ‘Procedure Error: Message not compatible with receiver state’
· ‘Unknown Failure Reason’
· [RANAP ONLY] ‘Logical Error: Unknown Iu Transport Association’
X.Y.3 Abnormal Conditions

-

Z.Z Messages

[RANAP ONLY]

Information Element
Presence
Range
IE Type and Reference
Semantics Description

Message Type
M




L3 Transparent Information
M




Cause Value
M




CN Domain Indicator
M




Iu Transport Association
O




Transport Address
O




[RNSAP ONLY]

Information Element
Presence
Range
IE Type and Reference
Semantics Description

Message Type
M




Transaction Id
M




L3 Transparent Information
M




Cause Value
M




[NBAP ONLY]

Information Element
Presence
Range
IE Type and Reference
Semantics Description

Message Type
M




Message Discriminator
M




Transaction Id
M




CRNC Communication Context Id
O




Node B Communication Context Id
O




L3 Transparent Information
M




Cause Value
M




X.Y IE Descriptions

X.Y.Z L3 Information Parameter

This parameter contains the complete Layer 3 information for the erroneous protocol message.
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