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1 Introduction

This contribution proposes text for the chapter 10 "Handling of Unknown, Unforeseen and Erroneous Protocol data". for RANAP, RNSAP and NBAP specifications.  

2 Proposed text

10 Handling of Unknown, Unforeseen and Erroneous Protocol Data

10.1 General

Protocol Error cases can be divided into three classes:

1) Transfer Syntax error

2) Abstract Syntax error

3) Logical Error

When a protocol error is triggered by application part message for which a response message is available in the elementary procedure in question, then the response message shall be used to indicate the error condition. If no response message is available for the received message then in cases when any indication is required the Error Indication procedure shall be triggered as specified.

10.2 Transfer Syntax Error

Transfer Syntax Error occurs when the receiver is not able to decode the received message i.e. the transfer syntax can not be opened. If Transfer Syntax Error occurs, receiver should initiate Error Indication procedure with appropriate cause value for the protocol error e.g.  "Transfer Syntax Error". 

10.3 Abstract Syntax Error

Abstract Syntax Error occurs when the receiver has successfully opened the transfer syntax and finds either an information element that is not defined in the receiver or a value for an known information element  that is not defined in the receiver. 

If Abstract Syntax error occurs, receiver shall read the remaining message and then for each detected abstract syntax error shall act according to the Criticality of the Information elements or Information element groups due to which Abstract Syntax Error occurred.
Depending on the Criticality different actions shall be taken by the receiving entity. 

The three classes are:

1. Reject 

2. Ignore and Notify

3. Ignore

Following cases describes the actions of the receiving entity in case of abstract syntax error and depending on the Criticality. 

1. If  a received application part message includes at least one unknown information element whose Criticality is 'Reject', the information in the received message shall not be utilised for the ongoing procedure and protocol error situation shall be indicated to the peer entity by the response message belonging to the ongoing elementary procedure and if not available by Error Indication procedure, which shall be executed as specified. Appropriate cause value for the Protocol Error Indication should be used, e.g. "Abstract Syntax Error, Criticality Reject"

2. If  a received application part  message includes at least one unknown information element whose Criticality is "Ignore and Notify" the information in the unknown information elements shall not be utilised for the ongoing procedure, and the protocol error situation shall be indicated to the peer entity by the response message belonging to the ongoing elementary procedure and if not available by Error Indication procedure which shall be executed as specified

If the case 1 is not valid, the ongoing procedure shall be continued normally

3. If a received application part message includes at least one unknown information element whose Criticality is "Ignore", the information in the unknown information elements shall not be utilised for the ongoing procedure. If  the cases 1 and 2 are not valid, the ongoing procedure shall continue normally. No indication of protocol error Situation shall be generated for the peer entity.
All abstract syntax protocol error indications detected in a single message and which shall be indicated to the peer entity shall be reported in a single Protocol Error Indication IE. In the IE a cause value for each reported abstract syntax error shall be present.

10.4 Logical Error

Logical Error is a protocol error where both the transfer and abstract syntax were correctly interpreted but the values of the received information elements are contradicting to the existing configuration or state in the receiver.  Logical error can be triggered also if the user plane parameters are in contradiction to control plane parameters. 

The behaviour of the receiver is specified for some specific logical error cases in corresponding Elementary procedure or in Error Indication procedure. 

3 Proposal

The contents of chapter 2 is proposed to be included into chapter 10 of RANAP, RNSAP and NBAP  specifications.

