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1 Introduction

This contribution proposes the message content for the RANAP procedures Trace Invocation and Cipher Mode Control. 

The proposal is based on the current description of the procedures in [S3.13], and on the message contents proposed by TTC, reported in [S3.13] and marked as FFS. 

Other parameters to be inserted in the messages are FFS.

2 Message contents

Note: The notation used to identify the 'information element type' is reported in [1].

2.1 CN Invoke Trace

Note: This message is included in the Trace Invocation procedure.

The message is sent from the CN to the RNC, on dedicated SCCP connection, in order to start production of a trace record at the RNC.

Information element
Reference
Type

Message type

M

Transaction ID

M

RAB ID

M

    Bearer ID

C1

    NSAPI

C2

Trace Type

M

Trigger ID

O

Trace Reference

M

UE Identity

O

OMC ID

O

C1=needed for MSC

C2=needed for SGSN

2.2 Cipher Mode Command

Note: This message is included in the Cipher Mode Control  procedure.

The message is sent from the CN to the RNC, on dedicated SCCP connection, to indicate to inform the encryption parameters for the connected UE.

Information element
Reference
Type

Message type

M

Transaction ID

M

Encryption Information

     M (1)

Cipher Response Mode

     O (2)

(1) Encryption information includes key(s) and permitted algorithms.

(2) The element used by the CN to indicate whether the IMEI is to be included in the RRC CIPHER MODE COMPLETE message to be sent by the UE. The necessity of this parameter is FFS.

2.3 Cipher Mode Complete

Note: This message is included in the Cipher Mode Control  procedure.

The message is sent from the RNC to the CN, on dedicated SCCP connection, to notify the completion of ciphering at the UE.

Information element
Reference
Type

Message type

M

Transaction ID

M

Chosen Encryption Algorithm

O

2.4 Cipher Mode Reject

Note: This message is included in the Cipher Mode Control  procedure.

The message is sent from the RNC to the CN, on dedicated SCCP connection, to indicate that the RNC is unable to perform the ciphering.

Information element
Reference
Type

Message type

M

Transaction ID

M

Cause

M

3 Description of Information Elements

3.1 Trace Type

A fixed length element indicating the type of trace information to be recorded.

3.2 Trigger ID

A variable length element indicating the identity of the entity which initiated the trace.

3.3 Trace Reference

A fixed length element providing a trace reference number allocated by the triggering entity.

3.4 UE Identity

Indicates the identity of the UE.

3.5 OMC ID

A variable length element indicating the destination OMC to which trace information is to be sent.

3.6 Encryption Information

This element contains the user data encryption information (key(s) and permitted algorithms) used to control any encryption equipment at the RNC.

3.7 Cipher Response Mode

This information element is used by the CN to indicate whether the IMEI is to be included in the RRC CIPHERING MODE COMPLETE message to be sent by the UE. 

3.8 Chosen Encryption Algorithm

This element indicates the encryption algorithm being used by the RNC.

Other information elements are described in [1].

4 Proposals

It is proposed that sections 2.2 to 2.4 replace sections 9.1.1.13 to 9.1.1.15 in [S3.13] and section 2.1 to be added as new information. Notes in sections 2.1 to 2.4 are for clarification, and can be removed.
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