Page 1



3GPP TSG-RAN WG2 Meeting #96 
R2-168101
Reno, USA, 14 - 18 November 2016

	CR-Form-v11.1

	CHANGE REQUEST

	

	
	36.331
	CR
	2456
	rev
	-
	Current version:
	13.2.1
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	X
	Radio Access Network
	
	Core Network
	


	

	Title:

	PDCP COUNT with RRCConnectionResume

	
	

	Source to WG:
	Nokia, Alcatel-Lucent Shanghai Bell

	Source to TSG:
	R2

	
	

	Work item code:
	NB_IOT-Core
	
	Date:
	2016-11-3

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-13

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)
Rel-14
(Release 14)

	
	

	Reason for change:
	Current specification is not clear what PDCP COUNT value is used for the RRCConnectionResumeRequest message. When RRCConnectionResumeRequest is sent to an eNB different from the one where the connection was suspended, there is nothing to ensure COUNT synchronization between that eNB and the UE on the PDCP PDU containing RRCConnectionResume. Because of this, integrity verification of that message can fail, leading to failure to resume the RRC Connection.

	
	

	Summary of change:
	Specify, as part of the RRC procedural text that applies at reception of RRCConnectionResume, that the UE shall “verify the integrity protection of the RRCConnectionResume message, using COUNT = 0”.
Impact analysis

Impacted functionality:

RRC Connection suspension/resumption.
Inter-operability: 

1. If the network is implemented according to the CR and the UE is not, RRC Connection resumption will fail under an eNB different from the one where the connection was suspended.
2. If the UE is implemented according to the CR and the network is not, RRC Connection resumption will fail under an eNB different from the one where the connection was suspended.

	
	

	Consequences if not approved:
	RRC Connection resumption can fail under an eNB different from the one where the connection was suspended

	
	

	Clauses affected:
	5.3.3.4a

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications

	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	


5.3.3.4a
Reception of the RRCConnectionResume by the UE

The UE shall:
1>
stop timer T300; 
1>
restore the RRC configuration and security context from the stored UE AS context:

1>
re-establish RLC entities for all SRBs and DRBs;

1>
restore the PDCP state and re-establish PDCP entities for all SRBs and DRBs;
1>
if drb-ContinueROHC is included:

2>
indicate to lower layers that stored UE AS context is used and that drb-ContinueROHC is configured;
2>
continue the header compression protocol context for the DRBs configured with the header compression protocol;
1>
else:

2>
indicate to lower layers that stored UE AS context is used;
2>
reset the header compression protocol context for the DRBs configured with the header compression protocol;
1>
 discard the stored UE AS context and resumeIdentity;
1>
perform the radio resource configuration procedure in accordance with the received radioResourceConfigDedicated and as specified in 5.3.10;
1>
resume SRBs and DRBs;
1>
if stored, discard the cell reselection priority information provided by the idleModeMobilityControlInfo or inherited from another RAT;
1 >
stop timer T302, if running;
1>
stop timer T303, if running;
1>
stop timer T305, if running;
1>
stop timer T306, if running; 
1>
stop timer T308, if running;
1>
perform the actions as specified in 5.3.3.7;
1>
stop timer T320, if running;
1>
stop timer T350, if running;
1>
perform the actions as specified in 5.6.12.4;
1>
stop timer T360, if running;
1>
update the KeNB key based on the KASME key to which the current KeNB is associated, using the nextHopChainingCount value indicated in the RRCConnectionResume message, as specified in TS 33.401 [32];

1>
store the nextHopChainingCount value;

1>
derive the KRRCint key associated with the previously configured integrity algorithm, as specified in TS 33.401 [32];
1>
request lower layers to verify the integrity protection of the RRCConnectionResume message, using COUNT = 0, the previously configured algorithm and the KRRCint key;

1>
if the integrity protection check of the RRCConnectionResume message fails:

2>
perform the actions upon leaving RRC_CONNECTED as specified in 5.3.12, with release cause 'other', upon which the procedure ends;

1>
derive the KRRCenc key and the KUPenc key associated with the previously configured ciphering algorithm, as specified in TS 33.401 [32];
1>
configure lower layers to activate integrity protection using the previously configured algorithm and the KRRCint key immediately, i.e., integrity protection shall be applied to all subsequent messages received and sent by the UE;
1>
configure lower layers to apply the ciphering algorithm, the KRRCenc key and the KUPenc key, i.e. the ciphering configuration shall be applied to all subsequent messages received and sent by the UE;

1>
enter RRC_CONNECTED;
1>
indicate to upper layers that the suspended RRC connection has been resumed;
1>
stop the cell re-selection procedure;
1>
consider the current cell to be the PCell;

1>
set the content of RRCConnectionResumeComplete message as follows:

2>
set the selectedPLMN-Identity to the PLMN selected by upper layers (see TS 23.122 [11], TS 24.301 [35]) from the PLMN(s) included in the plmn-IdentityList in SystemInformationBlockType1;

2>
set the dedicatedInfoNAS to include the information received from upper layers;

2>
except for NB-IoT:

3>
if the UE has radio link failure or handover failure information available in VarRLF-Report and if the RPLMN is included in plmn-IdentityList stored in VarRLF-Report:

4>
include rlf-InfoAvailable;

3>
if the UE has MBSFN logged measurements available for E-UTRA and if the RPLMN is included in plmn-IdentityList stored in VarLogMeasReport:

4>
include logMeasAvailableMBSFN;

3>
else if the UE has logged measurements available for E-UTRA and if the RPLMN is included in plmn-IdentityList stored in VarLogMeasReport:

4>
include logMeasAvailable;

3>
if the UE has connection establishment failure information available in VarConnEstFailReport and if the RPLMN is equal to plmn-Identity stored in VarConnEstFailReport:

4>
include connEstFailInfoAvailable;

3>
include the mobilityState and set it to the mobility state (as specified in TS 36.304 [4]) of the UE just prior to entering RRC_CONNECTED state;

3>
if the UE supports storage of mobility history information and the UE has mobility history information available in VarMobilityHistoryReport:

4>
include mobilityHistoryAvail;
1>
submit the RRCConnectionResumeComplete message to lower layers for transmission;

1>
the procedure ends.


