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1. Overall Description:
RAN2 has discussed the impact of Cloud based implementation in Access Stratum Specifications and has come to the conclusion that for each DRB, a pair of keys should be used for the protection of UP traffic with a particular encryption and integrity algorithm. The advantages are:

· The security of a DRB is more independent of security of other DRBs allowing a smooth deployment in different Virtual Machines in a Cloud RAN deployment.
· It is possible to allocate/relocate DRB terminations individually while keeping the location transparent to the UE. In other words, the internal structure of RAN.
· Key-refresh is possible for a DRB without impact on other DRB.


2. Actions:
To SA3 group.
ACTION: 	RAN2 respectfully asks SA3 to consider this scenario and reply to RAN2 about the feasibility of this proposal.

3. Date of Next TSG-RAN WG2 Meetings:
TSG-RAN WG2 Ad Hoc NR	2017.01-17 – 2017.01.19	TBD
TSG-RAN WG2 #97		2017.02-17 – 2017.02.17	Athens
