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1
Introduction
SA3 has indicated S-KWT should be changed after handover. RAN2 has so far agreed that the PDCP key change and S-KWT key changes can be done with separate procedures, but so far there has been no consensus when the S-KWT change should be triggered and how this could be captured in specification. In this contribution, we discuss these aspects.
2
RAN2 decisions on S-KWT change
RAN2 decided in RAN2#95 that the procedures of PDCP key changes and S-KWT need not be done at the same time – as excerpted from R2-166054:

Agreement

1
eNB does not need to change WLAN security key at handover but does need to be replaced at some later time.
This was initially triggered by the RAN2 questions to SA3 in R2-163147 and corresponding SA3 reply in R2-163323 where RAN2 asked from SA3 whether it was required that PDCP key changes and S-KWT change is done simultaneously. To quote the SA3 reply in R2-163323 verbatim (note that the italicization of the word “immediately” is already present in the original SA3 LS):

	SA3 answer: In SA3 opinion, it is not necessary for the UE and WT to immediately replace the S-KWT with a new S-KWT derived from the new KeNB. e.g. during a handover or upon on PDCP Sequence Number wrap-around, However, the S-KWT needs to be replaced at some later point in time. SA3 will review the security aspects of the solution developed in RAN  on  when and how to replace the S-KWT independent of KeNB changes and how to allow the UE to remain associated with the WLAN after intra/inter-eNB handover for Rel-14 eLWA. 


Comparing this to the normal LTE security procedures, we observe the following:
· In LTE, even though the timing of security key change has been specified to be when UE receives the handover command, the exact moment when UE does the change has been left open to allow for UE processing delays.

· SA3 doesn’t indicate when exactly the change of S-KWT should happen, but since the word “immediately” has been clearly highlighted, our interpretation is that SA3 intent was that the key change should happen as soon as feasible, given that the reply also states it needs to be replaced at some point later in time.

· SA3 wishes to review any security aspects when RAN2 has developed the full solution – hence, RAN2 should attempt to finalize as many aspects of the mobility solution as soon as possible and indicate it to SA3, to give them time to consider the security aspects carefully. Otherwise, there is a risk that the feature may end up having security flaws that could invalidate its use in Rel-14.

Finally, while the current running Stage-2 CR for eLWA in R2-167318 does mention the security key aspect as follows:

	For LWA, eNB may not trigger the S-KWT update during handover without WT change. In such a case, the eNB triggers S-KWT update at later time via a separate RRC reconfiguration procedure.


However, nothing has been captured in the running RRC CR in R2-167319 regarding the S-KWT change so far due to no consensus on the interpretation of the SA3 request. This is because the Rel-13 specification already allows update of S-KWT as shown in RRC section 5.6.14.2:
	5.6.14.2
Reception of LWA configuration

Upon reception of LWA configuration, the UE shall:

1>
if the received lwa-Configuration is set to release:

2>
release the LWA configuration as described in 5.6.14.3;

1>
else:

2>
if the received lwa-Config includes lwa-WT-Counter:

3>
determine the S-KWT key based on the KeNB key and received lwa-WT-Counter value, as specified in TS 33.401 [32];

3>
forward the S-KWT key to upper layers to be used as a PMK or PSK for WLAN authentication;


We would note that while this does update the S-KWT value to the UE (which then determines the new PMK/PSK based on that), it doesn’t explicitly say anything about the UE actions, e.g. whether UE should immediately request a WLAN key updated via EAP on the WLAN branch. Such actions have been left totally up to UE implementation.
Observation 1: Even though RAN2 has agreed the PDCP keys and S-KWT can be changed separately, no Stage-3 details enforcing UE to act upon S-KWT change are captured in RRC.
Observation 2: The procedure when S-KWT is changed after handover needs to be captured in Stage-2.

Observation 3: SA3 LS assumes the S-KWT is changed after every handover.

Observation 4: RAN2 needs to inform SA3 of how the S-KWT update is done.

Since the WID is ending its closing time, we propose that RAN2 makes the decision in this meeting and sends LS to SA3 accordingly.

Proposal 1: Send LS to SA3 to inform them of RAN2 decisions concerning S-KWT update.
3
Enforcing S-KWT change 
3.1
Stage-2  
Currently LWA Stage-2 only contains procedural flows for WT addition, WT release, WT modification and Change of WT. Because LWA could not be retained during handover, this was sufficient. With the new mobility enhancement where LWA may be retained during handover, a new section is needed, and RAN3 has already done work on capturing the baseline assumptions in R3-162552. However, that procedure only contains information on the case where S-KWT is not changed during handover but is done separately. Hence, we note the following:
· The S-KWT change after handover could be captured as a separate procedure to account for the case when it is updated after handover

· It should be possible to also update S-KWT during the handover – and this could be taken into account in the RAN3-given Stage-2 description as well.

Proposal 2: Capture in Stage-2 for eLWA that S-KWT needs to be changed after handover where LWA configuration is retained is completed.
We show an example TP of how to capture these in Annex A.

3.2
Impacts to WLAN 
The WLAN key exchange is done via EAP procedure (e.g. 4-way handshake), and is always done by the AP, but STA can also request to initiate it. Therefore, there are two possibilities: Either eNB requests either UE or WT to ask for EAP for authentication. Assuming the key change is done after handover, we think UE could be requested to do it since that gives a clear point to the eNB to stop sending data over WT.
Proposal 3: eNB requests UE to start EAP authentication with new S-KWT after handover by sending RRCConnectionReconfiguration that indicates this.
4
Conclusions 

We have observed the following:
Observation 1: Even though RAN2 has agreed the PDCP keys and S-KWT can be changed separately, no Stage-3 details enforcing UE to act upon S-KWT change are captured in RRC.

Observation 2: The procedure when S-KWT is changed after handover needs to be captured in Stage-2.

Observation 3: SA3 LS assumes the S-KWT is changed after every handover.

Observation 4: RAN2 needs to inform SA3 of how the S-KWT update is done.

We are proposing the following:
Proposal 1: Send LS to SA3 to inform them of RAN2 decisions concerning S-KWT update

Proposal 2: Capture in Stage-2 for eLWA that S-KWT needs to be changed after handover where LWA configuration is retained is completed.

Proposal 3: eNB requests UE to start EAP authentication with new S-KWT after handover by sending RRCConnectionReconfiguration that indicates this.
Annex A: Stage-2 TP
NOTE: This is based on the current RAN3 baseline TP from R3-162552.
10.1.2.X
LWA mobility
10.1.2.X.1
Inter-eNB handover without WT change
Inter-eNB handover without WT change is used to transfer context data from a source eNB to a target eNB while the LWA connectivity is kept.

[image: image1.emf]UE

Source

eNB

WT

Target

eNB

2. WTAddition Request

3. WTAddition Request Ack.

1. HandoverRequest

4. Handover Request Ack.

LWA is activated for the UE

5. RRC Connection Reconfig.

6. WT Release Request

7. Random Access Procedure

8. RRC Connection Reconfiguration Complete

9. SN Status Transfer

MME

11. Path Switch Request Ack.

10. Path Switch Request

12. UE Context Release

LWA is activated for the UE

13. RRC Connection Reconfig with updated S-KWT

15. WLAN key refresh is initiated

14. UE requests WLAN key refresh




Figure 10.1.2.x-1: Handover without WT change
1.
The source eNB starts the handover procedure by initiating the X2 Handover Preparation procedure. The source eNB includes the LWA configuration in the HANDOVER REQUEST: the Mobility Set currently valid for the UE, the WT UE XwAP ID and WT ID as a reference to the UE context in the WT that was established by the source eNB.
2.
If the target eNB decides to keep the LWA connection, the target eNB sends WT ADDITION REQUEST to the WT including the WT UE XwAP ID as a reference to the UE context in the WT that was established by the source eNB. The WT shall use this information to check if the UE context is present.
3.
If successful, the WT replies with WT ADDITION REQUEST ACKNOWLEDGE.

4.
If both, the target eNB and the WT decided to keep the LWA connection in steps 2 and 3 respectively, the target eNB sends the HANDOVER REQUEST ACKNOWLEDGE message, which includes the LWA configuration and the UE LWA Context Kept Indicator, and may also provide forwarding addresses to the source eNB.
5.
The source eNB triggers the UE to apply the new configuration.
6.
The source eNB sends the WT Release Request to the WT, indicating whether the UE context has been matched at the target. The WT keeps the relevant part of the UE context based on the identification information provided from the target eNB at step 2.
NOTE:
The source eNB may postpone sending the WT Release Request until the UE CONTEXT RELEASE is received in step 12. [Editor’s note: UL tunnel selection details pending related agreements in RAN2]
7-8.
The UE synchronizes to the target eNB and replies with RRCConnectionReconfigurationComplete message.
9.
The source eNB forwards the status of the flow control.
10-11.
The target eNB initiates the S1 Path Switch procedure.

12.
The target eNB initiates the UE Context Release procedure towards the source eNB.
13. The target eNB updates the S-KWT at UE and requests UE to request WLAN key refresh
14. UE requests to initiate WLAN key refresh from WLAN.
15. The WLAN initiates the key refresh based on the updated S-KWT.
	*********Next change**********


14.3.3
Intra E-UTRAN Mobility

The key hierarchy does not allow, as is, explicit RRC and UP key updates, but RRC and UP keys are derived based on the algorithm identifiers and KeNB which results with new RRC and UP keys at every handover:

-
Source eNB and UE independently create KeNB* with the input parameters as described in 3GPP TS 33.401 [22];

-
KeNB* is given to Target eNB during the HO preparation phase;

-
Both Target eNB and UE considers the new KeNB equal to the received KeNB*.

The handling of HFN and PDCP SN at handover depends on the type of radio bearer:

-
SRB: HFN and PDCP SN are reset.

-
RLC-UM bearers: HFN and PDCP SN are reset.

-
RLC-AM bearers: PDCP SN and HFN are maintained (10.1.2.3).

NOTE:
COUNT reusing avoidance is left to network implementation.
For LWA, eNB may choose not trigger the S-KWT update during handover without WT change. In such a case, the eNB triggers S-KWT update after the handover has been completed via a separate RRC reconfiguration procedure, which will also cause UE to request new authentication over WLAN to take the refreshed S-KWT into use.
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