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Discussion and decision
Introduction

SA3 has confirmed eNB based WLAN authentication and encryption management for LWA. This enables operation without CN interaction and without impact to existing 802.11 specifications [1, 2]. The eNB provides necessary parameters to the WT entity and the UE for WLAN authentication and encryption purposes. Similar to dual connectivity, it is assumed that eNB KeNB will be used to derive WLAN key.
In this contribution we address UE key handling when WLAN key refresh happens, and problems found so far. We are looking for a solution where UE behaviour could be the same irrespectively LWA NW topology. Optimally UE would be able to update WLAN security keys in LWA operation using the same update process.  
Discussion
In [3] the architecture for LWA follows similar principles as dual connectivity (DC), MCG, split/switched bearer have their own PDCP entity. 
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Figure XX.1.2-1: LWA Radio Protocol Architecture for the Collocated Scenario
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Figure XX.1.2-2: LWA Radio Protocol Architecture for the Non-Collocated Scenario

Also [1] defines that eNB has Xw interface to each WT, and one WT can be connected to more than one eNB. Without taking stand how many keys would be used, we found issues with respect to how WLAN key refreshing works. 
· Would LTE and WLAN keys change at the same time, or is there a need to manage them independently? 
· Would different NW scenarios require different UE behaviour?  
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Above we have some example LWA key management cases due to mobility or key expiring. List is not exhaustive.

· Case 1 illustrates no mobility case. Case 1 can be further divided into two subcases. 
Subcase 1.1: only WLAN key update, where keys are updated due to expiring or so.
Subcase 1.2: Both KeNB and WLAN key update (e.g. MME triggers key refresh).
WT modification procedure can be used to trigger WT to update security key and RRC connection reconfiguration message including counter value for the same WT is used to trigger WLAN key update. 
· Case 2 is for WLAN mobility within same eNB as explained in [4].
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Case 3

Case 3, 4 are inter eNB mobility, but depending on NW topology a question can be raised if WT HO will occur before eNB HO triggering, i.e. what is the sequence of events during the eNB change in terms of UE key update. Would some WT HO signalling for target WT take place via source eNB signalling or can we assume that all target WT signalling will happen after UE has completed eNB HO process. Once the eNB HO takes place, the anchoring PDCP and KeNB would change as well, causing WT association process to trigger for UE. From architecture point of view both are possible.
Alternative 1
Above the inter eNB LWA mobility is performed by priorizing LTE HO, and perform WT association after LTE HO with similar process as in intra eNB mobility case.
Below part of the LWA HO preparation is handled via source eNB signalling, then LTE HO process is completed and UE continues WT association.
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Alternative 2.
Both alternatives are viable, but could we manage with one solution?  
Observation : Alternative 1 keeps LTE and LWA mobility processes separated, sequential behaviour. This may simplify UE testing due to having less NW combinations to be verified.
Conclusion

This contribution discusses the key refresh procedure in LWA scenario and makes the following proposal:
Proposal : RAN2 should agree how LWA HO and key refresh is supported, and prefereably define single solution for it. We prefer keeping LTE and LWA mobility processes separate behaving in sequential mode.
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