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1. Overall Description:

In the scope of the WI on LTE-WLAN radio level integration and interworking enhancement, RAN2 agreed to specify LTE-WLAN aggregation whereby a UE in RRC_CONNECTED is configured by the eNB to utilize radio resources of LTE and WLAN.
According to one of the objectives of the WI, RAN and WLAN protocol architecture of LTE-WLAN aggregation at the UE and network side will be based on Release-12 LTE Dual Connectivity solutions 2C and 3C described in TR36.842.
To realize this objective, RAN2 agreed that the eNB will have a control plane and a user plane interface called Xw terminated in a WLAN Termination (WT). The eNB and WT can exchange, over Xw, user-plane data which are sent to or received from the UE over WLAN. The eNB can exchange control plane information with the WT for the purpose of controlling the aggregation of LTE and WLAN.
RAN2 discussed how to use WLAN authentication and enryption between the UE and the WLAN access for LTE-WLAN aggregation operation. One of the objectives of the WI is that "Solutions for aggregation should not require WLAN-specific CN nodes and CN interfaces, i.e. WLAN aggregation should be transparent to EPC."

In order to fulfil this objective, RAN2 discussed an eNB-assisted authentication similar to the SeNB security activation procedure defined in TS33.401.
For LTE-WLAN aggregation, when configuring an RRC_CONNECTED UE to additionally utilize radio resources of a WLAN AP, the eNB would provide information to the WT (over the C-plane interface between the eNB and the WT) and to the UE, allowing WLAN authentication and encryption between the UE and WLAN access.
RAN2 would like SA3 to evaluate whether a mechanism allowing WLAN authentication and encryption between the UE and WLAN access for UE utilizing LTE-WLAN aggregation operation based on eNB assistance without the need for WLAN having connectivity to a CN node (such as AAA) is feasible and to evaluate its security impacts. Such a mechanism should not have any impact to the existing 802.11 specifications.  
RAN2 has agreed that authentication for LTE-WLAN aggregation operation can alternatively use the existing EAP/AKA mechanisms. 

Besides, RAN2 would like to know whether it would be acceptable from security point of view to not use any WLAN authentication and encryption for a UE utilizing LTE-WLAN aggregation operation, as the UE is already authenticated in LTE and PDCP security is used for all data transferred over WLAN between the eNB and the UE.
2. Actions:

To SA3 group:
ACTION: 
RAN2 kindly asks SA3 to evaluate whether a mechanism allowing WLAN authentication and encryption between the UE and WLAN access for UE utilizing LTE-WLAN aggregation operation based on eNB assistance without the need for connectivity to a CN node (such as AAA) is feasible and to evaluate the security impacts of this mechanism. Such a mechanism should not have any impact to the existing 802.11 specifications.

Besides, RAN2 would like to know whether it would be acceptable from security point of view to not use any WLAN authentication and encryption for a UE utilizing LTE-WLAN aggregation.

3. Date of Next RAN2 Meetings:

RAN2 Meeting #91
24 – 28 August 2015
Beijing, China
RAN2 Meeting #91bis
5 – 9 October 2015
Malmö, Sweden
