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1 Introduction
During RAN#67, a work item (WI) [1] on LTE and WLAN integration was approved. In particular, the WI description (WID) includes a list of possible benefits, associated requirements and objectives pursued for this type of integration.

Possible benefits include making the WLAN access transparent to the core network (CN), using LTE as a reliable control and mobility anchor, as well as enabling dynamic resource management across WLAN and LTE “to provide significant capacity and QoE improvements”.

Requirements associated to the aggregation part of the WI include improving mobility to/from WLAN, minimizing any possible impacts in terms of additional core network signalling and not requiring any new WLAN-specific CN nodes or  new CN interfaces i.e. WLAN aggregation should be transparent to EPC. 
During RAN2#89bis, the following was agreed [2]:
	1
In LTE/WLAN aggregation downlink, PDCP PDUs are generated by the eNB PDCP entity and transferred to the UE PDCP entity via LTE RLC/MAC and/or the WLAN (adaptation layer, tunnelling and interface between eNB, WLAN function and UE is FFS).

3
For LTE/WLAN aggregation the only CN interface is S1, terminated at the eNB. 

3a
This does not preclude the implementation of “legacy” WLAN interworking (e.g. S2a, S2b or NSWO) in the same WLAN.

5
The “WLAN logical node” (WLN) is connected to the eNB. Beyond this no other CN interfaces are specified or required for aggregation.  (FFS: Authentication of the UE with WLAN (via the eNB or directly to the CN)


This contribution further discusses WLAN authentication for the LTE+WLAN aggregation part of the WI.
2 Authentication over WLAN access
The security procedures used with WLAN [3] are similar to those of LTE, at least in principle. There are a number of different authentication/key management methods defined under the WPA/WPA2 framework (e.g. 802.1XEAP, PSK, etc). Herein we however further assume that authentication for non-3GPP access in EPS is based on EAP-AKA (RFC 4187) or on EAP-AKA' (RFC 5448). The EAP server for EAP-AKA and EAP-AKA' is provided by the 3GPP AAA server located within the EPC. The Extensible Authentication Protocol Method for UMTS Authentication and Key Agreement (EAP-AKA) is an EAP mechanism for authentication and session key distribution using the UMTS Subscriber Identity Module (USIM). EAP-AKA’ is an improved version of EAP-AKA. The EAP key hierarchy is similar to the EPS key hierarchy. For example, EPS AKA uses the quintet (RAND, XRES, CK, IK, AUTN) as authentication vector while the EAP-AKA’ uses the quintet (RAND, XRES, CK’, IK’, AUTN), where CK’ and IK’ are respectively derived from CK and IK using the identity of the access network.
One drawback of the security procedures used with WLAN is that it requires intensive signaling, especially in the network as several nodes are involved (e.g. AP, AP controller, Proxy AAA, AAA server, HSS and SS7 networking). 

Scaling for mobility events is another shortcoming of the AKA procedure with the WLAN Access. This is because the access point may potentially initiates the full EAP sequence following the association request/response exchange. There are existing methods to mitigate the signaling scaling challenge (e.g. 802.11r, implementation-based approaches such as sticky caching or opportunistic key caching); however, none of these methods can completely eliminate signaling for key material distribution upon mobility event between WLAN APs.
Observation 1: Authentication over the WLAN access is signaling intensive and may introduce unnecessary delay upon initial configuration of LTE+WLAN aggregation and upon WLN mobility events. 

Observation 2:
Authentication over WLAN access represents a signaling scaling challenge for mobility use cases.
3 LTE-Assisted Authentication of the UE with WLAN

The UE may only be configured for aggregation using WLAN once it is in RRC CONNECTED mode and after security has been activated. In such case, the UE and the 3GPP network have already successfully mutually authenticated each other over the LTE access. It may thus be superfluous to re-authenticate the UE with a costly authentication procedure over the WLAN access. Similarly, the UE and the eNB have already established a security context including the necessary keys for ciphering and integrity protection when the UE can first be reconfigured with WLAN aggregation.

Observation 3: When a UE can first be configured for WLAN aggregation, the UE is already authenticated with the 3GPP network; further authentication using WLAN may be costly and unnecessary.
Observation 4: For data transferred with PDCP using the WLAN access, encryption and integrity protection in WLAN may not be necessary as PDCP already provides sufficient encryption and integrity protection.
A significant number of WLAN APs might be under the coverage of eNB’s cells. There is a clear signaling load reduction incentive not to re-execute the authentication procedure for WLAN access every time the UE changes a WLAN AP under the same eNB and even more so under the same MME. Considering the agreements during RAN2#89bis as quoted in the introduction section, we can further make the following observation.

Observation 5: 
Authentication over WLAN requires interactions with the CN and is not aligned with the WID requirement to minimize core network signaling during mobility.
Considering the discussion and observations above and the requirements of the WI [1], we propose the following.
Proposal 1: 
For LTE+WLAN aggregation, the UE is not required to perform a separate authentication procedure for the WLAN access. Instead, the outcome of the EPS authentication and key agreement (EPS AKA) procedure also applies to the aggregated WLAN access. 
Proposal 2: 
For LTE+WLAN aggregation, the eNB may indicate as part of a RRC Reconfiguration procedure that adds/modify the configuration of the WLAN part that the UE shall not perform the authentication procedure for the WLAN access.
Proposal 3: 
The method used to apply the EPS authentication and key agreement (EPS AKA) procedure for the authentication of WLAN access shall not require any change to IEEE 802.11 specifications.
For the case where the UE does not perform the separate authentication procedure for the WLAN access, the next question is whether or not WLAN-specific keys for data confidentiality protection and integrity protection should be used to encrypt and protect PDCP traffic transported over the WLAN access. SA3 guidance may be required on this.
Proposal 4: 
RAN2 should send an LS to SA3 to request further guidance regarding whether or not WLAN-specific keys for data confidentiality protection and integrity protection are needed for PDCP PDUs over WLAN. 

Proposal 5: 
For LTE+WLAN aggregation, the UE performs the separate WLAN authentication procedure and apply the WLAN-specific security procedures when it receives such indication as part of a RRC Reconfiguration procedure that add/modifies the configuration of the WLAN access.
In other words, it is proposed that WLAN security procedures are supported but made optional, in which case the determination of whether or not those are applied by the UE WLAN is under network control. This may be useful for deployments where the necessary interactions between the 3GPP network and the WLN may not be available such that the network may use EAP-AKA or EAP-AKA’ authentication and session key distribution for WLAN access as a fallback to LTE-assisted security configuration.
4 Conclusion

RAN2 should thus discuss the above and agree to the following for WLAN integration:

Proposal 1: 
For LTE+WLAN aggregation, the UE is not required to perform a separate authentication procedure for the WLAN access. Instead, the outcome of the EPS authentication and key agreement (EPS AKA) procedure also applies to the aggregated WLAN access. 
Proposal 2: 
For LTE+WLAN aggregation, the eNB may indicate as part of a RRC Reconfiguration procedure that adds/modify the configuration of the WLAN part that the UE shall not perform the authentication procedure for the WLAN access.
Proposal 3: 
The method used to apply the EPS authentication and key agreement (EPS AKA) procedure for the authentication of WLAN access shall not require any change to IEEE 802.11 specifications.
Proposal 4: 
RAN2 should send an LS to SA3 to request further guidance regarding whether or not WLAN-specific keys for data confidentiality protection and integrity protection are needed for PDCP PDUs over WLAN. 

Proposal 5: 
For LTE+WLAN aggregation, the UE performs the separate WLAN authentication procedure and apply the WLAN-specific security procedures when it receives such indication as part of a RRC Reconfiguration procedure that add/modifies the configuration of the WLAN access.
More specifically, it is proposed for LTE+WLAN aggregation that the WLAN security procedures are supported but optional; the determination of whether or not the separate WLAN security procedures are performed by the UE WLAN would then be under network control and indicated as part of the RRC reconfiguration procedure for the WLAN access. 

For the case when the UE WLAN does not perform the separate WLAN security procedures as instructed by the eNB, further discussions including guidance from SA3 are required to determine whether 1) LTE traffic may be transmitted over the WLAN access without applying any WLAN security or 2) WLAN security may be applied to the LTE traffic using WLAN-specific keys provided by LTE e.g. using RRC.
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