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1
Introduction

RAN2#89bis discussed ProSe UE-to-Network Relay for the first time and made some initial decisions. One aspect identified but not discussed at length was the connection establishment process between the Remote UE and the Relay UE and the potential role of the eNB in the authorisation of the Remote UE. This contribution discusses this aspect in more depth.
2
UE authorisation in Release 12 ProSe

In release 12 ProSe operation, the ProSe Function provides service level authorisation of various ProSe features. This is the only authorisation available to a UE that is out of coverage, or a UE that is in coverage and in idle mode. In addition, when a UE is in connected mode, the eNB can perform an extra check that the UE is authorised for ProSe before the eNB provides the UE with any resources for ProSe operation. The eNB performs this check based on information provided from the MME in the Initial Context Setup over the S1 interface. There is a separate authorisation indication for direct communication and direct discovery.
3
eNB acceptance of Remote UE
For release 13 UE-to-Network Relay, the Remote UE will typically be out of coverage and will establish a connection to the Relay UE in order for traffic to be relayed to/from the eNB. As specified in release 12 the Remote UE will have service level authorisation to perform ProSe discovery and communication, and we further assume that for release 13 the Remote UE will have a service level authorisation to use the UE-to-Network Relay feature. The Remote UE will only attempt discovery and connect to a Relay UE if these service level authorisations are in place. A key question to RAN2 to resolve is whether the eNB has any role in accepting the Remote UE to route traffic via the Relay UE. The eNB decision may be based on ProSe relay authorisation information and/or  RAN specific considerations. 
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Figure 1: Remote UE to Relay UE connection establishment with eNB acceptance of Remote UE

Figure 1 shows an example of how the eNB could be involved in the acceptance of the Remote UE. The steps of the sequence are described below:
1
The Relay UE attaches to the network and establishes a PDN connection

2
The Remote UE, assumed to be out of coverage, discovers and selects the Relay UE.

3
The Remote UE transmits the Direct Communication Request to the Relay UE.

4
On reception of the Direct Communication Request from the Remote UE, the Relay UE needs to check with the eNB as to whether the Remote UE can be accepted. This checking is initiated by the Relay UE sending an RRC message containing the identity of the Remote UE to the eNB (e.g. could be the Sidelink UE Information message). This message could also contain additional information about the Remote UE that might assist the eNB in determining whether to accept or reject the Remote UE.
5
The eNB does not have any context information stored for the out of coverage Remote UE and hence it does not know if the Remote UE is authorised for ProSe relay operation. In order for the eNB to check that the Remote UE is authorised for ProSe relay operation, the eNB needs to obtain this information from the core network. The eNB can query the MME but internally in the core network the MME, HSS and ProSe Function may all be involved. How the information is delivered to the MME is out of RAN2 scope and can be left for SA2 to discuss.
6
The eNB responds to the Relay UE by sending an RRC message containing the identity of the Remote UE and an accept/reject indication.

7
The Relay UE responds to the Remote UE with a Direct Communication Response including an indication whether the Remote UE has been accepted or rejected. Note that this Direct Communication Response is not currently described in SA2's stage 2 but if the Relay UE is to have the ability to accept or reject the Remote UE then some kind of response will be required.
8
The Remote UE and Relay UE perform mutual authentication and establishment of a security association. The details of this process are not in the scope of RAN2 and are currently discussed by SA2 and SA3. Note that this process might be performed elsewhere within the sequence. For example, it may be necessary for the authentication to be performed and the security association to be established before the identity of the Remote UE is provided to the Relay UE and then passed on to the eNB (i.e. between steps 3 and 4).
The sequence in Figure 1 shows that for the eNB to authorise a Remote UE for relay operation it will need to be able to retrieve the authorisation information from the core network. Therefore, in order for RAN2 to conclude on supporting eNB authorisation for the Remote UE, it is necessary to confirm with SA2 whether there is a requirement for authorisation of the Remote UE for relay operation and whether it would be possible for the CN to provide on request the authorisation information for a remote UE.


Proposal 1: RAN2 asks SA2 whether eNB authorisation of a Remote UE relay operation is required and whether the CN can provide on request the authorisation information for a remote UE.

Note that in some cases the eNB may be able to check the authorisation of the remote UE without having to involve the CN. For example, the eNB may store Remote UE authorisation information for some time after receiving it from the CN, and that stored information may be used if the Remote UE attempts to connect via the same or a different relay UE at a later time. In addition, for the case that the Remote UE is in coverage and in connected mode, but is moving out of coverage, the Remote UE may initiate a connection to the Relay UE while the eNB has a stored UE context for the Remote UE. The ProSe authorisation information in this stored context may be used to accept the UE as a Remote UE. However, although cases exist where the eNB may not need to go to the core network to obtain the ProSe authorisation information, the system needs to be designed for the situation where the information is not already available in the eNB.
In addition, there are alternative approaches by which the authorisation of the Remote UE may be checked at the time of connection to a Relay UE. For example, the Relay UE may communicate directly with the MME via NAS in order to check the authorisation of the Remote UE, and the P-GW may be able to perform filtering of traffic from un-authorised Remote UEs based on IP prefix. These options are not in the scope of RAN2 to discuss and may be considered by SA2 in responding to the question above.
Even if SA2 conclude that eNB authorisation of a Remote UE is not required, there may still be RAN reasons why the eNB would like to be involved in accepting a Remote UE onto the system and if so the RRC signalling at steps 4 and 6 may still be required. However, in the absence of a requirement for eNB authorisation of the Remote UE it would be harder to justify the introduction of this RAN signalling.


Observation 1: If SA2 respond that eNB authorisation of a Remote UE is not required then RAN2 should consider further whether the RAN signalling for eNB acceptance of a Remote UE is required.

One possible reason for eNB involvement is admission control. While it understood that much of the traffic from the Remote UE could be voice and/or video, there is no concept of GBR over the PC5 interface and it is unclear from SA2 as to whether the relayed traffic would be routed to the network over a GBR or non-GBR bearer. Therefore it is difficult to draw conclusion on the necessity of admission control of the Remote UE until SA2 have discussed further. 
4
Protocol Layer of Direct Communication Request/Response

Another aspect yet to be discussed is whether the Direct Communication Request/Response messages should be access stratum messages (for example, part of a new PC5 'RRC' protocol) or a higher layer message (i.e. part of the PC5 signalling protocol). In making this decision the following should be considered:

1
Unlike the Uu interface where the AS and NAS control plane protocols terminate on the network side in different nodes, a potential new PC5 RRC protocol and PC5 signalling protocol would terminate in the same nodes (i.e. the Remote UE and Relay UE). From this perspective there may not be strong motivation to introduce a separate PC5 RRC protocol.
2
As shown in Figure 1 the Direct Communication Request may trigger the transmission of a (Uu) RRC message within the Relay UE which might suggest that it would be preferable for the Direct Communication Request to be a PC5 RRC message. However, the possibility that the authentication and security establishment may need to occur before the Remote UE can send the request to the Relay UE suggests that the upper layers may anyway need to be involved before the Relay UE can send the eNB any information about the Remote UE (i.e. upper layers anyway would need to trigger step 4 of sequence). Therefore, this also does not seem to be a strong motivation to introduce a separate PC5 RRC protocol.
3
It is possible that some radio layer information  may be required within the Direct Communication Request/Response messages, although it has not yet been identified what the information might be. Even if some limited amount of information is identified, it may be simpler to carry this within the PC5 signalling protocol than to create a separate PC5 RRC protocol in Rel.13.

Proposal 2: UE has a single PC5 control plane protocol within the upper layers (i.e. PC5 signalling protocol) and no separate PC5 RRC protocol. Direct Communication Request, and Response (if needed), are PC5 signalling protocol messages.
5
Summary


Proposal 1: RAN2 asks SA2 whether eNB authorisation of a Remote UE relay operation is required and whether the CN can provide on request the authorisation information for a remote UE.


Observation 1: If SA2 respond that eNB authorisation of a Remote UE is not required then RAN2 should consider further whether the RAN signalling for eNB acceptance of a Remote UE is required.


Proposal 2: UE has a single PC5 control plane protocol within the upper layers (i.e. PC5 signalling protocol) and no separate PC5 RRC protocol. Direct Communication Request, and Response (if needed), are PC5 signalling protocol messages.
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