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Introduction
In RAN2#89bis meeting, authentication of the UE with WLAN for LTE-WLAN aggregation (LWA) was briefly discussed. In particular, the question of whether such authentication should be performed via the eNB or directly with the CN was noted as a topic of future study. In this contribution, we provide our views on this matter.
Discussion
The Wi-Fi Alliance Hotspot 2.0[1] and IEEE 802.11[2] specifications provide sophisticated mechanisms for automatic and seamless authentication with many desirable features such as support for multiple credentials (both SIM and non-SIM), mutual authentication, inter-carrier Wi-Fi roaming, and operator policy. It is very likely that future operator based WLAN deployments will also rely on these features.
A high level procedural view of WLAN authentication using 3GPP credentials is as follow. The UE first detects the presence of Hotspot 2.0 capable WLAN APs. Using ANQP based query procedures, the UE determines cellular network information and roaming consortium organizational identifier (OIs) associated with the AP. The UE then matches the received information against the (configured) list of credentials and preferred networks. If a match is found, then the UE associates with the AP and executes 802.1X based mutual authentication with an AAA server using its SIM or other suitable credentials. The AAA server communicates with the operator’s Home Subscriber Server (HSS). 
Observation 1: Existing mechanisms for WLAN authentication allow for the use of 3GPP based credentials.
The use of RAN based mechanisms for WLAN authentication will result in increased impact on both eNB and WLAN AP/AC implementations. For example, a new interface for the eNB to communicate with the 3GPP AAA server may be required. Also, the eNB needs to send a list of authenticated UEs to the AP/AC. Even if the UE is authenticated by the eNB, additional security mechanisms may be required between the WLAN AP and UE to prevent well known security attacks like MAC address spoofing. Note that such mechanisms may even require new WLAN related CN signalling.
Observation 2: RAN based WLAN authentication may impact both IEEE 802.11 specification and additional CN signalling.
Since the WID specifically requires LWA solutions to avoid IEEE 802.11 specification impact and WLAN specific CN interface enhancements, and the use of RAN based authentication also does not seem to bring any clear performance benefit over existing mechanisms, we propose that RAN2 does not attempt to develop any such mechanism for supporting the LWA feature.
Proposal 1: RAN2 is requested to not develop a 3GPP RAN based mechanism for WLAN authentication.
Conclusion
In this contribution, we analyzed the use of RAN based WLAN authentication to support the LWA feature. Our observations and proposal are summarized as follows.
Observation 1: Existing mechanisms for WLAN authentication allow for the use of 3GPP based credentials.
Observation 2: RAN based WLAN authentication may impact both IEEE 802.11 specification and additional CN signalling.
Proposal 1: RAN2 is requested to not develop a 3GPP RAN based mechanism for WLAN authentication.
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