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1. Overall Description:

RAN2 would like to thank SA3 on their LS on “AS message exception list”. In the LS, SA3 informs RAN2 on preferred actions to be taken in case there is a wrong or missing MAC-I on the message received after the start of security namely that the receiving entity should discard the message. SA3 also indicated that exception to this rule shall be carefully considered and asked RAN2 to provide further clarifications if exceptions to the rule shall be granted.
RAN2 has discussed the issue and shortlisted possible number of alternatives to the following:
· Keep the current RAN2 agreement where UE performs a re-establishment procedure in case IP check failed.
· Ignore/discard messages for which IP check failed

SA3’s proposed solution raised concerns in RAN2 for the scenario where key de-synchronization may occur.

Although rare, key de-synchronization will cause a deadlock from which it will be impossible to recover since there is no mechanism that allow sending the affected device to IDLE (device is used to also denote possible machine to machine communication). A typical situation where this would occur is when UE at HO appears in a different cell (with the same Physical Cell Identity as a target cell). This error case may happen in dense metropolitan areas in networks with frequent PCI re-use. Note that only the intended target cell has been prepared.
As RAN2 concluded that SA3 proposed solution is not sufficient for the above mentioned scenario where at the same time, introducing additional mechanism, namely releasing the UE over CCCH (which has substantial impact on RAN2 agreed architecture) at this point of time of Rel8 finalization, RAN2 agreed to keep currently agreed behaviour. 
SA3 provided solution to large extent focused on possible DoS attacks. It has been mentioned in RAN2 that there are other methods to initiate those. On the other hand even if messages are ignored, serious attacker could inject sufficient number of packets to affect UE data throughput.

Therefore, RAN2 kindly asks SA3 to accept RAN2 agreement. 
2. Actions:

RAN2 kindly asks SA3 to accept RAN2 decision to adopt the current behaviour for IP check failure and provide response to RAN2.
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