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1
Introduction
The purpose of this short contribution is to compaire the proposals on the handling of key notification and NCC in RRC.
2
List of the proposal available at RAN2#64
This section lists the different proposals available at RAN2#64.

[1] R2-086425
NCC and KSI details
Ericsson
TP
36.331

Proposal 1:
nextHopChainingCount is INTEGER(0..3).

Proposal 2:
keyIndicator ::= SEQUENCE{ ksi INTEGER(0..7),  ksi-Type ENUMERATED{sgsn, asme}}
[2] R2-086426
Presence of security IEs in HO
Ericsson
TP
36.331

Proposal 1:
integrityProtAlgorithm and cipheringAlgorithm are mandatory in securityModeCommand and at HO to E-UTRAN, but optional otherwise.

Proposal 2:
keyIndicator is mandatory in securityModeCommand and at HO to E-UTRAN, but optional otherwise.

Proposal 3:
nextHopChainingCount is mandatory in securityModeCommand and at both intra LTE HO and HO to EUTRAN.

Proposal 4: 
securityConfiguration is mandatory present in the RRCConnectionReconfiguration message at both intra LTE HO and Inter-RAT HO to EUTRAN. 
[3] R2-086501
Removal of the KeyIndicator from the IE SecurityConfiguration
Alcatel-Lucent
TP
36.331
Proposal 1: The KSIASME should be removed from RRC signalling.

No keyIndicator needed in case of InterRAT HO. Remains to clarify how the intra cell handover for change of key is handled.
[4] R2-086642
Discussion on the usage of key indicator case
Huawei
TP
36.331

Proposal1: the key indicator should be 4 bits, 1 bit is used to distinguish between UTRA’s KSI and LTE’s KSI, and 3 bits are used to indicate KSI.

Proposal2: parameter NONCEMME shoud be included in RRCConnectionReconfiguration message.
(Proposal 2 is not relevant to the discussion of this paper and therefore not considered).
[5] R2-086743
Intra-LTE security handling
NTT DOCOMO
TP
36.331

Proposal 1: The KSIASME should be removed from RRC signalling.

Proposal 2
: The NextHopChainingCount signalled over RRC should have a length of 3 bits.
[6] R2-086739
Key notification at Inter RAT Handover
Samsung
TP
36.331

Proposal 1: No key-type (KSISGSN or KSIASME) indication shall be included in the RRC Connection Reconfiguration message.  

Proposal 2: If the KeyIndicator is included in an RRC Connection Reconfiguration received via another RAT, then the signaled KSI value corresponds to a KSISGSN.

Proposal 3: If the KeyIndicator is included in an RRC Connection Reconfiguration received via E-UTRA, then the signaled KSI value corresponds to a KSIASME.

Proposal 4: The Key indicator field is decided as a 3 bit field.
3
Discussion
This section captures comments on the above contibutions and proposes a way forward.
Comments on [2] R2-086426 (Ericsson):
Proposal 1:
OK

Proposal 2:
As analysed in [6], we think that only in intra-cell HO case, the UE needs to know which key it has to use: either the currently used KASME or swith to the last run AKA keys or to the cached context as applicable.

Proposal 3:
We don’t see why we should include the NCC is the SMC. 
This IE is also not needed in case of inter RAT handover assuming the NCC will be defined to start by 0.
As the index increase indicator has been removed from the security context transferred from the source eNB to the target eNB, the NCC will always be included in case of inter eNB HO as explained in section 7.2.8.4 of [7]. 

In theory this IE could be optional for intra eNB HO. 
Proposal 4: Depends on conclusion presence on KSI and NCC. 

Comments on [6] R2-086739 (Samsung):


The analyse shows that an indication is only needed in case of intra LTE handover. We could add that key-change wil only be triggered in intra cell LTE handover.

In [6], it is proposed to use 3 bits instead of one bit considering case where the UE “would not be sure of it has to switch to the KSIASME of the latest AKA or of the cached context.”
However, we believes that the KASME generated by the AKA will erase the cached context it one was available. Then we think that the UE only needs to have an indication on whether it shall use the currently used KASME or swith to the last run AKA keys or to the cached context as applicable.
Proposal A on key notification: The UE only needs to have an indication in intra cell HO on whether it shall use the currently used KASME or swith to the last run AKA keys or to the cached context as applicable.

Comment on [5] R2-086743 (DoCoMo):

In [5], it is proposed to rely on the NCC parameter only.

In case of intra-cell HO, using this parameter, the UE should be able to distinguish the following cases: key-change-on-the-fly, HO for radio puposes and KeNB derived using vertical chain (NCC + 1), HO for radio purposes and KeNB derived using horizontal chain (same NCC as before). For the moment, it is not entirely clear to us how this is achieved in the TP made in [5].
Proposed way forward:
For we above discussion, it is shown that we just need to enable the UE to be able to distinguish between the following cases for intra cell HO: key-change-on-the-fly, HO for radio puposes and KeNB derived using vertical chain, HO for radio purposes and KeNB derived using horizontal chain.

As said before, in case of intra LTE HO, the NCC parameter is mandatory for inter eNB HO and could be made optional in case of intra eNB HO. We could then decide to send it always when the UE has to use the currently used KASME to derive the new KeNB (vertical chain and horizontal chain) and that this IE should not be send for key-change-on-the-fly (swith to the last run AKA keys or to the cached context as applicable).
Then we could decide to use the presence or absence of the NCC parameter and define that if the IE is not present in a handover within E-UTRA, the UE shall switch to the key from the latest AKA or to the cached context as applicable (and initialise NCC to 0).
Proposal B on NCC: The NCC parameter is not needed in SMC and HO to EUTRAN. It is always sent in intra LTE HO when the UE has to use the currently used KASME to derive the new KeNB (vertical chain and horizontal chain).
Proposal C on NCC: The NCC parameter is not present in case of intra cell HO for key-change-on-the-fly. This absence indicates to the UE to switch to the key from the latest AKA or to the cached context as applicable (and initialise NCC to 0).
3
Proposal

Proposal A on key notification: The UE only needs to have an indication in intra cell HO on whether it shall use the currently used KASME or swith to the last run AKA keys or to the cached context as applicable.
Proposal B on NCC: The NCC parameter is not needed in SMC and HO to EUTRAN. It is always sent in intra LTE HO when the UE has to use the currently used KASME to derive the new KeNB (vertical chain and horizontal chain).
Proposal C on NCC: The NCC parameter is not present in case of intra cell HO for key-change-on-the-fly. This absence indicates to the UE to switch to the key from the latest AKA or to the cached context as applicable (and initialise NCC to 0).
 [8] is an upated of [3] capturing those three proposals.
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