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1. Overall Description:

RAN2 thanks SA3 for the incoming LSes (R2-083811/S3-080839 and R2-083812/S3-080869) on inter-RAT security handling that provided the list of information elements that should to be sent to the UE during inter-system HO.
If required RAN2 would be happy to include a 4 bit information in the HO command. However, RAN2 noticed some mismatch between the LS, the updated version of the SA3 TS 33.401 [1] and previous LSs.
For HO to E-UTRAN, TS33.401 [1] mentions of a NONCEMME to be sent to the UE which is not listed in the LS: “MME shall send a NONCEMME  and the KSISGSN to the target eNB to be put in the transparent container created by the eNB and to be sent towards the UE via the source RNC”. Further, RAN2 was recently informed that for HO to E-UTRAN the possibility to perform AKA shortly after the HO provides sufficient protection against use of same key in multiple eNBs due to HO failure for no nonce to be needed; i.e., it is acceptable to assume a zero NAS SN in the derivation of KeNB. 
For cached keys, TS 33.401 also captures the possibility to send both KSIASME and KSISGSN  in the HO command to the UE (“MME shall send KSIASME and KSISGSN to the target eNB for inclusion into the transparent container if it has cached security context”).  It is also said in the TS that “UE shall select cached security context if it has it, otherwise mapped security context and indicate the selected context by including the corresponding KSI (KSIASME or KSISGSN) into the HO Confirm message to the target eNB”. It is unclear to RAN2 how this would be achieved as the HO confirm is sent ciphered.
For Handover from E-UTRAN, TS 33.401 also mentions “MME will also provide the 4 LSB of the current NAS downlink COUNT value to the source eNB which then includes the bits to the HO Command to the UE”.  RAN2 would like to point out that the HO command is prepared by the target RAN and is transferred transparently by the source eNB to the UE.  
Further, RAN2 is of the opinion that KSI synchronisation between the UE and MME (i.e., the verification of KSIASME or KSISGSN stored in the UE with the ones in the network) should be preformed before the SMC or Handover command to avoid the possibility of SMC or HO failure due to KSI mismatch.
RAN2 kindly asks SA3 to clarify what information is required to be transferred in the HO command and to clarify the cached key concept and comment on the solutions to handle potential error cases.
2. Actions:

To SA3 group.

ACTION: 
RAN2 kindly asks SA3 to clarify what information is required to be transferred in the HO command and to clarify the cached key concept and comment on the solutions to handle potential error cases.

3. Date of Next TSG-RAN2 Meetings:

3GPPRAN2#63-BIS  
29 Sep - 3 Oct 2008     
Prague   

3GPPRAN2#64   
10 - 14 Nov 2008     
Prague   
4. References:

[1] TS 33.401 interim v1 after SA3#52

------------------------------------------------------
Extracts from 33.401 for information to RAN2 (To be deleted from the final SA3 LS)
From E-UTRAN to UTRAN

[..]
MME will also provide the 4 LSB of the current NAS downlink COUNT value to the source eNB, which then includes the bits to the HO Command to the UE.
[..]
From UTRAN to E-UTRAN

[..]
MME shall select the NAS security algorithms and include KeNB key in the relocation request to the target eNB.
MME shall send a NONCEMME  and the KSISGSN to the target eNB to be put in the transparent container created by the eNB and to be sent towards the UE via the source RNC
MME shall send KSIASME and KSISGSN to the target eNB for inclusion into the transparent container if it has cached security context, otherwise the KSISGSN of the mapped security context. UE shall select cached security context if it has it, otherwise mapped security context and indicate the selected context by including the corresponding KSI (KSIASME or KSISGSN) into the HO Confirm message to the target eNB. For this purpose the target MME shall provide both mapped and cached context based KeNB for the target eNB along with KSIASME and KSISGSN if cached security context exists in the MME. The same algorithms, indicated to the UE inside E-UTRAN to UTRAN the transparent container, are used regardless of whether cached or mapped KeNB is used
[..]
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