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14
Security

14.1
Overview and Principles

The following principles apply to E-UTRAN security:

-
The keys used for NAS and AS protection shall be dependent on the algorithm with which they are used;
-
The eNB keys are cryptographically separated from the EPC keys used for NAS protection (making it impossible to use the eNB key to figure out an EPC key).

-
The keys are derived in the EPC/UE from key material that was generated by a NAS (EPC/UE) level AKA procedure.

-
The eNB keys are sent from the EPC to the eNB when the UE is entering LTE_ACTIVE state (i.e. during RRC connection or S1 context setup).

-
Key material for the eNB keys is sent between the eNBs during LTE_ACTIVE intra-E-UTRAN mobility.

-
A sequence number is used as input to the ciphering and integrity protection. A given sequence number must only be used once for a given eNB key (except for identical re-transmission). The same sequence number can be used for both ciphering and integrity protection.

-
A hyper frame number (HFN) (i.e. an overflow counter mechanism) is used in the eNB and UE in order to limit the actual number of sequence number bits that is needed to be sent over the radio. The HFN needs to be synchronized between the UE and eNB.
-
If ciphering and or integrity fails continuously, UE has to restart radio level attachment procedure (e.g. similar radio level procedure to idle-to-active mode transition or initial attachment).
-
No integrity protection initialisation number (FRESH).
The MME invokes the AKA procedures by requesting authentication vectors to the HE (Home environment). The HE sends an authentication response back to the MME that contains a fresh authentication vector, including a base-key named KASME. Thus, as a result of an AKA run, the EPC and the UE share K_ASME. From K_ASME, the NAS, (and indirectly) K_eNB keys are derived. The K_ASME never leaves the EPC, but the K_eNB key is transported to the eNB from the EPC when the UE transitions to LTE_ACTIVE. From the K_eNB, the eNB and UE can derive the UP and RRC keys. When the UE goes into LTE_IDLE or LTE_DETACHED, the K_eNB, UP and RRC keys are deleted from the eNB. The key hierarchy is depicted on Figure 14.1-1 below, where:
-
KNASint is a key, which may only be used for the protection of NAS traffic with a particular integrity algorithm This key is derived by UE and MME from KASME , as well as an identifier for the integrity algorithm.

-
KNASenc is a key, which may only be used for the protection of NAS traffic with a particular encryption algorithm. This key is derived by UE and MME from KASME,, as well as an identifier for the encryption algorithm. 

-
KeNB is a key derived by UE and MME from KASME. KeNB may only be used for the derivation of keys for RRC traffic and the derivation of keys for UP traffic.   
-
KUPenc is a key, which may only be used for the protection of UP traffic with a particular encryption algorithm. This key is derived by UE and eNB from KeNB, as well as an identifier for the encryption algorithm. 

-
KRRCint is a key, which may only be used for the protection of RRC traffic with a particular integrity algorithm.  KRRCint is derived by UE and eNB from KeNB, as well as an identifier for the integrity algorithm.

-
KRRCenc is a key, which may only be used for the protection of RRC traffic with a particular encryption algorithm. KRRCenc is derived by UE and eNB from KeNB as well as an identifier for the encryption algorithm. 
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Figure 14.1-1: Key Hierarchy
14.2
Security termination points

The table below describes the security termination points.

Table 14.2 Security Termination Points

	
	Ciphering
	Integrity Protection

	NAS Signalling
	Required and terminated in MME
	Required and terminated in MME

	U-Plane Data
	Required and terminated in eNB 
	Not Required 
(NOTE 1)

	RRC Signalling (AS)
	Required and terminated in eNB

	Required and terminated in eNB


	MAC Signalling (AS)
	Not required (NOTE 2)
	Not required (NOTE 2)

	NOTE 1: Integrity protection for U-Plane is not required and thus it is not supported between UE and Serving Gateway or for the transport of user plane data between eNB and Serving Gateway on S1 interface.

NOTE 2: SA3 needs to further study on whether buffer status reports from UEs to the eNBs in MAC layer need to be protected.


14.3
State Transitions and Mobility
14.3.1
RRC_IDLE to RRC_CONNECTED
As a general principle, on RRC_IDLE to RRC_CONNECTED transitions, RRC protection keys and UP protection keys shall be generated while keys for NAS protection as well as higher layer keys are assumed to be already available in the MME. These higher layer keys may have been established in the MME as a result of an AKA run, or as a result of a transfer from another MME during handover or idle mode mobility.

14.3.2
RRC_CONNECTED to RRC_IDLE
On RRC_CONNECTED to RRC_IDLE transitions, eNBs shall delete the keys they store such that state for idle mode UEs only has to be maintained in MME. It is also assumed that eNB does no longer store state information about the corresponding UE. In particular eNB deletes the current keys from its memory. In particular, on active to idle transitions:

-
The eNB deletes KeNB ,  KRRCenc , KRRCint  and KUPenc
-
MME keeps KASME stored. 

14.3.3
Intra E-UTRAN Mobility

The key hierarchy does not allow, as is, explicit key updates, but RRC and UP keys are derived based on the algorithm identifiers, KeNB, and certain dynamic parameters (e.g. C-RNTI), which result as new RRC and UP keys at every handover (FFS for intra-eNB). The handling of HFN and PDCP SN at handover depends on the type of radio bearer:

-
SRB: HFN and PDCP SN are reset.

-
Bearers with no retransmissions in the target: HFN and PDCP SN are reset.

-
Bearers with retransmissions in the target: PDCP SN is maintained (10.1.2.3) and HFN FFS.
14.4
Key Change in RRC_CONNECTED

If AS Keys (KUPenc , KRRCint and KRRCenc) need to be changed in RRC_CONNECTED, something along the line of an intra-cell handover is used (FFS).










































































































































































































































































































































































































































































































































