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1 Introduction

An initial report on the off reflector discussion on initial security activation was provided in [1].

This document is an updated report that aims to include any additional argument or company positions received via email or contained in company contributions. 

It takes into account emails sent up to the 4th of October 8pm CET.
2 Follow-up discussion
The 3 following points can be reported in addition to [1].

· Ericsson commented that there is no need for the UE to wait for the L2 ACK of the SMC Complete to activate the second SRB and the user plane RBs.  Therefore in the conclusion section below, the main proposal for the handling of the second SRB has been slightly modified in accordance.

 

· In [2], ALU provided additional augments in favour of the “one bit indication in PDCP”. To make it short, the main new arguments are explained in section 2.1 of the document. 

Without any indication, the PDCP layer would have to anticipate for the reception of the SMC and to buffer at least one following RRC messages until security is configured.

If we assume that the MAC field is always present, having one bit would enable PDCP to know when it should be valid.

Two additional arguments are that it would facilitate the handling of a lost of SMC and could be a possibility to signal key changes.
The conclusion has been modified to more clearly reflect ALU views.

· It can be noted that in [3] which is on a slightly different subject (order of ciphering and integrity), Ericsson expresses the view that integrity protection could “provide the means for the eNB to detect the state of security, e.g. whether security has started or not, for the uplink. The eNB, which already has all the security parameters including keys and algorithms, would check the integrity of all received (at least from the time it sent the SMC on the downlink) uplink packets”.
The conclusion initially included in [1] has been updated accordingly using track-changes.

3 Conclusion of the discussion
User plan RBs:
Except NEC who may still have some concerns, no company challenged the proposal that all user plan data are always encrypted.

Interaction between RRC and PDCP for IP:

It was commented that deep interaction between RRC and PDCP is going to be anyway necessary for integrity with or without a 1-bit indicator.
Alcatel-Lucent believes that the interaction would be “ligther” with the 1-bit indicator.
Qualcomm mentioned the possibility to move (back again…) the integrity protection function to the RRC layer (possibly with ciphering…).
Ericsson believes that integrity protection could provide the means for the eNB to detect the state of security. 
Start of security:

With regards to start of security, so far two options have been proposed so far:

One bit indicator in the PDCP header

Supported by ALU 

No indication


Supported by Ericsson and LG
Handling of the second SRB:

The main proposal is that the second SRB is not activated unti security is activated.

According to Ericsson, the UE should not have to wait for the L2 ACK of the SMC Complete to enable the second SRB (i.e. second enabled when SMC has been processed and the UE has activated UL security). It could be noted that Ericsson also proposes this behaviour to be applicable for user planes RBs.
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