3GPP TS aa.bbb vX.Y.Z (YYYY-MM)
CR page 1

3GPP TSG-RAN-WG2 Meeting #38
Tdoc RAN WG2 R2-032099
Sophia Antipolis, France, 6th-10rd October 2003
Agenda Item:
6.13

Source:


Nokia

Title:



IP activation time on N302+1
Document for: Discussion & Decision

1 Introduction

There have been previous discussions/actions in RAN2 to clarify the UE behaviour during the activation of a new Integrity Protection configuration at HFN rollover. There has also been some consideration that setting IP activation times at HFN rollover may not be recommended behaviour.

However, there is still another case where the calculation of activation times may still be problematic. This document discusses this scenario and proposes a clarification.

2 HFN Rollover With N302+1

Section 8.5.10.2 of 25.331 describes the UE behaviour for IP in UL. The section specifically states that HFN should be incremented by one when MSN=0.

Furthermore, NOTE1 states that the HFN should be incremented also when the “Uplink RRC HFN” is re-initialised by a security mode control procedure, assuming the conditions in the clause are met (ie. MSN=0).

However, NOTE2 states “For SRB0, this is also valid in case the Message Sequence Number has been increased by N302 +1 resulting in a wrap around. Then the uplink RRC HFN is incremented by 1”. It is not clear if the intention of the note is only valid for UL MSN=0 or for any HFN rollover resulting from the N302+1 incrementation.

Depending on the interpretation of this note, different HFN may be used depending on the cases where the rollover occurred. For example, if the IP activation time occurs at MSN=2, the HFN rollover due to the transmission of messages on SRB0 would result in a reset of HFN at MSN=0. However, a different value of HFN would be used if the result of the N302+1 incrementation would result in MSN=2.

3 Conclusion

Since the NOTE2 can only refer to either 1> or 2> above it and both bullets seem to only cover the MSN=0 case, it is proposed to clarify the text such that the UE is not required to increment HFN when the N302+1 incrementation results in an activation time different from MSN=0. A clarification in this direction is proposed in the attached CR.
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8.5.10.2
Integrity protection in uplink

Prior to sending an RRC message using the signalling radio bearer with radio bearer identity n, and the "Status" in the variable INTEGRITY_ PROTECTION_INFO has the value "Started" the UE shall:

1>
increment "Uplink RRC Message sequence number" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO with 1, even if the message is a retransmission of a previously transmitted message.

1>
if the "Uplink RRC Message sequence number" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO equals zero:

2>
increment "Uplink RRC HFN" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO by one.

NOTE 1:
The actions above imply that also for the case the "Uplink RRC HFN" is re-initialised by a security mode control procedure, this "Uplink RRC HFN" is incremented before it is applied in the integrity protection of any transmitted message if the conditions above are fulfilled.

NOTE 2:
For SRB0, in case the Message Sequence Number has been increased by N302 +1 resulting in a resulting in an MSN which equals 0 (i.e.: SRB0 UL activation time equals 0),. Then the uplink RRC HFN is incremented by 1 after it is re-initialized and before it is applied in the integrity protection of any transmitted message.

1>
calculate the message authentication code in accordance with subclause 8.5.10.3;

1>
replace the "Message authentication code" in the IE "Integrity check info" in the message with the calculated message authentication code;

1>
replace the "RRC Message sequence number" in the IE "Integrity check info" in the message with contents set to the new value of the "Uplink RRC Message sequence number" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO.

In the response message for the procedure ordering the security reconfiguration, the UE indicates the activation time, for each signalling radio bearer. When the new integrity configuration is to be applied in uplink, UTRAN should start to apply the new integrity protection configuration according to the activation time for each signalling radio bearer (except for the signalling radio bearer which is used to send the message that is reconfiguring the security configuration where the new configuration is to be applied starting from and including reception of the response message).
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