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	1) At reception of HANDOVER TO UTRAN COMMAND, the UE will perform actions related to security (setting COUNT-C values, starting ciphering, setting the START-list and COUNT-C activation time in the response message etc).
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Depending on in which order the actions in 8.3.6.3 (HO to UTRAN) and 8.6.4.1 / 8.6.4.3 (RB/SRB info to setup) are performed the following problems occurs:

a) COUNT-C for TM is initially set to either a) the START value transferred via the network or b) the latest transmitted START value. These values are not necessarily the same and UTRAN does not know which value is used.

b) After the COUNT-C activation time COUNT-C for TM is set either to a) START in the response message or b) START in the response message +1. UTRAN does not know which value is used

c) In 8.6.4.3 actions related to initialisation of COUNT-C shall be performed at the activation time in the IE "Activation time" which is not even present in the HANDOVER TO UTRAN COMMAND message.

d) For AM and UM RBs the COUNT-C values will be set either to a) COUNT-C in the response message or b) COUNT-C in the response message +1. UTRAN does not know which value is used.

In order to have a consistent behaviour it is clarified that the security related actions in 8.6.4.1. and 8.6.4.3 shall not be performed in case of inter-RAT HO.
2) In the SMC procedure 8.1.12.3 it is stated that the security capability received in SMC shall be compared with the stored info in UE_CAPABILITY_TRANSFERRED, but this variable is not updated at handover from GSM to UMTS.
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	1) It is clarified that the actions related to security in 8.6.4.1 and 8.6.4.3 are not performed if the IEs are received in a HANDOVER TO UTRAN COMMAND message.

2) It is clarified that at HO from GSM, the variable UE_CAPABILITY_TRANSFERRED should be updated with the UE capabilities stored in its variable INTER_RAT_HANDOVER_INFO_TRANSFERRED
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8.3.6.3
Reception of Handover to UTRAN command message by the UE

The UE shall be able to receive a HANDOVER TO UTRAN COMMAND message and perform an inter-RAT handover, even if no prior UE measurements have been performed on the target UTRAN cell and/or frequency.

The UE shall act upon all received information elements as specified in subclause 8.6, unless specified otherwise in the following. The UE shall:

1>
store a U-RNTI value (32 bits), which is derived by the IEs "SRNC identity" (12 bits) and "S-RNTI 2" (10 bits) included in IE "U-RNTI-short". In order to produce a full size U-RNTI value, a full size "S-RNTI" (20 bits) shall be derived by padding the IE "S-RNTI 2" with 10 zero bits in the most significant positions; and

1>
initialise the variable ESTABLISHED_SIGNALLING_CONNECTIONS with the signalling connections that remains after the handover according to the specifications of the source RAT;

1>
initialise the variable UE_CAPABILITIES_TRANSFERRED with the UE capabilities that have been transferred to the network up to the point prior to the handover, if any;

1>
initialise the variable TIMERS_AND_CONSTANTS to the default values and start to use those timer and constants values;

1>
if IE "Specification mode" is set to "Preconfiguration" and IE "Preconfiguration mode" is set to "Predefined configuration":

2>
initiate the radio bearer and transport channel configuration in accordance with the predefined parameters identified by the IE "Predefined configuration identity";

2>
initiate the physical channels in accordance with the predefined parameters identified by the IE "Predefined radio configuration identity" and the received physical channel information elements;

2>
store information about the established radio access bearers and radio bearers according to the IE "Predefined configuration identity"; and

2>
set the IE "RAB Info Post" in the variable ESTABLISHED_RABS and the IE "Re-establishment timer" in the IE "RAB Info" in the variable ESTABLISHED_RABS to "useT314".

1>
if IE "Specification mode" is set to "Preconfiguration" and IE "Preconfiguration mode" is set to "Default configuration":

2>
initiate the radio bearer and transport channel configuration in accordance with the default parameters identified by the IE "Default configuration mode" and IE "Default configuration identity";

2>
initiate the physical channels in accordance with the default parameters identified by the IE "Default configuration mode" and IE "Default configuration identity" and the received physical channel information elements;

NOTE
IE "Default configuration mode" specifies whether the FDD or TDD version of the default configuration shall be used

2>
set the IE "RAB Info Post" in the variable ESTABLISHED_RABS and the IE "Re-establishment timer" in the IE "RAB Info" in the variable ESTABLISHED_RABS to "useT314".

1>
if IE "Specification mode" is set to "Preconfiguration":

2>
use the following values for parameters that are neither signalled within the HANDOVER TO UTRAN COMMAND message nor included within pre-defined or default configuration:

3>
0 dB for the power offset P Pilot-DPDCH bearer in FDD;

3>
calculate the Default DPCH Offset Value using the following formula:

3>
in FDD:

Default DPCH Offset Value = (SRNTI 2 mod 600) * 512

3>
in TDD:

Default DPCH Offset Value = (SRNTI 2 mod 7)

3>
handle the above Default DPCH Offset Value as if an IE with that value was included in the message, as specified in subclause 8.6.6.21.

1>
if IE "Specification mode" is set to "Complete specification":

2>
initiate the radio bearer, transport channel and physical channel configuration in accordance with the received radio bearer, transport channel and physical channel information elements.

1>
perform an open loop estimation to determine the UL transmission power according to subclause 8.5.3;

1>
set the IE "START" for each CN domain, in the IE "START list" in the HANDOVER TO UTRAN COMPLETE message equal to the START value for each CN domain stored in the USIM if the USIM is present, or as stored in the UE for each CN domain if the SIM is present;

1>
if ciphering has been activated and ongoing in the radio access technology from which inter- RAT handover is performed:

2>
for the CN domain included in the IE "CN domain identity" which is included in the IE "RAB info" of the IE "RAB information to setup", or the CS domain when these IEs are not present:

3>
set the variable LATEST_CONFIGURED_CN_DOMAIN to the value indicated in the IE "CN domain identity", or to the CS domain when this IE is not present;

3>
set the 20 MSB of the HFN component of the COUNT-C variable for all radio bearers using RLC-TM and all signalling radio bearers to the "START" value included in the IE "UE security information" in the variable "INTER_RAT_HANDOVER_INFO_TRANSFERRED";

3>
set the remaining LSBs of the HFN component of COUNT-C for all radio bearers using RLC-TM and all signalling radio bearers to zero;

3>
not increment the HFN component of COUNT-C for radio bearers using RLC-TM, i.e. keep the HFN value fixed without incrementing every CFN cycle;

3>
set the CFN component of the COUNT-C variable to the value of the CFN as calculated in subclause 8.5.15;

3>
set the IE "Status" in the variable CIPHERING_STATUS to "Started";

3>
apply the algorithm according to IE "Ciphering Algorithm" and apply ciphering immediately upon reception of the HANDOVER TO UTRAN COMMAND.

1>
if ciphering has not been activated and ongoing in the radio access technology from which inter-RAT handover is performed:

2>
for the CN domain included in the IE "CN domain identity" which is included in the IE "RAB info" of the IE "RAB information to setup", or the CS domain when these IEs are not present:

3>
set the IE "Status" in the variable CIPHERING_STATUS to "Not Started".

If the UE succeeds in establishing the connection to UTRAN, it shall:

1>
if the IE "Status" in the variable CIPHERING_STATUS of a CN domain is set to "Started" and transparent mode radio bearers have been established by this procedure for that CN domain:

2>
include the IE "COUNT-C activation time" in the response message and specify a CFN value other than the default, "Now" for this IE;

2>
at the CFN value as indicated in the response message in the IE "COUNT-C activation time" for radio bearers using RLC-TM:

3>
set the 20 MSB of the HFN component of the COUNT-C variable common for all transparent mode radio bearers of this CN domain to the START value as indicated in the IE "START list" of the response message for the relevant CN domain; and

3>
set the remaining LSBs of the HFN component of COUNT-C to zero;

3>
increment the HFN component of the COUNT-C variable by one;

3>
set the CFN component of the COUNT-C to the value of the IE "COUNT-C activation time" of the response message. The HFN component and the CFN component completely initialise the COUNT-C variable;

3>
step the COUNT-C variable, as normal, at each CFN value. The HFN component is no longer fixed in value but incremented at each CFN cycle.

1>
if the IE "Status" in the variable CIPHERING_STATUS of a CN domain is set to "Not Started" and transparent mode radio bearers have been established by this procedure for that CN domain:

2>
initialise the 20 MSB of the HFN component of COUNT-C common for all transparent mode radio bearers of this CN domain with the START value as indicated in the IE "START list" of the response message for the relevant CN domain;

2>
set the remaining LSBs of the HFN component of COUNT-C to zero;

2>
do not increment the COUNT-C value common for all transparent mode radio bearers for this CN domain.

1>
transmit a HANDOVER TO UTRAN COMPLETE message on the uplink DCCH, using, if ciphering has been started, the new ciphering configuration;

1>
when the HANDOVER TO UTRAN COMPLETE message has been submitted to lower layers for transmission:

2>
enter UTRA RRC connected mode in state CELL_DCH;

2>
initialise variables upon entering UTRA RRC connected mode as specified in subclause 13.4;
2> 
update the variable UE_CAPABILITY_TRANSFERRED with the UE capabilities stored in the variable INTER_RAT_HANDOVER_INFO_TRANSFERRED;
2>
for all radio bearers using RLC-AM or RLC-UM:

3>
set the 20 MSB of the HFN component of the uplink and downlink COUNT-C variable to the START value indicated in the IE "START list" of the response message for the relevant CN domain; and

3>
set the remaining LSBs of the HFN component of COUNT-C to zero;

3>
increment the HFN component of the COUNT-C variable by one;

3>
start incrementing the COUNT-C values.

1>
and the procedure ends.

8.6.4
Radio bearer information elements

8.6.4.1
Signalling RB information to setup list

If the IE "Signalling RB information to setup list" is included the UE shall:

1>
use the same START value to initialise the COUNT-C and COUNT-I variables for all the signalling radio bearers in the list;

1>
if the IE "Signalling RB information to setup list" was included in the RADIO BEARER SETUP message:

2>
if the variable LATEST_CONFIGURED_CN_DOMAIN has been initialised:

3>
calculate the START value only once during this procedure according to subclause 8.5.9 for the CN domain indicated in the variable LATEST_CONFIGURED_CN_DOMAIN;

3>
store the calculated START value in the variable START_VALUE_TO_TRANSMIT.

1>
for each occurrence of the IE "Signalling RB information to setup":

2>
use the value of the IE "RB identity" as the identity of the signalling radio bearer to setup;

2>
if the signalling radio bearer identified with the IE "RB identity" does not exist in the variable ESTABLISHED_RABS:

3>
create a new entry for the signalling radio bearer in the variable ESTABLISHED_RABS.

2>
if the IE "Signalling RB information to setup list" was received in a message other than HANDOVER TO UTRAN COMMAND; and

2>
if the variable LATEST_CONFIGURED_CN_DOMAIN has been initialised and the value "STATUS" of the variable CIPHERING_STATUS of the CN domain stored in this variable is "Started":

3>
if the IE "Uplink RLC mode" or the IE "Downlink RLC mode" either in the IE "RLC info" or referenced by the RB identity in the IE "Same as RB" is set to "AM RLC" or "UM RLC":

4>
initialise the 20 MSB of the hyper frame number component of COUNT-C for this signalling radio bearer with the START value in the variable START_VALUE_TO_TRANSMIT;

4>
set the remaining LSB of the hyper frame number component of COUNT-C for this signalling radio bearer to zero;

4>
start to perform ciphering on this signalling radio bearer, using the value of the IE "RB identity" minus one as the value of BEARER in the ciphering algorithm.

2>
if the IE "Signalling RB information to setup list" was received in a message other than HANDOVER TO UTRAN COMMAND; and

2>
if the variable LATEST_CONFIGURED_CN_DOMAIN has been initialised and the value "Status" of the variable "INTEGRITY_PROTECTION_INFO" of the CN domain stored in this variable is "Started":

3>
initialise the 20 MSB of the hyper frame number component of COUNT-I for this signalling radio bearer with the START value in the variable START_VALUE_TO_TRANSMIT;

3>
set the remaining LSB of the hyper frame number component of COUNT-I for this signalling radio bearer to zero;

3>
for this signalling radio bearer, set the IE "Uplink RRC Message sequence number" in the variable INTEGRITY_PROTECTION_INFO to zero;

3>
start performing integrity protection according to subclauses 8.5.10.1 and 8.5.10.2.

2>
perform the actions for the IE "RLC info" as specified in subclause 8.6.4.9, applied for that signalling radio bearer;

2>
perform the actions for the IE "RB mapping info" as specified in subclause 8.6.4.8, applied for that signalling radio bearer.

1>
apply a default value of the IE "RB identity" equal to 1 for the first IE "Signalling RB information to setup"; and

1>
increase the default value by 1 for each occurrence.

8.6.4.2
RAB information for setup

If the IE "RAB information for setup" is included, the procedure is used to establish radio bearers belonging to a radio access bearer, and the UE shall:

1>
if several IEs "RAB information for setup" are included and the included IEs "CN domain identity" in the IE "RAB info" does not all have the same value:

2>
set the variable INVALID_CONFIGURATION to TRUE.

1>
if the radio access bearer identified with the IE "RAB info" does not exist in the variable ESTABLISHED_RABS:

2>
create a new entry for the radio access bearer in the variable ESTABLISHED_RABS;

2>
store the content of the IE "RAB info" in the entry for the radio access bearer in the variable ESTABLISHED_RABS;

2>
indicate the establishment of the radio access bearer to the upper layer entity using the IE "CN domain identity", forwarding the content of the IE "RAB identity";

2>
if prior to this procedure there exists no transparent mode radio bearer for the CN domain included in the IE "CN domain identity" and at least one transparent mode radio bearer is included in the IE "RB information to setup"; or

2>
if at least one RLC-AM or RLC-UM radio bearer is included in the IE "RB information to setup":

3>
calculate the START value only once during this procedure (the same START value shall be used on all new radio bearers created for this radio access bearer) according to subclause 8.5.9 for the CN domain as indicated in the IE "CN domain identity" in the IE "RAB info" part of the IE "RAB information to setup";

3>
store the calculated START value in the variable START_VALUE_TO_TRANSMIT.

1>
for each radio bearer in the IE "RB information to setup":

2>
if the radio bearer identified with the IE "RB identity" does not exist in the variable ESTABLISHED_RABS:

3>
perform the actions specified in subclause 8.6.4.3;

3>
store information about the new radio bearer in the entry for the radio access bearer identified by "RAB info" in the variable ESTABLISHED_RABS;

3>
create a new RAB subflow for the radio access bearer;

3>
number the RAB subflow in ascending order, assigning the smallest number to the RAB subflow corresponding to the first radio bearer in the list;

3>
if the IE "CN domain identity" in the IE "RAB info" is set to "PS domain" and the number of RAB subflows for the radio access bearer is greater than 1:

4>
set the variable INVALID_CONFIGURATION to TRUE.

2>
if the radio bearer identified with the IE "RB identity" already exists in the variable ESTABLISHED_RABS:

3>
set the variable INVALID_CONFIGURATION to TRUE.

8.6.4.3
RB information to setup

If the IE "RB information to setup" is included, the UE shall apply the following actions on the radio bearer identified with the value of the IE "RB identity". The UE shall:

1>
use the same START value to initialise the hyper frame number components of COUNT-C variables for all the new radio bearers to setup;

1>
perform the actions for the IE "PDCP info", if present, according to subclause 8.6.4.10, applied for the radio bearer;

1>
perform the actions for the IE "RLC info", according to subclause 8.6.4.9, applied for the radio bearer;

1>
perform the actions for the IE "RB mapping info", according to subclause 8.6.4.8, applied for the radio bearer;

1>
if the IE "Downlink RLC mode" either in the IE "RLC info" or referenced by the RB identity in the IE "Same as RB" is set to "TM RLC":
2>
configure delivery of erroneous SDUs in lower layers according to indication from upper layer [5].
1>
if the IE "RB information to setup" was received in a message other than HANDOVER TO UTRAN COMMAND; and
1>
if the IE "Uplink RLC mode" or the IE "Downlink RLC mode" either in the IE "RLC info" or referenced by the RB identity in the IE "Same as RB" is set to "AM RLC" or "UM RLC":

2>
initialise the 20 MSB of the hyper frame number component of COUNT-C for this radio bearer with the START value in the variable START_VALUE_TO_TRANSMIT;

2>
set the remaining LSB of the hyper frame number component of COUNT-C for this radio bearer to zero;

2>
start incrementing the COUNT-C values.

1>
if the IE "RB information to setup" was received in a message other than HANDOVER TO UTRAN COMMAND; and

1>
if the IE "Uplink RLC mode" and the IE "Downlink RLC mode" either in the IE "RLC info" or referenced by the RB identity in the IE "Same as RB" is set to "TM RLC":

2>
if prior to this procedure there exists no transparent mode radio bearer for the CN domain included in the IE "CN domain identity" in the IE "RAB info" in the variable ESTABLISHED_RABS and at least one transparent mode radio bearer is included in the IE "RB information to setup":

3>
if the IE "Status" in the variable CIPHERING_STATUS of the CN domain as indicated in the IE "CN domain identity" in the IE "RAB info" in the variable ESTABLISHED_RABS is set to "Not Started":

4>
at the activation time as specified in the IE "Ciphering activation time for DPCH" if included in the IE "Ciphering mode info" in the command message or, if this IE is not included, as specified in the IE "COUNT-C activation time" included in the response message:

5>
initialise the 20 most significant bits of the hyper frame number component of COUNT-C common for all transparent mode radio bearers of this CN domain with the START value in the variable START_VALUE_TO_TRANSMIT;

5>
set the remaining LSB of the hyper frame number component of COUNT-C to zero;

5>
do not increment the COUNT-C value common for all transparent mode radio bearers for this CN domain.

3>
if the IE "Status" in the variable CIPHERING_STATUS of the CN domain as indicated in the IE "CN domain identity" in the IE "RAB info" in the variable ESTABLISHED_RABS is set to " Started":

4>
at the activation time as specified in the IE "Activation Time" in the RADIO BEARER SETUP message:

5>
initialise the 20 most significant bits of the HFN component of COUNT-C common for all transparent mode RLC radio bearer to the value of the latest transmitted START for this CN domain, while not incrementing the value of the HFN component of COUNT-C at each CFN cycle; and

5>
set the remaining LSB of the HFN component of COUNT-C to zero;

5>
start to perform ciphering on the radio bearer in lower layers while not incrementing the HFN.

4>
at the activation time as specified in the IE "Ciphering activation time for DPCH" if included in the IE "Ciphering mode info" in the command message or, if this IE is not included, as specified in the IE "COUNT-C activation time" included in the response message:
5>
initialise the 20 most significant bits of the HFN component of COUNT-C common for all transparent mode radio bearers of this CN domain with the START value in the variable START_VALUE_TO_TRANSMIT;

5>
set the remaining LSB of the HFN component of COUNT-C to zero;

5>
start incrementing the COUNT-C value common for all transparent mode radio bearers of this CN domain as normal, at each CFN value, i.e. the HFN component is no longer fixed in value but incremented at each CFN cycle.

2>
if prior to this procedure there exists at least one transparent mode radio bearer for the CN domain included in the IE "CN domain identity" in the IE "RAB info" in the variable ESTABLISHED_RABS:

3>
if the IE "Status" in the variable CIPHERING_STATUS of the CN domain as indicated in the IE "CN domain identity" in the IE "RAB info" in the variable ESTABLISHED_RABS is set to "Not Started":

4>
do not increment the COUNT-C value common for all transparent mode radio bearers for this CN domain.
3>
if the IE "Status" in the variable CIPHERING_STATUS of the CN domain as indicated in the IE "CN domain identity" in the IE "RAB info" in the variable ESTABLISHED_RABS is set to "Started":

4>
continue incrementing the COUNT-C value common for all transparent mode radio bearers of this CN domain.

1>
if the IE "Status" in the variable CIPHERING_STATUS of the CN domain as indicated in the IE "CN domain identity" in the IE "RAB info" in the variable ESTABLISHED_RABS is set to "Started":

2>
start to perform ciphering on the radio bearer in lower layers, using the value of the IE "RB identity" minus one as the value of BEARER in the ciphering algorithm.

NOTE:
UTRAN should not use the IE "RB information to setup" to setup radio bearers with RB identity in the range 1-4.
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