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1 Introduction
This document identifies 3 points on Security where a correction could be made. Based on the result of the discussion, a CR will be proposed for RAN2#33. 

Note: The cut and paste of the section below are based on 25.331 v3.b.0
2 Proposed corrections

2.1 SRB Integrity Protection info in the SRNS relocation Info

In the IE "SRNS Relocation info" (subsection 14.12.4.2) in the list “Signalling radio bearer specific integrity protection information” there are no IE “RB Id” giving the RB identity of the radio bearer for which this information is valid. This is the case in both the Tabular and the ASN.1.

As it has been done for the IE “Ciphering info per radio bearer” in RAN2#31, it is proposed to clarified that the order of occurrence of the IE “Signalling radio bearer specific integrity protection information” in the “SRNS Relocation Info” IE  is the same as in the IE “Signalling RB information list”.

2.2 START in the ASN.1 of the SRNS relocation Info

In the ASN.1 of the IE "SRNS Relocation info", the START value for each CN domain is given as follow:

Subsection 11.5:

SRNC-RelocationInfo-v3a0ext-IEs ::= SEQUENCE {


cipheringInfoForSRB1-v3a0ext

CipheringInfoPerRB-List-v3a0ext,



ue-RadioAccessCapability-v3a0ext
UE-RadioAccessCapability-v3a0ext

OPTIONAL,



-- cn-domain identity for IE startValueForCiphering-v3a0ext is specified



-- in subsequent extension (SRNC-RelocationInfo-v3b0ext-IEs)


startValueForCiphering-v3a0ext

START-Value

}

SRNC-RelocationInfo-v3b0ext-IEs ::= SEQUENCE {


-- cn-domain identity for IE startValueForCiphering-v3a0ext included in previous extension



cn-DomainIdentity



CN-DomainIdentity,



-- the remaining start values are contained in IE startValueForCiphering-v3b0ext


startValueForCiphering-v3b0ext

STARTList2







OPTIONAL

}
STARTList2 ::=





SEQUENCE (SIZE (2..maxCNdomains)) OF











STARTSingle
Subsection 11.3:

STARTSingle ::=





SEQUENCE {


cn-DomainIdentity




CN-DomainIdentity,


start-Value






START-Value




}

The sentence ‘the remaining start values are contained in IE startValueForCiphering-v3b0ext’ is misleading. Does it mean that if the START Value for the PS Domain has been included in the extension v3a0, then this START should not be listed in STARTList2 ? Then the size of the sequence should be different.

It is proposed to clarify that STARTList2 contains a value for each CN domain even if one of them will be redundant with the one included in the extension 3a0.

2.3 Initialisation of the UE variable SECURITY_MODIFICATION

In subsections 8.1.12.3, 8.2.2.3, 8.3.1.6 and 8.3.3.3, the UE variable SECURITY_MODIFICATION is initialised each time the received message contained the IE "Ciphering mode info" or the IE "Integrity protection mode info".

But, in fact, this variable is used only in subsection 8.6.3.4 for the IE "Ciphering mode info", and should in fact be initialised only if the IE is present.

If the UE receives a message, e.g. Security Mode Command, containing only the IE "Integrity protection mode info", the SECURITY_MODIFICATION would be initialised and then cleared uselessly.

It is proposed to decide if we want to do something about it, the correction would be to initialised the variable only if the IE "Ciphering mode info" is present.

3 Proposal

It is proposed to discuss the above point and to decide on whether we want to make a correction or not. Based on the decision, a CR will be prepared for RAN2#33.




