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1 Introduction 

Many changes have been made recently to TS 25.331 for security procedures.   In addition, many assumptions have been clarified and accepted as working principles within RAN2 and RAN3.    Specifically, it is now accepted that a second Security Mode Command (for the same RRC connection) cannot be sent in the case where new keys have not been obtained [1].   However, TS 25.331 still contains text specifying behaviour for this scenario.  This text should be deleted to align the specifications with recent changes.

2 Sections specifying behaviour for erroneous scenario

In section 8.1.12.2.2 we have the following text:

1>
else (this is not the first SECURITY MODE COMMAND sent for this RRC connection):

2>
if new keys have been received:

3>
initialise the hyper frame number for COUNT-I for RB2 as follows:

4>
set all bits of the HFN of the COUNT-I value for RB2 to zero.

2>
if new keys have not been received:

3>
initialise the hyper frame number for COUNT-I for RB2 as follows:

4>
set the 20 most significant bits of the HFN of the downlink and uplink COUNT-I to the value of the most recently received IE "START" or IE "START LIST" for the CN domain to be set in the IE "CN Domain Identity";

4>
set the remaining bits of the HFN of the downlink and uplink COUNT-I to zero.

Thus, since we cannot have another SMC for the same RRC connection if new keys do not exist, the last four points should be removed above.

3 Conclusion

It is proposed to update 25.331 by deleting text specifying behaviour for scenarios when a new Security Mode Command does not contain new keys.

4 References 
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