Page 1



3GPP TSG-RAN2 Meeting #29 
R2-021125
Kyeongju, Korea, 13-17 May, 2002
Agenda Item:
6.13

Source: 
QUALCOMM Europe

Title: 
Integrity protection on RB0

Document for:
Discussion and decision

Introduction

Messages sent on the downlink CCCH (RB0) can be received by all the UEs in CELL_FACH state. The intended recipient is identified thanks to the UE ID (U-RNTI or Initial UE Identity) included in the body of the message. Only a small fraction of the messages sent on downlink RB0 are actually addressed to a particular UE in CELL_FACH state. 

Of all the messages that can be sent on the downlink RB0, only the CELL UPDATE CONFIRM and the URA UPDATE CONFIRM messages are integrity protected in the downlink RB0. If the RRC Sequence Number included in the CELL UPDATE CONFIRM and the URA UPDATE CONFIRM messages is incremented whenever a new message is sent on DL RB0, regardless of the intended recipient, the RRC SN will roll over very frequently. If the UE misses 16 messages in a row, the HFN used in the COUNT-I in the UE will be out of synch with the corresponding HFN maintained in UTRAN.

When the UE misses messages on DL CCCH no particular action has to be performed by the UE. Depending on UTRAN configuration, the UE may still be "in service area" (the cell is suitable), but the error rate on the DL CCCH could be very high, especially at the cell boundary.

Discussion

In section 8 of RRC it is clearly stated that integrity protection should be applied before continuing with the procedure. If this principle is applied to RB0, it would force the UE to perform integrity on all the messages sent on DL RB0, even those messages that are intended for a different UE. As result, the likelihood of the COUNT-I HFN of the UE and UTRAN going out of synch would be very high.

[…]
On receiving a message the UE shall first apply integrity check as appropriate and then proceed with error handling as specified in clause 9 before continuing on with the procedure as specified in the relevant subclause. The RRC entity in the UE shall consider PDUs to have been transmitted when they are submitted to the lower layers. If the RRC entity in the UE submits a message for transmission using AM RLC, it shall consider the message successfully transmitted when UTRAN reception of all relevant PDUs is acknowledged by RLC. In the UE, timers are started when the PDUs are sent on the radio interface in the case of the transmission using the CCCH.

[…]

1>
perform integrity protection (and integrity checking) on all RRC messages, with the following exceptions:

HANDOVER TO UTRAN COMPLETE

Paging Type 1

PUSCH CAPACITY REQUEST

PHYSICAL SHARED CHANNEL ALLOCATION
RRC Connection Request

RRC Connection Setup

RRC Connection Setup Complete

RRC Connection Reject

RRC CONNECTION RELEASE (CCCH only)
SYSTEM INFORMATION

SYSTEM INFORMATION CHANGE INDICATION

 […]

--**************************************************************

--

-- Downlink CCCH messages

--

--**************************************************************

DL-CCCH-Message ::= SEQUENCE {


integrityCheckInfo

IntegrityCheckInfo

OPTIONAL,


message




DL-CCCH-MessageType

}

DL-CCCH-MessageType ::= CHOICE {



cellUpdateConfirm




CellUpdateConfirm-CCCH,


rrcConnectionReject




RRCConnectionReject,


rrcConnectionRelease



RRCConnectionRelease-CCCH,


rrcConnectionSetup




RRCConnectionSetup,

uraUpdateConfirm




URAUpdateConfirm-CCCH,

spare3







NULL,


spare2







NULL,


spare1







NULL

}

[…]

We see the following alternatives to the problem outlined above:

1. For DL RB0 each UE should have an RRC SN space independent from the RRC SN space of other UEs. Only messages that are addressed to a specific UE, and are not unsolicited, should be considered by that UE for integrity protection. Unsolicited messages and messages addressed to other UEs sent on DL RB0 should not be considered for integrity protection, i.e. the UE should ignore the RRC sequence number of those messages.

2. Integrity protection is not performed on CELL UPDATE CONFIRM and URA UPDATE CONFIRM messages, i.e. no integrity protection is applied on DL RB0.

Alternative 1 is the most straightforward, since it would maintain the protection of the CELL UPDATE CONFIRM and URA UPDATE CONFIRM messages. It would require UTRAN to maintain an independent RRC SN space on DL RB0 for each UE. Moreover, this alternative could be considered just a clarification, and UTRAN implementations may already be compliant. In fact, if UTRAN kept a single RRC SN space for all the messages sent on DL RB0, it would be very difficult to maintain synchronization of the DL RB0 COUNT-I  when the UE moves in and out of CELL_FACH.

Further Discussion (post RAN WG2 #28)

The careful analysis of the procedure for integrity protection in downlink seems to confirm that alternative 1 is the correct one. See text in blue below.

[…]

8.5.10.1
Integrity protection in downlink

If the UE receives an RRC message on signalling radio bearer with RB identity n, the "Status" in the variable INTEGRITY_ PROTECTION_INFO has the value "Started" and the IE 'Integrity check info' is present the UE shall:

1>
check the value of the IE "RRC message sequence number" included in the IE "Integrity check info";

2>
if the "Downlink RRC Message sequence number" is not present in the variable INTEGRITY_PROTECTION_INFO:

3>
initialise the "Downlink RRC Message sequence number" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO with the value of the IE "RRC message sequence number" included in the IE "Integrity check info" of the received message.

2>
if the "Downlink RRC Message sequence number" is present in the variable INTEGRITY_PROTECTION_INFO:

3>
if the RRC message sequence number is lower than the "Downlink RRC Message sequence number" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO:

4>
increment "Downlink RRC HFN" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO with one.

3>
if the RRC message sequence number is equal to the "Downlink RRC Message sequence number" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO:

4>
discard the message.

1>
calculate an expected message authentication code in accordance with subclause 8.5.10.3;

1>
compare the expected message authentication code with the value of the received IE "message authentication code" contained in the IE "Integrity check info";

2>
if the expected message authentication code and the received message authentication code are the same, the integrity check is successful:

3>
update the "Downlink RRC Message sequence number" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO with the value of the IE "RRC message sequence number" included in the IE "Integrity check info" of the received RRC message.

2>
if the calculated expected message authentication code and the received message authentication code differ:

3>
if the IE "RRC message sequence number" included in the IE "Integrity check info" is lower than the "Downlink RRC Message sequence number" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO (in this case the "Downlink RRC HFN" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO was incremented by one, as stated above):

4>
decrement "Downlink RRC HFN" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO by one.

3>
discard the message.

If the UE receives an RRC message on signalling radio bearer with identity n, the "Status" in the variable INTEGRITY_ PROTECTION_INFO has the value "Started" and the IE 'Integrity check info' is not present the UE shall:

1>
discard the message.

[…]

However, the current procedure does not cover the case of a message addressed to a different UE that by chance generates a good MAC. If this happened, the Downlink RRC HFN would go out of sync, even though the RRC message would then be ignored because of the different UE ID. Even though this is a very remote possibility, it is not a good practice to build into the standard the possibility for the system to fail in normal circumstances, as unusual as they can be.

It is proposed to clarify that, for the case of RB 0, the UE should discard the messages addressed to different UEs before performing the procedure described in 8.5.10.1. The end result would be identical in almost all cases, with the only exception of the case of a message addressed to a different UE that by chance generates a good MAC. In this exceptional case, the procedure in 8.5.10.1 would lead to the loss of synchronization of the DL HFN between UE and UTRAN, while our proposal would not.

Unsolicited messages on DL RB0

Typically, unsolicited messages on DL RB0 can be received as the result of UTRAN sending the same message multiple times to ensure a high probability of reception (quick repeat). If the UE receives one of these messages, any of the following ones would be considered as unsolicited. A message sent using quick repeat should use the same RRC SN, as explained in the following excerpt of the RRC connection release section:

[…]

UTRAN may transmit several RRC CONNECTION RELEASE messages to increase the probability of proper reception of the message by the UE. In such a case, the RRC SN for these repeated messages shall be the same. This shall also apply to the RRC CONNECTION RELEASE COMPLETE message. The number of repeated messages and the interval between the messages is a network option.

[…]

First of all, note that the statement on RRC CONNECTION RELEASE COMPLETE message (only sent on UL DCCH) is not correct, since it conflicts with what stated in 8.1.4.6 Expiry of timer T308, unacknowledged mode transmission.

[…]

1>
if V308 is equal to or smaller than N308:

2>
prior to retransmitting the RRC CONNECTION RELEASE COMPLETE message:

3>
if the IE "Status" in the variable INTEGRITY_PROTECTION_INFO has the value "Started":

4>
include the same IEs as in the last unsuccessful attempt of this message, except for the IE "Integrity check info", which is modified as follows:
5>
increment the "Uplink RRC Message sequence number" for signalling radio bearer RB1 in the variable INTEGRITY_PROTECTION_INFO by one;

[…]

Note that, if the RRC SN of DL RB 0 messages is the same as the RRC SN of a previously received message, the message will be discarded per the procedure on integrity protection in downlink (8.5.10.1).

In theory, UTRAN could also send repeated messages with incremented RRC SN. Unless realistic scenarios in which this is necessary are found, this situation should be avoided, since the use of different RRC SN in repeated messages increases the possibility of having Downlink RRC HFNs out of sync between UE and UTRAN.

It is proposed to clarify that the RRC SN used on DL by UTRAN should always be the same, if the message is the repetition of a previously sent message.
Unfortunately, there is no clarification statement on the use of the same RRC SN, similar to the one used for RRC CONNECTION RELEASE messages, for the messages that can be sent in DL RB0 and that are integrity protected: CELL UPDATE CONFIRM and URA UPDATE CONFIRM messages.

It is proposed to add such statements to the cell update procedures (and to remove the erroneous statement on RRC CONNECTION RELEASE COMPLETE message)

[…]

8
RRC procedures

The UE shall be able to process several simultaneous RRC procedures. After the reception of a message which invoked a procedure, the UE shall be prepared to receive and act on another message which may invoke a second procedure. Whether this second invocation of a procedure (transaction) is accepted or rejected by the UE is specified in the subclauses of this clause, and in particular in subclause 8.6.3.11 (RRC transaction identifier).

On receiving a message the UE shall apply integrity check as appropriate and perform error handling as specified in clause 9 before continuing on with the procedure as specified in the relevant subclause. The RRC entity in the UE shall consider PDUs to have been transmitted when they are submitted to the lower layers. If the RRC entity in the UE submits a message for transmission using AM RLC, it shall consider the message successfully transmitted when UTRAN reception of all relevant PDUs is acknowledged by RLC. In the UE, timers are started when the PDUs are sent on the radio interface in the case of the transmission using the CCCH.

[…]

9
Handling of unknown, unforeseen and erroneous protocol data

9.1
General
This subclause specifies procedures for the handling of unknown, unforeseen, and erroneous protocol data by the receiving entity. These procedures are called "error handling procedures", but in addition to provide recovery mechanisms for error situations they define a compatibility mechanism for future extensions of the protocol.

The error handling procedures specified in this subclause shall apply to all RRC messages. When there is a specific handling for messages received on different logical channels this is specified.

For system information received on the BCCH, the error handling procedures are applied on the BCCH message SYSTEM INFORMATION, the re-assembled system information segments as well as the system information blocks (including the master information block and the scheduling blocks), with specific error handling as specified below.

When the UE receives an RRC message, it shall set the variable PROTOCOL_ERROR_REJECT to FALSE and then perform the checks in the order as defined below.

The procedures specified in clause 8 are applied only for the messages passing the checks as defined below, except when procedure specific handling is used to recover from the error.

The error cases specified in the following include the handling upon reception of spare values. This behaviour also applies in case the actual value of the IE results from mapping the originally sent IE value. Moreover, in certain error cases, as specified in the following, default values apply. In this case, the default values specified within the ASN.1, the tabular and the procedure specifications apply.

[…]

The sentence highlighted above is in contrast with the statement at the beginning of section 8.

It is proposed to correct the statement in section 8, so that no specific order is mandated in general.

[…]

8.5.10
Integrity protection

If the "Status" in the variable INTEGRITY_ PROTECTION_INFO has the value "Started" then the UE shall:

1>
perform integrity protection (and integrity checking) on all RRC messages, with the following exceptions:

HANDOVER TO UTRAN COMPLETE

Paging Type 1

PUSCH CAPACITY REQUEST

PHYSICAL SHARED CHANNEL ALLOCATION
RRC Connection Request

RRC Connection Setup

RRC Connection Setup Complete

RRC Connection Reject

RRC CONNECTION RELEASE (CCCH only)
SYSTEM INFORMATION

SYSTEM INFORMATION CHANGE INDICATION

If the "Status" in the variable INTEGRITY_ PROTECTION_INFO has the value "Not started" then integrity protection (and integrity checking) shall not be performed on any RRC message.

For each signalling radio bearer, the UE shall use two RRC hyper frame numbers:

-
"Uplink RRC HFN";

-
"Downlink RRC HFN".

and two message sequence numbers:

-
"Uplink RRC Message sequence number";

-
"Downlink RRC Message sequence number".

The above information is stored in the variable INTEGRITY_PROTECTION_INFO per signalling radio bearer (RB0- RB4).

Upon the first activation of integrity protection for an RRC connection, UE and UTRAN initialise the "Uplink RRC Message sequence number" and "Downlink RRC Message sequence number" for all signalling radio bearers as specified in subclauses 8.6.3.5 and 8.5.10.1.

The RRC message sequence number (RRC SN) is incremented for every integrity protected RRC message.
[…]

Note that nothing is implied for RRC SN of repeated messages. The current situation is that in UL the UE shall increment the RRC SN whenever retransmitting the same RRC CONNECTION RELEASE COMPLETE message and the same UE CAPABILITY INFORMATION message (see 8.1.4.6 and 8.1.6.6). Nothing is stated for the CELL UPDATE and URA UPDATE messages, which are also sent with Layer 3 retransmissions. Should we assume that the RRC SN is not incremented in these cases?

It should be discussed if a general statement on the RRC SN for UL messages using Layer 3 retransmission should be added to the specification, aligning the behaviour of the UE in all cases. No proposal is made on this issue, since more discussion is needed.

Conclusion

The proposed changes are included in the attached CR.
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8
RRC procedures

The UE shall be able to process several simultaneous RRC procedures. After the reception of a message which invoked a procedure, the UE shall be prepared to receive and act on another message which may invoke a second procedure. Whether this second invocation of a procedure (transaction) is accepted or rejected by the UE is specified in the subclauses of this clause, and in particular in subclause 8.6.3.11 (RRC transaction identifier).

On receiving a message the UE shall apply integrity check as appropriate and perform error handling as specified in clause 9 before continuing on with the procedure as specified in the relevant subclause. The RRC entity in the UE shall consider PDUs to have been transmitted when they are submitted to the lower layers. If the RRC entity in the UE submits a message for transmission using AM RLC, it shall consider the message successfully transmitted when UTRAN reception of all relevant PDUs is acknowledged by RLC. In the UE, timers are started when the PDUs are sent on the radio interface in the case of the transmission using the CCCH.

[…]

8.1.4
RRC connection release
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Figure 8.1.4-1: RRC Connection Release procedure on the DCCH
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Figure 8.1.4-2: RRC Connection Release procedure on the CCCH

8.1.4.1
General

The purpose of this procedure is to release the RRC connection including all radio bearers and all signalling radio bearers between the UE and the UTRAN. By doing so, all established signalling connections will be released.

8.1.4.2
Initiation

When the UE is in state CELL_DCH or CELL_FACH, the UTRAN may at anytime initiate an RRC connection release by transmitting an RRC CONNECTION RELEASE message using UM RLC.

When UTRAN transmits an RRC CONNECTION RELEASE message the downlink DCCH should be used, if available. If the downlink DCCH is not available in UTRAN and the UE is in CELL_FACH state, the downlink CCCH may be used.

UTRAN may transmit several RRC CONNECTION RELEASE messages to increase the probability of proper reception of the message by the UE. In such a case, the RRC SN for these repeated messages should be the same. The number of repeated messages and the interval between the messages is a network option.

[…]

8.3.1.5
Reception of an CELL UPDATE/URA UPDATE message by the UTRAN

When the UTRAN receives a CELL UPDATE/URA UPDATE message, the UTRAN should:

1>
in case the procedure was triggered by reception of a CELL UPDATE:

2>
if SRNS relocation was performed:

3>
transmit a CELL UPDATE CONFIRM message on the downlink DCCH.
2>
otherwise:
3>
update the START value for each CN domain as maintained in UTRAN (refer to subclause 8.5.9) with "START" in the IE "START list" for the CN domain as indicated by "CN domain identity" in the IE "START list";

3>
if this procedure was triggered while the UE was not in CELL_DCH state, then for each CN domain as indicated by "CN domain identity" in the IE "START list":

4>
set the 20 MSB of the MAC-d HFN with the corresponding START value in the IE "START list";

4>
set the remaining LSB of the MAC-d HFN to zero.

3>
transmit a CELL UPDATE CONFIRM message on the downlink DCCH or optionally on the CCCH but only if ciphering is not required; and

3>
optionally include the IE "RLC re-establish indicator (RB5 and upwards)" to request a RLC re-establishment in the UE, in which case the corresponding RLC entities should also be re-established in UTRAN; or

1>
in case the procedure was triggered by reception of a URA UPDATE:

2>
if SRNS relocation was performed:

3>
transmit a URA UPDATE CONFIRM message on the downlink DCCH.
2>
otherwise:
3>
transmit a URA UPDATE CONFIRM message on the downlink CCCH or DCCH.
2>
include the IE "URA identity" in the URA UPDATE CONFIRM message in a cell where multiple URA identifiers are broadcast; or

1>
initiate an RRC connection release procedure (see subclause 8.1.4) by transmitting an RRC CONNECTION RELEASE message on the downlink CCCH. In particular UTRAN should:

2>
if the CELL UPDATE message was sent because of an unrecoverable error in RB2, RB3 or RB4:

3>
initiate an RRC connection release procedure (subclause 8.1.4) by transmitting an RRC CONNECTION RELEASE message on the downlink CCCH.
UTRAN may transmit several CELL UPDATE CONFIRM/URA UPDATE CONFIRM messages to increase the probability of proper reception of the message by the UE. In such a case, the RRC SN for these repeated messages should be the same. 
[…]

8.5.10.1
Integrity protection in downlink

The UE should discard the messages received on RB 0 that are addressed to other UEs before performing the integrity check procedure described below.
The UE should discard unsolicited messages, as defined in section 9.3a, before performing the integrity check procedure described below.
If the UE receives an RRC message on signalling radio bearer with RB identity n, the "Status" in the variable INTEGRITY_ PROTECTION_INFO has the value "Started" and the IE 'Integrity check info' is present the UE shall:

1>
check the value of the IE "RRC message sequence number" included in the IE "Integrity check info";

2>
if the "Downlink RRC Message sequence number" is not present in the variable INTEGRITY_PROTECTION_INFO:

3>
initialise the "Downlink RRC Message sequence number" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO with the value of the IE "RRC message sequence number" included in the IE "Integrity check info" of the received message.

2>
if the "Downlink RRC Message sequence number" is present in the variable INTEGRITY_PROTECTION_INFO:

3>
if the RRC message sequence number is lower than the "Downlink RRC Message sequence number" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO:

4>
increment "Downlink RRC HFN" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO with one.

3>
if the RRC message sequence number is equal to the "Downlink RRC Message sequence number" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO:

4>
discard the message.

1>
calculate an expected message authentication code in accordance with subclause 8.5.10.3;

1>
compare the expected message authentication code with the value of the received IE "message authentication code" contained in the IE "Integrity check info";

2>
if the expected message authentication code and the received message authentication code are the same, the integrity check is successful:

3>
update the "Downlink RRC Message sequence number" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO with the value of the IE "RRC message sequence number" included in the IE "Integrity check info" of the received RRC message.

2>
if the calculated expected message authentication code and the received message authentication code differ:

3>
if the IE "RRC message sequence number" included in the IE "Integrity check info" is lower than the "Downlink RRC Message sequence number" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO (in this case the "Downlink RRC HFN" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO was incremented by one, as stated above):

4>
decrement "Downlink RRC HFN" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO by one.

3>
discard the message.

If the UE receives an RRC message on signalling radio bearer with identity n, the "Status" in the variable INTEGRITY_ PROTECTION_INFO has the value "Started" and the IE 'Integrity check info' is not present the UE shall:

1>
discard the message.

UTRAN may transmit several copies of the same message in downlink to increase the probability of proper reception of the message by the UE. In such a case, the RRC SN for these repeated messages should be the same.
UTRAN should keep a distinct RRC SN for each UE for messages sent on DL RB 0.
[…]

9.3a
Unsolicited received message

If the UE receives any of the following messages:

-
an RRC CONNECTION SETUP message addressed to the UE on the CCCH; or

-
an RRC CONNECTION REJECT message addressed to the UE on the CCCH; or

-
a UE CAPABILITY INFORMATION CONFIRM message on the DCCH; or

-
a CELL UPDATE CONFIRM message addressed to the UE on the CCCH or on the DCCH; or

-
a URA UPDATE CONFIRM message addressed to the UE on the CCCH or on the DCCH

and no procedure is ongoing according to clause 8 which expects the message to be received:

the UE shall:

1>
ignore the received message, without performing integrity check on the message.

[…]
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