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8.1.12.1
General

The purpose of this procedure is to trigger the stop or start of ciphering or to command the restart of the ciphering with a new ciphering configuration, for all radio bearers and for all signalling radio bearers.

It is also used to start integrity protection or to modify the integrity protection configuration for all signalling radio bearers.

8.1.12.2
Initiation

8.1.12.2.1
Ciphering configuration change

To stop or start/restart ciphering, UTRAN sends a SECURITY MODE COMMAND message on the downlink DCCH in AM RLC using the most recent ciphering configuration. If no such ciphering configuration exists then the SECURITY MODE COMMAND is not ciphered.

Prior to sending the SECURITY MODE COMMAND, for the CN domain indicated in the IE "CN domain identity" in the SECURITY MODE COMMAND, UTRAN should:

-
if this is the first SECURITY MODE COMMAND sent for this RRC connection:

-
use the value "START" in the most recently received IE "START list" that belongs to the CN domain as indicated in the IE "CN domain identity" to initialise all hyper frame numbers for all the signalling radio bearers; while

-
setting the 20 most significant bits of the hyper frame numbers for all signalling radio bearers to the START for that CN domain;

-
setting the remaining bits of the hyper frame numbers equal to zero;

-
suspend all radio bearers using RLC-AM and RLC-UM;

-
suspend all signalling radio bearers using RLC-AM and RLC-UM;


-
include "Ciphering activation time for DPCH" in IE "Ciphering mode info" when a DPCH exists and is used for radio bearers using transparent mode RLC, at which time the new ciphering configuration shall be applied;

-
set, for each suspended radio bearer and signalling radio bearer that has no pending ciphering activation time set by a previous security mode control procedure, an "RLC send sequence number" in IE "Radio bearer downlink ciphering activation time info" in the IE "Ciphering mode info", at which time the new ciphering configuration shall be applied;

-
set, for each suspended radio bearer and signalling radio bearer that has a pending ciphering activation time set by a previous security mode control procedure, the "RLC send sequence number" in IE "Radio bearer downlink ciphering activation time info" in the IE "Ciphering mode info" to the value used in the previous security mode control procedure, at which time the latest ciphering configuration shall be applied.

While suspended, radio bearers and signalling radio bearers shall not deliver RLC PDUs with sequence number greater than or equal to the number in IE "Radio bearer downlink ciphering activation time info".

When the successful delivery of the SECURITY MODE COMMAND has been confirmed by RLC, UTRAN shall:

-
resume all the suspended radio bearers and signalling radio bearers. The old ciphering configuration shall be applied for the transmission of RLC PDUs with RLC sequence number less than the number indicated in the IE "Radio bearer downlink ciphering activation time info", as sent to the UE. The new ciphering configuration shall be applied for the transmission of RLC PDUs with RLC sequence number greater than or equal to the number indicated in IE "Radio bearer downlink ciphering activation time info", sent to the UE.

8.1.12.2.2
Integrity protection configuration change

To start or modify integrity protection, UTRAN sends a SECURITY MODE COMMAND message on the downlink DCCH in AM RLC using the new integrity protection configuration.

When the successful delivery of the SECURITY MODE COMMAND has been confirmed by RLC, UTRAN should:

-
for the radio bearers and signalling radio bearers:

-
send an indication to upper layers that the new integrity protection configuration has been activated when the activation time has elapsed.

8.1.12.3
Reception of SECURITY MODE COMMAND message by the UE

Upon reception of the SECURITY MODE COMMAND message, the UE shall perform the actions for the received information elements according to subclause 8.6.

If the IE "Ciphering mode info" and the IE "Integrity protection mode info" are both not included in the SECURITY MODE COMMAND, the UE shall:

-
set the variable INVALID_CONFIGURATION to TRUE.

If the IE "Security capability" is the same as indicated by variable UE_CAPABILITY_TRANSFERRED, and the IE "GSM security capability" (if included in the SECURITY MODE COMMAND) is the same as indicated by the variable UE_CAPABILITY_TRANSFERRED, the UE shall:

-
set the variable LATEST_CONFIGURED_CN_DOMAIN equal to the IE "CN domain identity";
-
if prior to the reception of SECURITY MODE COMMAND, the value of the IE "Status" in the variable "CIPHERING_STATUS" is "Not started" and the value of the IE "Historical status" in the variable "INTEGRITY_PROTECTION_INFO" is "Never been active":

-
use the value "START" in the most recently sent IE "START list" that belongs to the CN domain as indicated in the IE "CN domain identity" to initialise all hyper frame numbers for all the signalling radio bearers; while

-
setting the 20 most significant bits of the hyper frame numbers for all signalling radio bearers to the START for that CN domain;

-
setting the remaining bits of the hyper frame numbers equal to zero;
-
suspend all radio bearers and signalling radio bearers using RLC-AM or RLC-UM that belong to the CN domain indicated in the IE "CN domain identity"; and

-
set the "RLC send sequence number" in IE "Radio bearer uplink ciphering activation time info", at which time the new ciphering configuration shall be applied;

-
set the IE "RRC transaction identifier" in the SECURITY MODE COMPLETE message to the value of "RRC transaction identifier" in the entry for the SECURITY MODE COMMAND message in the table "Accepted transactions" in the variable TRANSACTIONS; and

-
clear that entry;

-
if the SECURITY MODE COMMAND message contained the IE "Ciphering mode info":

-
include and set the IE "Radio bearer uplink ciphering activation time info" to the value of the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO, for the respective radio bearer and signalling radio bearer;

-
if the SECURITY MODE COMMAND message contained the IE "Integrity protection mode info" with the IE "Integrity protection mode command" set to "Modify":

-
include and set the IE "Integrity protection activation info" to the value of the variable INTEGRITY_PROTECTION_ACTIVATION_INFO;

-
for radio bearers using RLC-TM:

-
apply the old ciphering configuration for the receiving and transmission of RLC TrD PDUs with the 10 least significant bits of COUNT-C, which includes CFN and its 2-bit carry (see subclause 8.6.3.4), less than the number indicated in the IE "Ciphering activation time for DPCH", as sent by the UTRAN;

-
apply the new ciphering configuration for the receiving and transmission of RLC TrD PDUs with the 10 least significant bits of COUNT-C, which includes CFN and its 2-bit carry (see subclause 8.6.3.4), greater than or equal to the number indicated in IE "Ciphering activation time for DPCH", as sent by the UTRAN;
-
when the radio bearers and signalling radio bearers using RLC-AM or RLC-UM have been suspended:

-
send a SECURITY MODE COMPLETE message on the uplink DCCH in AM RLC, using the old ciphering configurations;

-
if the IE "Integrity protection mode info" was present in the SECURITY MODE COMMAND message:

-
start applying the new integrity protection configuration in the uplink for signalling radio bearer RB2 from and including the transmitted SECURITY MODE COMPLETE message;

-
when the successful delivery of the SECURITY MODE COMPLETE message has been confirmed by RLC:

-
resume data transmission on any suspended radio bearer and signalling radio bearer mapped on RLC-AM or RLC-UM;

-
if the SECURITY MODE COMMAND message contained the IE "Ciphering mode info":

-
set the IE "Reconfiguration" in the variable CIPHERING_STATUS to FALSE; and

-
clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

-
if the SECURITY MODE COMMAND message contained the IE "Integrity protection mode info":

-
set the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_INFO to FALSE; and

-
clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO;

-
the procedure ends. If a RLC reset or re-establishment occurs after the SECURITY MODE COMPLETE message has been confirmed by RLC, but before the activation time for the new ciphering configuration has been reached, then the activation time shall be ignored and the new ciphering configuration shall be applied immediately after the RLC reset or RLC re-establishment;

-
notify upper layers upon change of the security configuration.

For radio bearers and signalling radio bearers used by the CN indicated in the IE "CN domain identity", the UE shall:

-
if a new integrity protection key has been received:

-
in the downlink:

-
use the new key;

-
set the IE "Downlink RRC HFN" for all signalling radio bearers in the variable INTEGRITY_PROTECTION_INFO of the downlink COUNT-I to zero when the RRC sequence number in a received RRC message on the particular signalling radio bearer reaches the value for that signalling radio bearer indicated in IE "Downlink integrity protection activation info" included in the IE "Integrity protection mode info";


in the uplink:

-
use the new key;

-
set the IE "Uplink RRC HFN" for all signalling radio bearers in the variable INTEGRITY_PROTECTION_INFO of the uplink COUNT-I to zero when the RRC sequence number in a transmitted RRC message on the particular signalling radio bearer reaches the value for that signalling radio bearer indicated in IE "Uplink integrity protection activation info";

-
if a new ciphering key is available:

-
for radio bearers using RLC-TM:

-
use the new key in uplink and downlink;

-
set the HFN component of the COUNT-C to zero at the 10 least significant bits of COUNT-C, which includes CFN and its 2-bit carry (see subclause 8.6.3.4), as indicated in the IE "Ciphering activation time for DPCH" in the IE "Ciphering mode info";

-
for radio bearers using RLC-AM and RLC-UM:

-
in the downlink, at and after the RLC sequence number indicated in IE "Radio bearer downlink ciphering activation time info" in the IE "Ciphering mode info":

-
use the new key;

-
set the HFN component of the downlink COUNT-C to zero;

-
in the uplink, at and after the RLC sequence number indicated in IE "Radio bearer uplink ciphering activation time info":

-
use the new key;

-
set the HFN component of the uplink COUNT-C to zero.

If the IE "Security capability" is not the same as indicated by the variable UE_CAPABILITY_TRANSFERRED, or the IE "GSM security capability" (if included in the SECURITY MODE COMMAND) is not the same as indicated by the variable UE_CAPABILITY_TRANSFERRED, or if the IE "GSM security capability" is not included in the SECURITY MODE COMMAND and is included in the variable UE_CAPABILITY_TRANSFERRED, the UE shall:

-
release all its radio resources;

-
indicate the release of the established signalling connections (as stored in the variable ESTABLISHED_SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the variable ESTABLISHED_RABS) to upper layers;

-
clear the variable ESTABLISHED_SIGNALLING_CONNECTIONS;

-
clear the variable ESTABLISHED_RABS;

-
enter idle mode;

-
perform actions when entering idle mode as specified in subclause 8.5.2;

-
and the procedure ends.

8.1.12.4
Void

8.1.12.5
Reception of SECURITY MODE COMPLETE message by the UTRAN

UTRAN should apply integrity protection on the received SECURITY MODE COMPLETE message and all subsequent messages with the new integrity protection configuration, if changed. When UTRAN has received a SECURITY MODE COMPLETE message and the integrity protection has successfully been applied, UTRAN shall:

-
for radio bearers using RLC-AM or RLC-UM:

-
use the old ciphering configuration for received RLC PDUs with RLC sequence number less than the RLC sequence number indicated in the IE "Radio bearer uplink ciphering activation time info" sent by the UE;

-
use the new ciphering configuration for received RLC PDUs with RLC sequence number greater than or equal to the RLC sequence number indicated in the IE "Radio bearer uplink ciphering activation time info" sent by the UE;

-
if an RLC reset or re-establishment occurs after the SECURITY MODE COMPLETE message has been received by UTRAN before the activation time for the new ciphering configuration has been reached, ignore the activation time and apply the new ciphering configuration immediately after the RLC reset or RLC re-establishment;

-
for radio bearers using RLC-TM:

-
use the old ciphering configuration for the received RLC PDUs before the 10 least significant bits of COUNT-C, which includes CFN and its 2-bit carry (see subclause 8.6.3.4), as indicated in the IE "Ciphering activation time for DPCH" in the IE "Ciphering mode info" as included in the SECURITY MODE COMMAND;
-
use the new ciphering configuration for the received RLC PDUs at or after the 10 least significant bits of COUNT-C, which includes CFN and its 2-bit carry (see subclause 8.6.3.4), as indicated in the IE "Ciphering activation time for DPCH" in the IE "Ciphering mode info" as included in the SECURITY MODE COMMAND;

-
and the procedure ends.

8.6.3.4
Ciphering mode info

The IE "Ciphering mode info" defines the new ciphering configuration. If the IE "Ciphering mode info" is present and if the IE "Reconfiguration" in the variable CIPHERING_STATUS is set to FALSE, the UE shall check the IE "Ciphering mode command" as part of the IE "Ciphering mode info", and perform the following. The UE shall:

-
if the IE "Status" in the variable CIPHERING_STATUS has the value "Not Started", and if the IE "Ciphering mode command" has the value "stop":

-
ignore this attempt to change the ciphering configuration; and

-
set the variable INVALID_CONFIGURATION to TRUE;

-
else:

-
set the IE "Reconfiguration" in the variable CIPHERING_STATUS to TRUE;

-
if IE "Ciphering mode command" has the value "start/restart":

-
start or restart ciphering in lower layers for all established radio bearers in the variable ESTABLISHED_RABS, using the ciphering algorithm (UEA [40]) indicated by the IE "Ciphering algorithm" as part of the new ciphering configuration. For each radio bearer, the value of the IE "RB identity" in the variable ESTABLISHED_RABS minus one shall be used as the value of BEARER in the ciphering algorithm. The new ciphering configuration shall be applied as specified below;

-
set the IE "Status" in the variable CIPHERING_STATUS to "Started";

-
if the IE "Ciphering mode command" has the value "stop", the UE shall:

-
stop ciphering and stop incrementing COUNT-C values for all signalling radio bearers and also for transparent RLC mode radio bearers, only at the new ciphering configuration that shall be applied as specified below;

-
set the IE "Status" in the variable CIPHERING_STATUS to "Not started";

-
in case the IE "Ciphering mode command" has the value "start/restart" or "stop", the new ciphering configuration shall be applied as follows:

-
store the (oldest currently used) ciphering configuration until activation times have elapsed for the new ciphering configuration to be applied on all signalling radio bearers and radio bearers;

-
if there are pending activation times set for ciphering by a previous procedure changing the ciphering configuration:

-
apply the ciphering configuration at this pending activation time as indicated in this procedure;

-
only need to store at most two different ciphering configurations at any given time for all signalling radio bearers and radio bearers, the old and latest ciphering configurations, per CN domain;

-
if the IE "Ciphering activation time for DPCH" is present in the IE "Ciphering mode info":

-
apply the new configuration at and after that time for radio bearers using RLC-TM. The IE "Activation time carry" shall be considered as more significant bits than the IE "Activation time"; 

-
if the IE "Ciphering mode info" is present in a message reconfiguring RB, transport channel or physical channel, the IE "Activation time" in IE "Ciphering activation time for DPCH" corresponds to a CFN after that reconfiguration;

Note: 
The temporal order of the IE "Activation time carry", which corresponds to the two least significant bits of HFN, shall be considered cyclic as 00 < 01 < 10 < 11 < 00. 

-
if the IE "Radio bearer downlink ciphering activation time info" is present in the IE "Ciphering mode info":

-
apply the following procedure for each radio bearer using RLC-AM and RLC-UM indicated by the IE "RB identity":

-
suspend data transmission on the radio bearer;

-
select an "RLC send sequence number" at which (activation) time the new ciphering configuration shall be applied in uplink for that radio bearer according to the following:

-
for each radio bearer and signalling radio bearer that has no pending ciphering activation time as set by a previous procedure changing the security configuration:

-
set a suitable value that would ensure a minimised delay in the change to the latest security configuration;

-
for each radio bearer and signalling radio bearer that has a pending ciphering activation time as set by a previous procedure changing the security configuration:

-
set the same value as the pending ciphering activation time;
-
consider this activation time to be elapsed when the selected activation time (as above) is equal to the "RLC send sequence number";

-
store the selected "RLC send sequence number" for that radio bearer in the entry for the radio bearer in the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

-
when the data transmission of that radio bearer is resumed:

-
switch to the new ciphering configuration according to the following:

-
use the old ciphering configuration for the transmitted and received RLC PDUs with RLC sequence numbers smaller than the corresponding RLC sequence numbers indicated in the IE "Radio bearer uplink ciphering activation time info" sent to UTRAN and in the received IE "Radio bearer downlink ciphering activation time info" received from UTRAN, respectively;

-
use the new ciphering configuration for the transmitted and received RLC PDUs with RLC sequence numbers greater than or equal to the corresponding RLC sequence numbers indicated in the IE "Radio bearer uplink ciphering activation time info" sent to UTRAN and in the received IE "Radio bearer downlink ciphering activation time info" received from UTRAN, respectively;

-
for a radio bearer using RLC-AM, when the RLC sequence number indicated in the IE "Radio bearer downlink ciphering activation time info" falls below the RLC receiving window and the RLC sequence number indicated in the IE "Radio bearer uplink ciphering activation time info" falls below the RLC transmission window, the UE may release the old ciphering configuration for that radio bearer;

-
if an RLC reset or re-establishment occurs before the activation time for the new ciphering configuration has been reached, ignore the activation time and apply the new ciphering configuration immediately after the RLC reset or RLC re-establishment.

If the IE "Ciphering mode info" is present and if the IE "Reconfiguration" in the variable CIPHERING_STATUS is set to TRUE, the UE shall:

-
ignore this second attempt to change the ciphering configuration; and

-
set the variable INCOMPATIBLE_SECURITY_RECONFIGURATION to TRUE.

If the IE "Ciphering mode info" is not present, the UE shall not change the ciphering configuration.

10.3.3.5
Ciphering mode info

This information element contains the ciphering specific security mode control information.

	Information Element/Group name
	Need
	Multi
	Type and reference
	Semantics description

	Ciphering mode command
	MP
	
	Enumerated (start/restart, stop)
	

	Ciphering algorithm 
	CV-notStop 
	
	Ciphering algorithm 10.3.3.4
	

	Ciphering activation time for DPCH
	OP
	
	

	Used for radio bearers mapped on RLC-TM. Only applicable if the UE is already in CELL_DCH state

	>Activation time carry
	MP
	
	Bit string (2)
	The two least significant bits of MAC-d HFN

	>Activation time
	MP
	
	Activation time

10.3.3.1
	

	Radio bearer downlink ciphering activation time info
	OP
	
	RB activation time info, 10.3.4.13
	Used for radio bearers mapped on RLC-AM or RLC-UM


	Condition
	Explanation

	notStop
	The IE is mandatory if the IE "Ciphering mode command" has the value "start/restart", otherwise the IE is not needed in the message.


11
Message and Information element abstract syntax (with ASN.1)

This clause contains definitions for RRC PDUs and IEs using a subset of ASN.1 as specified in [14]. PDU and IE definitions are grouped into separate ASN.1 modules.

11.0
General

If the abstract syntax of an IE is defined using the ASN.1 type "BIT STRING", and this IE corresponds to a functional IE definition in tabular format, in which the significance of bits is semantically defined, the following general rule shall be applied:

The bits in the ASN.1 bit string shall represent the semantics of the functional IE definition in decreasing order of bit significance;

-
with the first (or leftmost) bit in the bit string representing the most significant bit; and

-
with the last (or rightmost) bit in the bit string representing the least significant bit.

11.1
General message structure

Class-definitions DEFINITIONS AUTOMATIC TAGS ::=
BEGIN

IMPORTS


ActiveSetUpdate,


ActiveSetUpdateComplete,


ActiveSetUpdateFailure,



AssistanceDataDelivery,


CellChangeOrderFromUTRAN,


CellChangeOrderFromUTRANFailure,


CellUpdate,


CellUpdateConfirm-CCCH,


CellUpdateConfirm,


CounterCheck,


CounterCheckResponse,


DownlinkDirectTransfer,


HandoverToUTRANComplete,


InitialDirectTransfer,


HandoverFromUTRANCommand-GSM,


HandoverFromUTRANCommand-CDMA2000,


HandoverFromUTRANFailure,


MeasurementControl,


MeasurementControlFailure,


MeasurementReport,


PagingType1,


PagingType2,


PhysicalChannelReconfiguration,


PhysicalChannelReconfigurationComplete,


PhysicalChannelReconfigurationFailure,


PhysicalSharedChannelAllocation,


PUSCHCapacityRequest,


RadioBearerReconfiguration,


RadioBearerReconfigurationComplete,


RadioBearerReconfigurationFailure,


RadioBearerRelease,


RadioBearerReleaseComplete,


RadioBearerReleaseFailure,


RadioBearerSetup,


RadioBearerSetupComplete,


RadioBearerSetupFailure,


RRCConnectionReject,


RRCConnectionRelease,


RRCConnectionRelease-CCCH,


RRCConnectionReleaseComplete,


RRCConnectionRequest,


RRCConnectionSetup,


RRCConnectionSetupComplete,


RRCStatus,


SecurityModeCommand,


SecurityModeComplete,


SecurityModeFailure,


SignallingConnectionRelease,


SignallingConnectionReleaseRequest,


SystemInformation-BCH,


SystemInformation-FACH,


SystemInformationChangeIndication,


TransportChannelReconfiguration,


TransportChannelReconfigurationComplete,


TransportChannelReconfigurationFailure,


TransportFormatCombinationControl,


TransportFormatCombinationControlFailure,


UECapabilityEnquiry,


UECapabilityInformation,


UECapabilityInformationConfirm,


UplinkDirectTransfer,


UplinkPhysicalChannelControl,


URAUpdate,


URAUpdateConfirm,


URAUpdateConfirm-CCCH,


UTRANMobilityInformation,


UTRANMobilityInformationConfirm,


UTRANMobilityInformationFailure

FROM PDU-definitions

-- User Equipment IEs :


IntegrityCheckInfo

FROM InformationElements;

--**************************************************************

--

-- Downlink DCCH messages

--

--**************************************************************

DL-DCCH-Message ::= SEQUENCE {


integrityCheckInfo

IntegrityCheckInfo

OPTIONAL,


message




DL-DCCH-MessageType

}

DL-DCCH-MessageType ::= CHOICE {


activeSetUpdate





ActiveSetUpdate,


assistanceDataDelivery



AssistanceDataDelivery,


cellChangeOrderFromUTRAN 


CellChangeOrderFromUTRAN,


cellUpdateConfirm




CellUpdateConfirm,


counterCheck





CounterCheck,


downlinkDirectTransfer



DownlinkDirectTransfer,


handoverFromUTRANCommand-GSM

HandoverFromUTRANCommand-GSM,


handoverFromUTRANCommand-CDMA2000
HandoverFromUTRANCommand-CDMA2000,


measurementControl




MeasurementControl,


pagingType2






PagingType2,


physicalChannelReconfiguration

PhysicalChannelReconfiguration,


physicalSharedChannelAllocation

PhysicalSharedChannelAllocation,


radioBearerReconfiguration


RadioBearerReconfiguration,


radioBearerRelease




RadioBearerRelease,


radioBearerSetup




RadioBearerSetup,


rrcConnectionRelease



RRCConnectionRelease,


securityModeCommand




SecurityModeCommand,


signallingConnectionRelease


SignallingConnectionRelease,


transportChannelReconfiguration

TransportChannelReconfiguration,


transportFormatCombinationControl
TransportFormatCombinationControl,


ueCapabilityEnquiry




UECapabilityEnquiry,


ueCapabilityInformationConfirm

UECapabilityInformationConfirm,


uplinkPhysicalChannelControl

UplinkPhysicalChannelControl,


uraUpdateConfirm




URAUpdateConfirm,


utranMobilityInformation


UTRANMobilityInformation,


extension






NULL

}

11.2
PDU definitions

--**************************************************************
--

-- TABULAR: The message type and integrity check info are not

-- visible in this module as they are defined in the class module. 

-- Also, all FDD/TDD specific choices have the FDD option first 

-- and TDD second, just for consistency.

--

--**************************************************************

PDU-definitions DEFINITIONS AUTOMATIC TAGS ::=

BEGIN

--**************************************************************

--

-- IE parameter types from other modules

--

--**************************************************************

IMPORTS

-- Core Network IEs :


CN-DomainIdentity,


CN-InformationInfo,


CN-InformationInfoFull,


NAS-Message,


PagingRecordTypeID,

-- UTRAN Mobility IEs :


URA-Identity,

-- User Equipment IEs :


ActivationTime,

ActivationTimeCarry,

C-RNTI,


CapabilityUpdateRequirement,


CellUpdateCause,


CipheringAlgorithm,


CipheringModeInfo,


EstablishmentCause,


FailureCauseWithProtErr,


FailureCauseWithProtErrTrId,



InitialUE-Identity,


IntegrityProtActivationInfo,


IntegrityProtectionModeInfo,


N-308,


PagingCause,


PagingRecordList,


ProtocolErrorIndicator,


ProtocolErrorIndicatorWithMoreInfo,


Rb-timer-indicator,


Re-EstablishmentTimer,


RedirectionInfo,


RejectionCause,


ReleaseCause,


RRC-StateIndicator,


RRC-TransactionIdentifier,


SecurityCapability,


START-Value,


STARTList,


U-RNTI,


U-RNTI-Short,


UE-RadioAccessCapability,


UE-RadioAccessCapability-v370ext,

UE-ConnTimersAndConstants,


URA-UpdateCause,


UTRAN-DRX-CycleLengthCoefficient,


WaitTime,

-- Radio Bearer IEs :


DefaultConfigIdentity,


DefaultConfigMode,


DL-CounterSynchronisationInfo,


PredefinedConfigIdentity,


RAB-Info,


RAB-Info-Post,


RAB-InformationList,


RAB-InformationReconfigList,


RAB-InformationSetupList,


RB-ActivationTimeInfo,


RB-ActivationTimeInfoList,


RB-COUNT-C-InformationList,


RB-COUNT-C-MSB-InformationList,


RB-IdentityList,


RB-InformationAffectedList,


RB-InformationReconfigList,


RB-InformationReleaseList,


RB-InformationSetupList,


RB-WithPDCP-InfoList,


SRB-InformationSetupList,


SRB-InformationSetupList2,


UL-CounterSynchronisationInfo,

-- Transport Channel IEs:


CPCH-SetID,


DL-AddReconfTransChInfo2List,


DL-AddReconfTransChInfoList,


DL-CommonTransChInfo,


DL-DeletedTransChInfoList,


DRAC-StaticInformationList,


TFC-Subset,


TFCS-Identity,


UL-AddReconfTransChInfoList,


UL-CommonTransChInfo,


UL-DeletedTransChInfoList,

-- Physical Channel IEs :


AllocationPeriodInfo,


Alpha,


CCTrCH-PowerControlInfo,


ConstantValue,


CPCH-SetInfo,


DL-CommonInformation,


DL-CommonInformationPost,


DL-InformationPerRL,


DL-InformationPerRL-List,


DL-InformationPerRL-ListPostFDD,


DL-InformationPerRL-PostTDD,


DL-DPCH-PowerControlInfo,


DL-PDSCH-Information,


DPCH-CompressedModeStatusInfo,


FrequencyInfo,


FrequencyInfoFDD,


FrequencyInfoTDD,


IndividualTS-InterferenceList,


MaxAllowedUL-TX-Power,


PDSCH-CapacityAllocationInfo,


PDSCH-Identity,


PDSCH-Info,


PRACH-RACH-Info,


PrimaryCCPCH-TX-Power,


PUSCH-CapacityAllocationInfo,


PUSCH-Identity,


RL-AdditionInformationList,


RL-RemovalInformationList,


SpecialBurstScheduling,


SSDT-Information,


TFC-ControlDuration,


TimeslotList,


TX-DiversityMode,


UL-ChannelRequirement,


UL-ChannelRequirementWithCPCH-SetID,


UL-DPCH-Info,


UL-DPCH-InfoPostFDD,


UL-DPCH-InfoPostTDD,


UL-TimingAdvance,


UL-TimingAdvanceControl,

-- Measurement IEs :


AdditionalMeasurementID-List,


Frequency-Band,


EventResults,


InterRAT-TargetCellDescription,


MeasuredResults,


MeasuredResultsList,


MeasuredResultsOnRACH,


MeasurementCommand,


MeasurementIdentity,


MeasurementReportingMode,


PrimaryCCPCH-RSCP,


TimeslotListWithISCP,


TrafficVolumeMeasuredResultsList,


UE-Positioning-GPS-AssistanceData,


UE-Positioning-OTDOA-AssistanceData,

-- Other IEs :


BCCH-ModificationInfo,


CDMA2000-MessageList,


GSM-MessageList,


InterRAT-ChangeFailureCause,


InterRAT-HO-FailureCause,


InterRAT-UE-RadioAccessCapabilityList,



InterRAT-UE-SecurityCapList,


InterRATMessage,


IntraDomainNasNodeSelector,

ProtocolErrorInformation,


ProtocolErrorMoreInformation,


Rplmn-Information,


SegCount,


SegmentIndex,


SFN-Prime,


SIB-Data-fixed,


SIB-Data-variable,


SIB-Type

FROM InformationElements


maxSIBperMsg,


maxSystemCapability

FROM Constant-definitions;
-- ***************************************************

--

-- RRC STATUS

--

-- ***************************************************

RRCStatus ::= SEQUENCE {


-- Other IEs



protocolErrorInformation

ProtocolErrorMoreInformation,


-- TABULAR:  Identification of received message is nested in 


-- ProtocolErrorMoreInformation


-- Extension mechanism for non- release99 information



nonCriticalExtensions


SEQUENCE {}

OPTIONAL

}

-- ***************************************************

--

-- SECURITY MODE COMMAND

--

-- ***************************************************

SecurityModeCommand ::= CHOICE {


r3







SEQUENCE {



securityModeCommand-r3


SecurityModeCommand-r3-IEs,



nonCriticalExtensions


SEQUENCE {



securityModeCommand-v380ext

SecurityModeCommand-v380ext,




nonCriticalExtensions


SEQUENCE {}

OPTIONAL


}

OPTIONAL


},


later-than-r3




SEQUENCE {



rrc-TransactionIdentifier

RRC-TransactionIdentifier,



criticalExtensions



SEQUENCE {}


}

}






SecurityModeCommand-r3-IEs ::= SEQUENCE {

-- TABULAR: Integrity protection shall always be performed on this message.


-- User equipment IEs



rrc-TransactionIdentifier

RRC-TransactionIdentifier,



securityCapability



SecurityCapability,



cipheringModeInfo



CipheringModeInfo




OPTIONAL,



integrityProtectionModeInfo

IntegrityProtectionModeInfo


OPTIONAL,


-- Core network IEs



cn-DomainIdentity



CN-DomainIdentity,


--
Other IEs



ue-SystemSpecificSecurityCap
InterRAT-UE-SecurityCapList


OPTIONAL
}
SecurityModeCommand-v380ext ::= SEQUENCE {


-- User equipment IEs



activationTimeCarry



ActivationTimeCarry
}
-- ***************************************************

--

--     USER EQUIPMENT INFORMATION ELEMENTS (10.3.3)

--

-- ***************************************************

ActivationTime ::=




INTEGER (0..255)

-- TABULAR : value 'now' always appear as default, and is encoded by absence of the field

ActivationTimeCarry ::= 



BIT STRING (SIZE (2))
BackoffControlParams ::=


SEQUENCE {


n-AP-RetransMax





N-AP-RetransMax,


n-AccessFails





N-AccessFails,


nf-BO-NoAICH





NF-BO-NoAICH,


ns-BO-Busy






NS-BO-Busy,


nf-BO-AllBusy





NF-BO-AllBusy,


nf-BO-Mismatch





NF-BO-Mismatch,


t-CPCH







T-CPCH

}

C-RNTI ::=






BIT STRING (SIZE (16))

CapabilityUpdateRequirement ::=

SEQUENCE {


ue-RadioCapabilityFDDUpdateRequirement
BOOLEAN,


ue-RadioCapabilityTDDUpdateRequirement
BOOLEAN,


systemSpecificCapUpdateReqList

SystemSpecificCapUpdateReqList

OPTIONAL

}

CellUpdateCause ::=




ENUMERATED { 











cellReselection,











periodicalCellUpdate,











uplinkDataTransmission,











utran-pagingResponse,











re-enteredServiceArea,











radiolinkFailure,











rlc-unrecoverableError,











spare1 }

ChipRateCapability ::=



ENUMERATED {











mcps3-84, mcps1-28 }

CipheringAlgorithm ::=



ENUMERATED {











uea0, uea1 }

CipheringModeCommand ::=


CHOICE {


startRestart





CipheringAlgorithm,


stopCiphering





NULL

}

CipheringModeInfo ::=



SEQUENCE {


cipheringModeCommand



CipheringModeCommand,


-- TABULAR: The ciphering algorithm is included in 


-- the CipheringModeCommand.


activationTimeForDPCH



ActivationTime





OPTIONAL,


rb-DL-CiphActivationTimeInfo

RB-ActivationTimeInfoList


OPTIONAL

}
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