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1.

Introduction

At the RAN WG2 meeting #17 in Sophia Antipolis it was decided to hold an email discussion on security issues in SRNS relocation. As a starting point to the discussion, [1] was used as a reference.

Common to all the solutions in [1] is the principle that the Target RNC decides the downlink HFN and the UE decides the uplink HFN to be used after the SRNS relocation. In the kickoff of this email discussion another solution was presented: The UE sends the START values to the network and all the HFNs are initialised with the START. This solution minimizes the signalling overhead, and although wasting some of the HFN numbering space, is a feasible solution for SRNS relocation as well. This solution would add START values as an optional IE in the uplink RRC messages that are used in SRNS relocation. The UE would include the IE START only in case it receives a new U-RNTI in the downlink RRC message. (The new U-RNTI informs the UE that SRNS relocation is being performed.)

In Release 4, PS-domain handovers for real-time services are under study. Currently, there are two proposed solutions for real-time PS handovers: 'Reuse of Rel'99 packet duplication mechanism' and 'Core network bi-casting'. These two proposals do not have essential differences on the air interface compared to Rel'99 and therefore it can be confirmed that the adopted security solution can also be used in Release 4.

2. Proposal

Since there was no discussion on the email reflector it is proposed to adopt the solution where START values are added as an optional IE in the uplink RRC messages that are used in SRNS relocation. The updated stage 2 description of SRNS relocation is presented in [2].
3. 
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