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1. Introduction

In GSM phase 2, an option about the transfer of IMEI-SV (request and IMEI transfer) was introduced into the ciphering procedure on RRC interface In R99 UMTS, the Security Mode Control procedure does not provide the same option.
2. Discussion 

In GSM phase 1 the transfer of the IMEI-SV from the UE to the CN was made through a specific CC procedure.

In GSM phase 2, to minimize the flow of the DTAP messages, it was decided to introduce the possibility to transfer the IMEI-SV during the ciphering procedures on A interface and radio interface.

Up to now this possibility is not provided in UMTS R99. It would be better to introduce this option in UMTS for the same reason as in GSM.

Note: the same request has been sent to TSG RAN3 for corresponding evolution on Iu interface.
3. Proposal

Update RRC protocol to:
· Add an optional IE in the Security Mode Command message to request the IMEI to the UE.

· Add a conditional IE in the Security Mode Complete message for providing IMEI-SV to the RNC.
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8.1.12
Security mode control
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Figure 16: Security mode control procedure

8.1.12.1
General

The purpose of this procedure is to trigger the start of ciphering or to command the change of the cipher key, both for the signalling link and for any of the radio bearers.

It is also used to start integrity protection or to restart integrity protection for uplink and downlink signalling. 

8.1.12.2
Initiation

Prior to UTRAN initiates a security mode control procedure for control of ciphering and if the UE has radio bearers using RLC-AM or RLC-UM, UTRAN should suspend all radio bearers belonging to the CN domain for which the security mode control procedure is initiated. Also the signalling radio bearers are suspended. For each suspended radio bearer, UTRAN includes the current RLC send sequence number in the IE "Radio bearer downlink activation time info" in the IE "Ciphering mode info".

Further, if the UE has radio bearers using RLC-TM, UTRAN sets the IE "Activation time for DPCH" in the IE "Ciphering mode info" to the CFN at which the new ciphering configuration shall become active. 

To start or reconfigure ciphering and/or integrity protection, the UTRAN sends a SECURITY MODE COMMAND message on the downlink DCCH in AM RLC using the present ciphering and/or integrity protection configuration.
Additionally, the UTRAN may, by the use of the IE “Cipher response”, request the UE to include its IMEISV in the SECURITY MODE COMPLETE message.
When the transmission of the SECURITY MODE COMMAND has been confirmed by RLC, and if the security mode control procedure is used to control ciphering, UTRAN should resume all the suspended radio bearers using RLC-AM or RLC-UM, that use the old ciphering configuration for the transmission of RLC PDUs with RLC sequence number less than the RLC sequence number indicated in the IE "Radio bearer downlink ciphering activation time info" sent to the UE, and the new ciphering configuration for the transmission of RLC PDUs with RLC sequence number greater than or equal to the RLC sequence number indicated in the IE "Radio bearer downlink ciphering activation time info" sent to the UE.

8.1.12.3
Reception of SECURITY MODE COMMAND message by the UE

Upon reception of the SECURITY MODE COMMAND message, the UE shall perform the actions for the received information elements according to 8.5.7.

If the IE "security capabilities" is the same as indicated by variable UE_CAPABILITY_TRANSFERRED, the UE shall suspend (from sequence numbers on, which are greater than or equal to each radio bearer's downlink ciphering activation time) all radio bearers using RLC-AM or RLC-UM that belong to the CN domain indicated in the IE "CN domain identity", received in the message SECURITY MODE COMMAND. The UE shall also suspend all the signalling radio bearers. When the radio bearers have been suspended, the UE shall send a SECURITY MODE COMPLETE message on the uplink DCCH in AM RLC, using the old ciphering and/or the new integrity protection configuration. If the IE “Cipher response” in the SECURITY MODE COMMAND message specified "IMEI" the UE shall include its IMEISV in the SECURITY MODE COMPLETE message.
If a new integrity protection key has been received, the new key shall be used and the integrity protection "downlink HFN" shall be set to 0 at the RRC sequence indicated in IE "Downlink integrity protection activation info" included in the IE "Integrity protection mode info". In the uplink the UE shall start using the new key and set "uplink HFN" to 0 at at the RRC sequence indicated in IE "Uplink integrity protection activation info" included in the IE "Integrity protection mode info".

If the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO is set, the UE shall include and set the IE "Radio bearer uplink ciphering activation time info" to the value of that variable.

If a new ciphering key is available, the new ciphering key shall be used and the uplink and downlink ciphering hyperframe number shall be set to zero for the signalling radio bearers and the radio bearers used by the CN indicated in the IE "CN domain identity".

When the transmission of the SECURITY MODE COMPLETE message has been confirmed by RLC, the UE shall resume data transmission on any suspended radio bearers mapped on RLC-UM or RLC-AM, clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO and the procedure ends.

8.1.12.4
Cipher activation time too short

If the time specified by the IE "Activation time for DPCH" or the IE "Radio bearer downlink ciphering activation time info" contained in the IE "Ciphering mode info" has elapsed, the UE shall switch immediately to the new cipher configuration.

8.1.12.5
Unsuccessful verification of IE 'UE ciphering capabilities'

If the received IE 'UE ciphering capabilities' is not the same as indicated by variable UE_CAPABILITY_TRANSFERRED, the UE shall release all its radio resources, enter idle mode and the procedure ends on the UE side. Actions the UE shall perform when entering idle mode are given in subclause 8.5.2.

8.1.12.6
Reception of SECURITY MODE COMPLETE message by the UTRAN

UTRAN should apply integrity protection on the received SECURITY MODE COMPLETE message and all subsequent messages. When UTRAN has received a SECURITY MODE COMPLETE message and the integrity protection has successfully been applied, UTRAN shall use

for radio bearers using RLC-AM or RLC-UM:

-
the old ciphering configuration for received RLC PDUs with RLC sequence number less than the RLC sequence number indicated in the IE "Radio bearer uplink ciphering activation time info" sent by the UE. 

-
the new ciphering configuration for received RLC PDUs with RLC sequence number greater than or equal to the RLC sequence number indicated in the IE "Radio bearer uplink ciphering activation time info" sent by the UE.

for radio bearers using RLC-TM:

-
the new ciphering configuration for the received RLC PDUs at the CFN as indicated in the IE "Activation time for DPCH" in the IE "Ciphering mode info". 

and the procedure ends.

8.1.12.7
Invalid SECURITY MODE COMMAND message

*** Next Modified section ***

10.2.45
SECURITY MODE COMMAND


RLC-SAP: AM 


Logical channel: DCCH


Direction: UTRAN to UE

Information Element
Need
Multi
Type and reference
Semantics description

Message Type
MP

Message Type


UE information elements





Integrity check info
CH

Integrity check info 10.3.3.16
Integrity check info is included if integrity protection is applied

Ciphering algorithm
MP

Ciphering algorithm 10.3.3.4


Ciphering mode info
OP

Ciphering mode info 10.3.3.5
Only present if ciphering shall be controlled

Integrity protection mode info
OP

Integrity protection mode info10.3.3.19
Only present if integrity protection shall be controlled

CN Information elements





CN domain identity
MP

CN domain identity 10.3.1.1
Indicates which cipher and integrity protection keys are is applicable

Cipher response
OP

Cipher response 10.3.1.xx
Only present if IMEISV is requested to the UE

*** Next Modified section ***

10.2.46
SECURITY MODE COMPLETE


RLC-SAP: AM 


Logical channel: DCCH


Direction: UE to UTRAN

Information Element
Need
Multi
Type and reference
Semantics description

Message Type
MP

Message Type


UE information elements





Integrity check info
CH

Integrity check info 10.3.3.16
Integrity check info is included if integrity protection is applied

Hyper frame number
OP

Hyper frame number 10.3.3.13
Only present if there is no active radio bearers towards "CN domain identity" where the SECURITY MODE COMMAND was initiated or if none of these radio bearers uses ciphered connection.

Uplink integrity protection activation info
OP

Integrity protection activation info 10.3.3.17


RB Information elements





Radio bearer uplink ciphering activation time info
OP

RB activation time info 10.3.4.10


CN Information elements





IMEI
OP

IMEI 10.3.1.5
Only present if IMEI was requested by the IE “Cipher response” in the SECURITY MODE COMMAND.

*** Next Modified section ***

10.3.1.xx
Cipher response
This IE contains a request for information to be provided by the UE in the SECURITY MODE COMPLETE.
Information Element/Group name
Need
Multi
Type and reference
Semantics description

Cipher response


Enumerated(IMEI)


11.1 General message structure

-- ***************************************************

--

-- SECURITY MODE COMMAND

--

-- ***************************************************

SecurityModeCommand ::= SEQUENCE {


-- User equipment IEs



cipheringAlgorithm



CipheringAlgorithm,



cipheringModeInfo



CipheringModeInfo




OPTIONAL,



integrityProtectionModeInfo

IntegrityProtectionModeInfo


OPTIONAL,


-- Core network IEs



cn-DomainIdentity



CN-DomainIdentity,


cipherResponse




CipherResponse





OPTIONAL,

-- Extension mechanism



non-Release99-Information

SEQUENCE {}






OPTIONAL

}

-- ***************************************************

--

-- SECURITY MODE COMPLETE

--

-- ***************************************************

SecurityModeComplete ::= SEQUENCE {


-- User equipment IEs



hyperFrameNumber



HyperFrameNumber




OPTIONAL,



ul-IntegProtActivationInfo

IntegrityProtActivationInfo


OPTIONAL,


-- Radio bearer IEs



rb-UL-CiphActivationTimeInfo
RB-ActivationTimeInfoList


OPTIONAL,

-- Core network IEs



imei






IMEI







OPTIONAL,

-- Extension mechanism



non-Release99-Information

SEQUENCE {}






OPTIONAL

}

11.2
PDU definitions

--**************************************************************

--

-- TABULAR: The message type and integrity check info are not

-- visible in this module as they are defined in the class module. 

-- Also, all FDD/TDD specific choices have the FDD option first 

-- and TDD second, just for consistency.

--

--**************************************************************

PDU-definitions DEFINITIONS AUTOMATIC TAGS ::=

BEGIN

--**************************************************************

--

-- IE parameter types from other modules

--

--**************************************************************

IMPORTS


CN-DomainIdentity,


CN-InformationInfo,


FlowIdentifier,


NAS-Message,


PagingRecordTypeID,


ServiceDescriptor,


SignallingFlowInfoList,

CipherResponse,


IMEI
FROM CoreNetwork-IEs

-- ***************************************************

--

-- SECURITY MODE COMMAND

--

-- ***************************************************

SecurityModeCommand ::= SEQUENCE {


-- User equipment IEs



cipheringAlgorithm



CipheringAlgorithm,



cipheringModeInfo



CipheringModeInfo




OPTIONAL,



integrityProtectionModeInfo

IntegrityProtectionModeInfo


OPTIONAL,


-- Core network IEs



cn-DomainIdentity



CN-DomainIdentity,


cipherResponse




CipherResponse





OPTIONAL,

-- Extension mechanism



non-Release99-Information

SEQUENCE {}






OPTIONAL

}

-- ***************************************************

--

-- SECURITY MODE COMPLETE

--

-- ***************************************************

SecurityModeComplete ::= SEQUENCE {


-- User equipment IEs



hyperFrameNumber



HyperFrameNumber




OPTIONAL,



ul-IntegProtActivationInfo

IntegrityProtActivationInfo


OPTIONAL,


-- Radio bearer IEs



rb-UL-CiphActivationTimeInfo
RB-ActivationTimeInfoList


OPTIONAL,

-- Core network IEs



imei






IMEI







OPTIONAL,

-- Extension mechanism



non-Release99-Information

SEQUENCE {}






OPTIONAL

}

11.3
Information element definitions

11.3.1
Core network information elements
CipherResponse ::=



ENUMERATED {











IMEI}
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