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1. INTRODUCTION

This draft CR addresses the 'man-in-the-middle' scenario, where an intruder steals capacity from radio bearers. The problem was raised in the 3GPP S3#10 meeting in Antwerp. 

In this threat scenario, the man-in-the-middle represents a base station + RNC for a legal mobile station and simultaneously represents a mobile station for a legal base station (and RNC). This scenario works well only if ciphering is not used in the radio interface and if the mobile station stays within an area of one base station. In this case it is possible that the 'man-in-the-middle' could send and receive its own data using the user plane radio bearer(s) set up by the legal entities. All data packet (RLC) headers between the legal peer entities would be manipulated by the 'middle-man' so that the peer entities could not notice that something is wrong. The legal user would be able to notice this only afterwards from his/her bill. 

The integrity protection as such cannot prevent the attack, since integrity protection is used only in the control plane. However, if the amount of data sent and received is periodically compared between the RNC and the UE, addition of fake data is noticed soon. The comparison messages are integrity protected, hence they cannot be modified.

This procedure serves also as a periodic local authentication during a connection. In this paper the required additions to 25.331 to implement this feature are proposed. The need for a 'local authentication' procedure is described in [1], chapter 6.4.7 (which is also attached to this contribution).

2. REFERENCES
[1] 3G TS 33.102 v3.4.0: "Security Architecture".
3. PROPOSAL

It is proposed to add a new RRC procedure, named "Counter check", to fulfill the requirement for the local authentication functionality. Some corrections to the procedure description in [1] are also proposed, when incorporating the procedure into 25.331. These corrections are:

1. Message names proposed in [1] have been changed to be in line with other procedures in 25.331, namely 
     COUNTER OK --> COUNTER CHECK RESPONSE 
and 
     COUNTER CHECK RESPONSE --> COUNTER CHECK FAILURE

2. In case the UE sends a COUNTER CHECK FAILURE message to UTRAN, the response message from UTRAN (COUNTER OK) is removed, since no real need for this message is identified

3. Instead of including all counter values into the COUNTER CHECK FAILURE message, only the mismatching values are included. No need for including all the values have been identified.

4. Clarifying sentences have been added: "It should be noted that this requires that the COUNT values for each radio bearer are maintained even if ciphering is not used. This procedure is only applicable to radio bearers using UM or AM mode of RLC. Applying this procedure for radio bearers using transparent mode of RLC is FFS."

-
In case of Tr RLC, the COUNT value cannot be the object to be checked, since COUNT=HFN+CFN does not indicate transmitted amount of packets or transmitted amount of data. One possibility would be to include a function to Tr RLC, which counts locally the number of transmitted and received Tr RLC PDUs. This counter could then be compared between UTRAN and UE. If the counter is 32 bits and we use 20ms TTI, the counter would last about 994 days, which should be enough for a lifetime of one radio bearer utilizing Tr RLC (e.g. speech service). Since this feature would require a CR also to RLC specification, it is left FFS.

5. In [1] it says: 
"The Counter Check message contains the most significant parts of the counter values (which reflect amount of data sent and received) from each active radio bearer."

… and later it says:

"If there is a difference between the counter values in the UE and the values indicated in the Counter Check message, the UE sends a Counter Check response to the RNC. The form of this message is similar to the Counter Check message"

This has been implemented in the following way:

The COUNTER CHECK message from UTRAN to UE contains 25 MSBs from the COUNT values.

The COUNTER CHECK FAILURE message from UE to UTRAN contains the whole COUNT values. 

The reason for this is that in [1] it says: "If there is no difference or if the difference is acceptable then the RNC completes the procedure…". By returning the whole COUNT values from UE (in case the 25 MSBs differ) gives UTRAN better possibilities to make the comparison (e.g. if the difference would be only one RLC PDU, it would be impossible to notice from the 25MSBs of COUNT).

(All the mentioned corrections have been checked with Nokia's S3 main delegate).

From TS 33.102: 

6.4.7
 Signalling procedure for periodic local authentication

The following procedure is used by the RNC to periodically perform a local authentication. At the same time, the amount of data sent during the RRC connection is periodically checked by the RNC and the UE. The RNC is monitoring the COUNT value associated to each radio bearer. The procedure is triggered whenever any of these values reaches a critical checking value. The granularity of these checking values and the values themselves are defined by the visited network. All messages in the procedure are integrity protected.
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Figure 15a: RNC periodic local authentication procedure

1.
When a checking value is reached (e.g. the value in some fixed bit position in the hyperframe number is changed), a Counter Check message is sent by the RNC. The Counter Check message contains the most significant parts of the counter values (which reflect amount of data sent and received) from each active radio bearer.

2.
The counter values in the Counter Check message are checked by UE and if they agree with the current status in the UE, a 'Counter OK' message is returned to the RNC. If there is a difference between the counter values in the UE and the values indicated in the Counter Check message, the UE sends a Counter Check response to the RNC. The form of this message is similar to the Counter Check message.

3.
In case the RNC receives the 'Counter OK' message the procedure is completed. In case the RNC receives the Counter Check response it compares the counter values indicated in it to counter values in the RNC. If there is no difference or if the difference is acceptable then the RNC completes the procedure by sending the 'Counter OK' message. Otherwise, the connection is released.
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8.1.14
Counter check
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Figure xx: Counter check procedure, basic flow
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Figure yy: Counter check procedure, UE detects difference in counter values

8.1.14.1
General

The counter check procedure is used by the UTRAN to perform a local authentication. The purpose of the procedure is to check that the amount of data sent in both directions (uplink/downlink) during the RRC connection is the same at UTRAN and at the UE side (to prevent a possible intruder – a 'man-in-the-middle' – to operate). It should be noted that this requires that the COUNT values for each radio bearer are maintained even if ciphering is not used. This procedure is only applicable to radio bearers using UM or AM mode of RLC. Applying this procedure for radio bearers using transparent mode of RLC is FFS.

8.1.14.2
Initiation

The UTRAN is monitoring the COUNT value associated to each radio bearer using UM or AM RLC. The procedure is triggered whenever any of these values reaches a critical checking value. The granularity of these checking values and the values themselves are defined to the UTRAN by the visited network. The UTRAN initiates the procedure by sending a COUNTER CHECK message on the downlink DCCH. 

8.1.14.3
Timer expiry at UTRAN 

If a timer started at UTRAN when sending the COUNTER CHECK message expires before a response from UE is received, the UTRAN should release the RRC connection.

8.1.14.4
Reception of an COUNTER CHECK message by the UE

When the UE receives a COUNTER CHECK message, it shall compare the COUNT values received in the COUNTER CHECK message to the COUNT values of the corresponding radio bearers.

If the number of radio bearers using UM or AM RLC mode and all the corresponding COUNT values match, the UE shall

· send a COUNTER CHECK RESPONSE message on the uplink DCCH

If the number of radio bearers using UM or AM RLC mode or any of the COUNT values is different

· send a COUNTER CHECK FAILURE message on the uplink DCCH

8.1.14.5
Reception of the COUNTER CHECK RESPONSE message by UTRAN

When the UTRAN receives a COUNTER CHECK RESPONSE message, the procedure ends.

8.1.14.6 Reception of the COUNTER CHECK FAILURE message by UTRAN

When the UTRAN receives a COUNTER CHECK FAILURE message, it should compare the COUNT values in the message to the COUNT values which were used in forming the COUNTER CHECK message.

If there is no difference or if the difference is acceptable, the procedure ends. The limits for an acceptable difference are defined to the UTRAN by the visited network. 

If there is difference that is not acceptable, UTRAN should initiate release of the RRC connection.
10.2.63
COUNTER CHECK

This message is used by UTRAN to indicate the current status of COUNT MSB values associated to each active radio bearer utilizing UM or AM RLC mode and to request UE to compare these to its COUNT MSB values and report the comparison results to UTRAN.
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10.2.64
COUNTER CHECK RESPONSE

This message is used by UE to indicate that the COUNT MSB values received in COUNTER CHECK message matched with the corresponding values in UE.
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10.2.65
COUNTER CHECK FAILURE

This message is used by UE to indicate that the COUNT MSB values received in COUNTER CHECK message did not match with the corresponding values in UE. This message also includes those COUNT values which MSB parts were different.
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For each RB (excl SRBs) using UM or AM RLC whose COUNT MSB values did not match with the values received from UTRAN.
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10.3.4.21.      RB COUNT MSB information

The MSB of the ciphering COUNT values of the radio bearer.
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10.3.4.22.      RB COUNT information

The ciphering COUNT values of the radio bearer.
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3. (in the case of Counter Check Response:) Counter OK or release connection
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