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1. Introduction

As stated in [3] it can happen that the UE uses a wrong cipher key either when switching to ciphering or when switching to a new cipher key, although authentication did not fail. If the procedure proposed in [1], which contains a check of the new cipher key, before the UE finally switches to this new key, is not applied, the UTRAN still should be able to detect that the UE uses the wrong cipher key in order to avoid that a connection is maintained for a long time, which is useless, since due to the wrong cipher key used for ciphering/deciphering on the UE side, UE and UTRAN cannot understand each other any longer.


Note that a problem of the connection due to a wrong cipher key CANNOT be discovered by evaluating bit errors or block errors. The L1 CRC refers to the ciphered stream, and a wrong cipher mask cannot be detected on L1 level.


In case of a voice call (RLC-TM mode), the user would directly notice that he does not receive any useful data any longer. It is the user himself, who then finds out that there is something wrong with the connection and that he cannot really tear down the connection. As a result, he would most probably switch off his UE. UTRAN would detect an Out-of-Sync signal for the DCH in use and would therefore conclude that the UE is no longer available.

In case of the packet data connection it could easily be possible that the connection exists for a longer time:

Imagine a user downloading bulk data overnight, however during the data transfer the cipher key changes, the UE uses a wrong new cipher key, and from then on, no portion of the data contains useful information. From then on the UE is lost, however resources are still allocated in UTRAN and the UE, and the user would be charged for these resources although they are useless, and the reasons for this situation is not due to a malfunction of the UE or a bad behaviour of the user. 

2. The problem

Although it is assumed that it is rare that the UE uses a wrong cipher key, this case still has to be sorted out, if it happens. The consequence of a UE using a wrong new cipher key e.g. in a packet data scenario as mentioned above is the following: After switching to a wrong new cipher key, the downloading application (e.g. TCP/IP based ftp, ) would find out from the wrong application-specific CRC (as it exists in TCP) that it no longer receives meaningful data. As a result, the application would finally stop requesting data, and stop the session on application level. As a consequence, the UE would, in its next measurement report, inform UTRAN that its queues have emptied. However, UTRAN will not be able to receive this message, which is ciphered, because it is ciphered with a wrong new key
, and there are no bit errors or block errors, which could be used to indicate that the connection should be torn down.

Applying the procedure “UE-terminated DCH Release” contained in 25.303, UTRAN would detect inactivity on the DCH, which is allocated to the UE under consideration. UTRAN would issue a PHYSICAL CHANNEL RECONFIGURE message to the UE, since the DCH is no longer needed. However, still the UE cannot receive this message, which is sent with the correct key, while the UE uses a wrong cipher key to decipher this message.

As a consequence, UTRAN will release the radio resources allocated to the UE, while it cannot be sure that the UE will really no longer use the resources, i.e. these resources cannot be allocated to another user. 

3. Proposal for a solution

In order to avoid that in case the UE uses a wrong new cipher key, the UE continues to use the DCH allocated to it, although UTRAN has released the corresponding code for reuse, it is proposed the following:

If the UE does not receive a PHYSICAL CHANNEL RECONFIGURE message after sending a MEASUREMENT REPORT message indicating, that the queues are empty for N317 times, the UE shall autonomously move to CELL_FACH state.

UTRAN can only be sure that the UE has released the DCH, if  UTRAN waits for the Out-of-Sync indication from L1. Therefore, it is recommended to let UTRAN wait for the Out-of-Sync indication until reassigning the code resources to another UE.

4. References

[1] TSGR#10(00)0226, Security mode control procedure for the signaling link allowing to check the new key used by the UE in advance, Philips.
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6.2.3.3
UE-terminated DCH Release

Figure 16 illustrates an example of a procedure for a switch from dedicated (CELL_DCH) to common (CELL_FACH) channels. All DCHs used by a UE are released and all dedicated logical channels are transferred to CELL)FACH instead. Triggering of this procedure could for example be an inactivity timer.

A switch from DCH to common channels is decided and a PHYSICAL CHANNEL RECONFIGURE message is sent (acknowledged or unacknowledged data transfer is a network option) from the RRC layer in the network to the UE. This message is sent on DCCH mapped on DCH. 

NOTE 1:
This message does not include new transport formats. If a change of these is required due to the change of transport channel, this is done with the separate procedure Transport Channel Reconfiguration. This procedure only handles the change of transport channel.

NOTE 2:
If the loss of L1 sync is used to detect in the NW that the UE has released the DCH:s, as is one possibility in the figure, then there may be a need to configure the Node B-L1 to a short timeout for detecting loss of sync. This is presented by the CPHY_out_of_sync_configure primitives in the figure. TSG-RAN WG2 is seeking guidance from TSG-RAN WG1 relating to the time required for reliable out-of-sync detection.

After reception the UE reconfigures L1 and L2 to release old DCH resources. The PHYSICAL CHANNEL RECONFIGURE COMPLETE message to the network is here sent on DCCH mapped on RACH (message acknowledgement on FACH). This message triggers a normal release of L1 and L2 resources in the network associated with the dedicated channel. If the L3 COMPLETE message doesn’t exist, the CPHY-Out-Of-Sync-IND from the physical layer must be applied.

NOTE 3:
When a Switch to CELL_FACH is done it is important to free the old code as fast as possible so that it can be reused. Therefore instead of waiting for the Physical Channel Reconfigure Complete message the network can reconfigure L1 and L2 when the acknowledged data confirmation arrives and the network is sure that the UE has received the Physical Channel Reconfigure message. To be even more certain that the UE has released the old DCH resources the network can wait until after the Out of sync Indication from L1.
These steps including a timer starting when the Physical Channel Reconfigure is sent, gives the network four different indications that the released DCH is really released, and that resources can be reused.
If the UE does not receive a PHYSICAL CHANNEL RECONFIGURE message after sending - for N317 times - a MEASUREMENT REPORT message indicating, that the queues are empty, the UE shall autonomously move to CELL_FACH state.
This applies to the (rare) case that the UE uses a wrong cipher key although authentication/re-authentication did not fail.


� Measurement reports are sent via a ciphered (bi-directional) DCCH, since otherwise an intruder could mimic a measurement report (which then has to be at least integrity-protected) with usually the wrong Message Authentication Code. Due to the counter counting wrong Message Authentication Codes in the integrity protection concept (see Tdoc 000092), the intruder could at least cause the UE to be sent to idle mode, if the intruder generates (unciphered) messages with wrong Message Authentication Codes. This can only be avoided if the measurement report is sent via a ciphered DCCH.
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