TSG-RAN Working Group 2 (Radio layer 2 and Radio layer 3) 
TSGR2#8(99)g34

Cheju, Korea, November 2nd to 5th 1999


Agenda Item:
24

Source: 
Ericsson


Title: 
Proposed Liaison Statement to SA3 on ciphering complexity
Document for:
Decision

___________________________________________________________________________

1 Introduction

RAN WG2 would like to inform SA WG3 that RAN WG2 have discussed whether there is a requirement that retransmissions of RLC PDUs should use the same ciphering mask as when they where first transmitted. If there is not such a requirement, the work in RAN WG2 would be significantly simplified as well as the implementation complexity of both RNCs and UEs. Therefore, RAN WG2 asks SA WG3 to really consider whether there exists a requirement as described above.

The remaining of this liaison contains some parts of the discussions around the issue held in RAN WG2. 

2 Complexity associated with the ciphering algorithm

The ciphering algorithm to be used within UMTS, denoted f8, is specified by the SAGE group. TSGR2 is responsible for the usage of the f8 algorithm and this is currently specified in 3G TS 25.301. Due to the complexity of the f8 algorithm it is reasonable to assume that it must be implemented as a dedicated hardware realisation to get an efficient and low power consumption implementation. According to our investigations this is also the assumption within the SAGE group.

The f8 algorithm is built to generate consecutive blocks of 64-bit overlay symbols based on input parameters KEY, COUNT, BEARER and DIRECTION. These parameters make up a ciphering context. For security reasons, generation of the first 64-bit overlay symbols takes approximately twice as long to generate compared to subsequent 64-bit overlay blocks. The ciphering context must be changed with every new ciphering/deciphering payload submitted to the f8 engine. For an efficient implementation, there should be as few switches of ciphering contexts as possible. From this point of view, it is beneficial that the f8 algorithm should operate on as long data streams as possible without having to change the ciphering context.

From the discussion above, we understand that the ciphering algorithm should operate as ‘low’ as possible in the radio protocol architecture. In the following, we discuss potential advantages and disadvantages:

· Ciphering on CCTrCH level is not possible, since the CCTrCH is not accessible in the SRNC.

· Ciphering on transport channel level is not always possible. Due to MAC multiplexing, data streams carried on the corresponding logical channels may originate from different CN domains, which means that separate ciphering keys must be applied. Furthermore, common transport channels are sometimes not accessible in the same RNC.

· Ciphering on logical channel level is possible with a few exceptions. In this case, the COUNT variable is based on the UE connection frame number (CFN) and the ciphering is done in the SRNC. Therefore, a valid COUNT variable is not always accessible for ciphering of logical channels mapped to common transport channels. Specifically, there is no applicable COUNT variable if the scheduling of the logical channel is done in another RNC than where the ciphering is done. Furthermore, ciphering on logical channel level prevents the use of Hybrid ARQ Type 2 (although Hybrid ARQ is not part of release 99). 

· Ciphering on RLC only works for acknowledged mode and unacknowledged mode. In these to cases the COUNT variable consists of the RLC SN and the HFN. Two possible ciphering solutions, as listed below in order of increasing implementation complexity, have been discussed:

· PDU level ciphering. This solution ciphers each PDU requiring the f8 engine to be re-started with a new ciphering context for every PDU. The radio interface allows several PDUs to be transmitted and received during one transmission time interval (TTI, can be 10, 20, 40 or 80ms). There is however a potential security problem with this solution. Retransmissions of PUs (one RLC PDU can contain several PUs) might use a different COUNT variable than the original transmission of the PU (since it is the SN in the RLC PDU header that is used in the COUNT and that SN is one of the PU's SN). 

· PU level ciphering. This solution ciphers each PU requiring the f8 engine to be re-started with a new ciphering context for every PU. The fact that PU size can be quite small leads to that a RLC PDU can contain a lot of PUs and hence the f8 engine might need to be restarted many times in one TTI.

3 Complexity associated with change of ciphering key

There is an ongoing discussion in RAN2 on how to change security keys without risking any loss of data, but still being efficient. The main problem with this case is that if retransmitted data should be ciphered with the same KEY as the original transmission there exists no good solution today. There have been solutions proposed that work if there is not a requirement on 'retransmission with the same key'. Hence, without a requirement, the change of key procedure would be significantly simplified. Furthermore, it has been noted that retransmissions done from the CN when using transparent RLC will for certain scenarios use a different KEY and/or COUNT variable (e.g. RLP in GSM).

4 Summary

Given the discussion in the above sections, RAN WG2's work as well as the implementation of UEs and RNCs would be significantly simplified if SA3 could confirm that there is not a requirement to use the same ciphering mask when re-transmitting data.
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