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8.1.10 Security mode control
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Figure 14)  Security mode  control procedure
8.1.10.1
General

The purpose of this procedure is to trigger the start of ciphering or to command the change of the cipher key.
8.1.10.2
Initiation
The UTRAN sends a SECURITY MODE COMMAND message on the downlink DCCH in AM RLC, using the old ciphering configuration.

If the activation time is not included in the SECURITY MODE COMMAND message, the UTRAN should begin ciphering, when the layer 2 acknowledgement for the SECURITY MODE COMMAND message is received.
The UTRAN may set the IE ”Activation Time”, both in uplink and in downlink, in order to synchronise the time instant at which the cipher key shall be switched.
8.1.10.3
Reception of SECURITY MODE COMMAND message by the UE

If the IE ”Activation Time” is not included in the SECURITY MODE COMMAND message, the UE shall immediately begin to transmit using the new ciphering configuration, and to receive and decipher messages. 

If the IE ”Activation Time” is included, the UE shall switch to the new ciphering configuration at the specified time.
The UE shall send a SECURITY MODE COMPLETE message on the uplink DCCH in AM RLC, using the new ciphering configuration. When the transmission of the SECURITY MODE COMPLETE message has been confirmed by RLC, the procedure ends.
8.1.10.4
Activation time too short
If the time specified by the IE ”Activation Time” has elapsed, the UE shall switch immediately to the new cipher configuration.
8.1.10.5
Reception of SECURITY MODE COMPLETE message by the UTRAN



Note : The same procedure can be used for integrity control. But this is FFS.

10.1.7.5 SECURITY MODE CONTROL COMMAND

RLC-SAP: t.b.d. 

Logical channel: DCCH

Direction: UTRAN to UE

Information Element
Presence
Range
IE type and reference
Semantics description

Message Type
M




CN Information elements





CN domain identity
M


Indicates which cipher key is 

Applicable













UE information elements





Activation Time
M


Start of the new ciphering configuration in uplink for all the radio bearers







10.1.7.6 SECURITY MODE CONTROL COMPLETE

RLC-SAP: t.b.d. 

Logical channel: DCCH

Direction: UE to UTRAN

Information Element
Presence
Range
IE type and reference
Semantics description

Message Type
M
















UE information elements





Activation Time
M


Start of the new ciphering configuration in uplink for all the radio bearers
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_________________________________________________________________________


In an LS to S3 from R3 (R3-99790), the following questions were asked regarding the use of ciphering when more than one Radio Access Bearer is assigned to a user:


· if ciphering is requested, should all the Radio Access Bearers used by a single user be all ciphered?


· or should it be provided the possibility to only cipher a subset of the Radio Access Bearers?


S3 can confirm that it is not necessary to provide a mechanism where only a subset of simultaneous Radio Access Bearers assigned to a single user are ciphered. Moreover, even when security is provided at the application layer for a subset of the Radio Access Bearers (e.g. data bearers supporting secure IP services), access link encryption should still be applied to these bearers.
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