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Introduction

In the last meeting, ways to perform a controlled change of the ciphering key have been proposed. When the cipher key is changed, a mechanism has to be used that allows the receiving side to determine which key should be used while the change is in progress. For RLC in UM and AM mode, the proposals centred around solutions using an indication on the RLC header. For Telecom Modus, use of the CFN had been suggested. The results of the discussions during the last meeting were summarised in TDoc R2-99C91.

The two most important problems to be solved in the cipher key change procedure are:

UM: In UM mode, the sending and receiving RLC entities do not communicate, which makes it difficult to decide on RLC level if the receiving side has understood a ciphering indication in the RLC header.

AM: As retransmissions have to be ciphered with the same key as in the original transmission, a PDU may simultaneously contain PUs ciphered with the old and with the new key.

There was not much activity, and the only participants in the discussion were DoCoMo, Nortel and Telecom Modus

Summary of the discussion

The discussion focused on the cipher key change for UM and AM, based on RLC indications. There was no discussion for Telecom Modus, and the assumption is that the frame number will be used.

· It was recognised that the scheme using CKCs as discussed in the last meeting did not fully take the PU-concept into account. The participants recognised that a simple solution should be chosen. Nortel suggested to use the same solution for UM and AM, which Telecom Modus was not sure would be feasible.

· DoCoMo pointed out that in AM, one CKC indicator is needed for every PU with the scheme described in R2-99C91. Since LIs are used for CKC, this causes a considerable overhead. An additional difficulty for both AM and UM is the case where a PDU contains only one PU that fills up the entire PDU. In this case, there is no space left for the CKC‑LI.

· For AM, DoCoMo suggested a solution that uses only control PDUs, and no CKCs. The control PDUs contain the first SN from which the new key should be applied. This idea was well received by the other participants, and was used as the base for the further discussion

· Nortel suggested that during the transition phase, both sides should suspend transmission until the control PDUs have been exchanged and acknowledged. 

· Telecom Modus commented that suspension is only necessary if the PDU contains only one PU. Otherwise, a control PDU can be piggybacked, so that each PDU has all the information necessary to decipher it immediately. 

· For UM. DoCoMo suggested modifying the UM-RLC header by taking a bit away from the SN and using this for the CKC. 

· Nortel pointed out that reducing the number of SNs affects the ability on the receiving side to reassemble the SDU, if many sequential PUs were lost. Nortel proposed to extend the existing RLC header by one additional bit for the CKC. It was pointed out that to date, no justification for octet alignment in the RLC header has been provided.

· Telecom Modus acknowledged that if the SN is shortened by one bit, no more than 64 (instead of 128) sequential PUs are allowed to get lost, before a reassembly error occurs. However, Telecom Modus has no evidence that 64 is insufficient.

· It was commented that for the AM signalling link, control PDUs should be used as well. An extra bit in the header would not be feasible for AM mode due to retransmissions using the old key and first time transmissions using the new key.

On the signalling plane, DoCoMo questioned the need to use the new key to cipher the CIPHER COMPLETE message. Nortel commented that it was the only way for the network to check that the UE had switched to the right key. However, they pointed out that in the case the UE had switched to the wrong key, it was not clear what the network could do about it.

Conclusions

No final conclusion has been reached. However, the number of options has been reduced. The following options exist for the different RLC modes:

AM-RLC (user plane)

The synchronisation is accomplished via Control PDUs. A UE AM-RLC entity begins to send control PDUs after reception of the CIPHER COMMAND message. This Control PDU contains the first SN for the UL from which on the new key will be applied. The RNC AM-RLC replies with Control PDU containing the SN for the DL. The UE continues to send control PDUs until it receives a Control PDU from the RNC. The RNC stops sending control PDUs when it receives an acknowledgement from the UE for one of the Control PDUs. 

While the Control PDUs are sent, the RLC suspends transmission of data, if only one PU can be sent per PDU. If multiple PUs are in one PDU, then the control PDU can be piggybacked to the data PDU, and transmission of data need not be suspended.

UM-RLC

Two options were discussed. In both cases, the idea is to introduce a (permanent) CKC indication in the RLC header, to indicate for each PDU which key is used. The CKC indication takes up one bit. The solutions differ in the way that the space for this bit is acquired

1. The first solution is to reduce the SN-field for UM from 7 bits to 6 bits. 
The advantage of this solution is its simplicity, and that it maintains the octet aligned structure of the RLC header. The disadvantage is the reduction of SN.

2. The second solution is to add an extra bit in the RLC header.
The advantage is that the number of SNs is not reduced. However, the RLC header loses its octet alignment.

Signalling Link

For the Signalling Link there are two options:

1. Both messages are ciphered with the old key. The control PDUs are exchanged AFTER the two messages (for RLC AM signalling link).

2. The COMMAND uses the old key, then the control PDUs are exchanged, then the COMPLETE message is sent with new key. The disadvantage of this is that, as the UM key change procedure relies on the order at which the signalling messages and their acks arrive, a delay between COMMAND and COMPLETE increases the transition time on all UM bearers.
