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Liaison Statement

SA3 thanks RAN2 for the useful joint SA3/RAN2 meeting on ciphering, and for RAN2’s constructive approach to the development of the ciphering mechanism.

SA3 notes RAN2’s CR 003 to 25.301 which resulted from agreements made at the meeting and regrets that it could not examine the document until its meeting on 16-18 June.  Having examined the document, SA3 has the following comments:

1. The cipher key should be referred to as CK, and not Kc, which properly refers to the GSM cipher key.
2. The sentence “If no HFN value is available in USIM, the UE randomly selects a HFN value” at the end of the second paragraph of 8.2.2.1 causes some concern.  SA3 cannot see the circumstances under which a HFN would not be available in the USIM except where the USIM has changed, an event which should trigger authentication and initialisation of HFN to zero.  SA3 believe that if no HFN is available in the USIM at the start of an RRC connection that the USIM should trigger a new authentication by setting the HFN and Key Set Identifier (KSI, the 3GPP equivalent of the CKSN) fields in the initial call set up message to void.

3. In section 8.2.2.2, the sentence “Kc is exchanged between the UE and SRNC during the authentication phase” should be replaced with “CK is derived by the UE during authentication and transported to the SRNC by the VLR after the successful completion of authentication.“

4. To avoid duplication of material in two specifications, SA3 may, in the future, ask RAN2 to remove some of the security material from 25.301, once equivalent text is stable in SA3 documents.
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