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To: 3GPP
Title: Response to your November 28, 2006 request for information on IEEE 1588

 

It is not clear from your document whether you are interested in the application of IEEE 1588 to the wireless portion of a system or to the wired network supporting wireless devices. To date the p1588 committee has not formally addressed the use of IEEE 1588 over wireless links. However I believe there is work in the 802.11 working group and the 802.1 AVB task group on this subject. Please contact Mr. Kevin Stanton for more information on this activity. kevin.b.stanton@intel.com
 

There is considerable interest from the telecommunications industry in IEEE 1588 and the wired portion of such a system is certainly one of the application areas that have been discussed within the 1588 community. In particular there have been several papers presented at conferences devoted to IEEE 1588 that may prove useful. Access to most of these can be obtained via the 1588 web site at http://ieee1588.nist.gov 

 

The following answers to the four questions posed in the document assume that you are interested in the wired link portion of a system.

 

Q1: Basic accuracy issues

First is should be understood that IEEE 1588 was designed to operate over a LAN. That said, the telecommunications members of p1588 are interested in wide-area applications over Ethernet networks and there are features being introduced into version 2 (targeted to ballot in February 2007) to enhance the use of IEEE 1588 in this type of environment.

 

All reported data to date has been using version 1 devices.

In a LAN environment using 1588 version 1 boundary clocks, time synchronization to 20 ns std dev is routinely achieved. With care in management of network traffic ordinary switches rather than boundary clocks have been used to achieve sub-micro second time transfer. Frequency transfer is correspondingly good.

 

There have been experiments on the use of 1588 over operating metropolitan Ethernet based networks. These were reported by Dave Tonks dtonks@semtech.com  at the IEEE conferences mentioned and also at the International Telecoms Synchronization Forum (ITSF) in London last year. Dave reported frequency transfer meeting several of the MTIE masks commonly used in the industry. Time transfer appeared to be better that a microsecond but this was not the primary focus of the tests.

There have also been simulations of 1588 performance over Ethernet networks to provide timing to wireless base stations.  These were reported by Geoff Garner (gmgarner@comcast.net), et al. at the November, 2006 ITSF.  The results showed that MTIE masks equivalent to the frequency and phase offset requirements for wireless base stations could be met using IEEE 802.1AS (a profile of 1588 Version 2 that will be used primarily in residences and offices to provide timing to high quality video and audio applications transported over Ethernet).

A key assumption in the simulation results above is that 802.1AS transparent clocks are present at all intermediate nodes.  If a network does not have 1588 devices (transparent or boundary clocks) present at all intermediate nodes, then it is necessary to run an appropriate algorithm at the slave clocks at the endpoints, and also do appropriate topology design and traffic engineering.  The experiments by Dave Tonks mentioned above represent the latter case. To date, no independent trials have been made public on the accuracy of IEEE1588 implementations over a wide area network. 

 

Delay asymmetry in the up/downlinks does cause performance variation. In particular any uncorrected asymmetry will cause time offset between a master and slave clock. Asymmetry is not measurable using IEEE 1588 but must be determined externally. In a LAN system this time transfer offset is normally not significant at the 100 ns level but becomes increasingly important with better accuracy. Fluctuations in the asymmetry will also introduce noise in frequency transfer that must be filtered. Again the experience is somewhat limited on the use of 1588 in wide area environments. Note that asymmetry is an issue for any time transfer protocol 1588 included. 

It should be noted that switches and routers are likely to have asymmetric delays, because the loading on the forward and reverse paths are not necessarily the same, also in many networks, forward and reverse messages may not traverse the same path through the network. Stewart Bryant (stbryant@cisco.com) gave an interesting paper on the transmission of timing messages through packet networks at the 2006 ITSF conference. He described the impairments that may be experienced and the potential asymmetry that they may cause. He highlighted the fact that maintaining symmetry has not been a design consideration for packet network equipment, and that it is therefore highly likely that significant asymmetry will be present. 

Also note that with 1588 boundary or transparent clocks used at all network junctions the remaining asymmetry is in the wires themselves and any PHY latency asymmetry that has not been corrected for. The fluctuations due to the wire will be low. The asymmetry for a kilometer of CAT5 cable at 100BT could be as high as 500 ns that if uncorrected would result in a time transfer error of 250 ns. Asymmetry effects a 1000BASE-T may be less since the physical layer used all pairs in a full duplex mode. So can time transfer over a kilometer via several nodes achieve microsecond timing? The answer is probably yes given some attention to network load and topology.

 

Q2: Do intermediate nodes need to be 1588 aware?

The short answer is that if the intermediate nodes are either 1588 boundary or transparent (new in version 2) clocks, time transfer to at least a microsecond is a given and will be independent of network traffic.  If these devices are ordinary switches or routers it can probably be achieved but will require more attention to topology and perhaps traffic management and running appropriate algorithms in the slave clocks at the endpoints. For example the results mentioned earlier used a VPN for the 1588 traffic.

 

Q3: Enhancements to 1588?

Version 2 will include several features designed specifically to address some of these issues. For example the up and down link timing messages will be of equal length (unlike version 1). We have also added a number of features to allow more control over the timing topology and the selection of master clocks than were present in version 1. There will be considerably more latitude in allowed sampling rates than in version 1. There are also a number of options to preserving timing performance in the face of failure of master clocks (version 2 master clusters) or network changes (peer to peer clocks) that may be useful in selected environments.

 

Q4: Security

P1588 has conducted an investigation into security in 1588 timing systems. 1588 is not a purely Ethernet standard (version 2 will contain at least 1 non-Ethernet mapping) so we were looking at a somewhat wider target than IPSec. It should be noted that the use of IPSec tunnels for authentication precludes the use of transparent clocks to compensate for switch or router delays. This is because the modification of the packets to insert the correction factor would break the authentication header. Boundary clocks would not suffer from this, since the timing packets are terminated and re-generated within the boundary clocks.

At this point it is not clear whether we will have anything in version 2 specifically addressing security. We have a proposal but there as yet is no agreement on the committee as to the outcome. The requirements study indicated that encryption was not appropriate for timing (the time is not a secret) but rather authentication of the source of time is the real issue. Most of the original 1588 application areas will address security outside of the scope of 1588. It appears that any authentication system for 1588 must include the participation of any 1588 aware devices since these devices (e.g. boundary or transparent clocks) modify timing packets. There is concern that any security measure outside of the context of a 1588 aware device will introduce timing fluctuation that will degrade performance. To my knowledge there have been no measurements made to quantify this. 

I hope that this provides the information you require. Please do not hesitate to address additional questions to myself or to any p1588 committee member.

Regards,

John Eidson, Chair P1588

