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1 Introduction

Wireless link is the weakest last mile in a cellular system. More than 100 users communicate within a cell but everyone can decode the data. Encryption is obviously necessary but convention encryption scheme is still decodable in physical layer (L1). This contribution considers a more secure encryption scheme, physical layer encryption. 
The encryption mechanism applies channel coding. Three challenges of channel coding (thermal noise, processing time and storage) become secure transmission promises. If a received sequence is not decodable, controlling header is hided and security goes higher. We try to apply this feature to MBMS and further discuss some mechanisms. We are expecting new applications or services through a new channel coding.
2 MBMS security requirement and physical layer perspective
MBMS provides bandwidth-efficient transmission within each cell. Sometimes, this multimedia is valuable such as Football World Cup 2006 Final or Olympic opening ceremony. Differentiating and charging on these services benefit system operators.
Multicast supports a registered group transmission. Media streams may be more valuable and even confidential. Therefore group secure (hiding) transmission seems required and encryption seems necessary.
Both requirements can be fulfilled by encryption. Conventional system encrypts data from the upper layer but all users can decode information from air interface. Although data may be encrypted, user can more easily decide the necessity of information and store information for further decryption. The entry level depends on conventional encryption mechanism.
To increase interception entry level, we consider physical layer encryption and co-design with channel coding. If a user does not know what kind of channel coding applied, they can not decode. Storage becomes an important issue for malicious attackers.
3 Physical layer encryption
Physical layer encryption extends form the channel coding provided in contribution R1-061131 [1]. The coding supports both backward compatibility and low latency (high throughput). The code structure can be easily reconfigured by inter-block permutation (IBP) sequence. The larger data length, the larger number of sequences supported. The contribution provides an example for a data length=512 bits with at least 16!=20,922,789,888,000 sequences and the performance is similar or better than Rel’6 turbo coding. Changing sequence requires no further hardware complexity or computation complexity because permutation control is necessary for this kind of turbo coding. Therefore, physical layer encryption becomes feasible and the cost is zero for hardware implementation. The following will discuss advantages and weak points of this code. By the way countermeasures for these weak points are also provided.
3.1 Advantages
IBP sequence is a key for user to decode information. If a user does not know the code structure, even controlling headers are not acquirable. We list three kinds of countermeasure for interceptor below to evaluate the mechanism necessity.
3.1.1 Thermal noise countermeasure 
Thermal noise enhances security capability. In general, thermal noise corrupts transmitted waveform and channel coding recovers the waveform. In the new scenario, thermal noise corrupts the waveform. Malicious attackers should know the code structure and then can more easily intercept information. If not, they requires much higher signal power to recover data streams. Thermal noise becomes our friend.
3.1.2 Computation countermeasure
Computation enlarges interception entry level. Advanced channel coding requires extreme large computational power. The fastest LDPC decoder throughput record is around 4G bps [2]. The fastest turbo code decoder is around 760 Mbps [3] which is doubtable. Our decoder claims 1G bps [1]. Even though throughput is so high, decoding a code with length 1000bits still requires about 1μsec (the number is still unachievable for existing realization of turbo decoders). These numbers clarify high computation complexity for advanced channel coding. 
We assume one codeword requiring 1μsec decoding processing time. Adopting previous number 20,922,789,888,000, sweeping all possibilities for a decoder requires 20,922,789 secs=242 days. In average, 121 days is required for one sweeping. 

In fact, the real number is much larger than 16!. 212*16!= 85,699,747,381,248,000 kinds of sequences is also possible right now. Therefore the sweeping time in this case requires 85,699,747,381 secs= 991,895.22432 days= 2717 years. In average, 1350 years is required for a sweeping under ongoing technology for one extremely high throughput decoder.
The above number promised for data length equal or larger than 512 data bits. If the length is larger than 1024 bits, the number can increase to at least 32!. Therefore joint channel coding encryption highly benefits security.
3.1.3 Storage countermeasure
Storing received samples is always a problem for a decoder design especially for LDPC code. The precision influences decoding performance significantly. Besides, codeword length is larger than data length. Therefore storing a received codeword requires received_sample_precision_bits*data_length/code_rate bits. For example: received_sample_precision_bits=5bits, data_length=512 bits, code_rate=1/2, the required bits is 5*512*2=5120 bits. The storage increases by 10. Besides, interceptor does not know which codeword is important, they requires much larger storage space for interception. Therefore, storage also benefits security.
3.2 Issues on physical layer security
Although physical layer security is very attractive, this concept has some issues to be considered. The following will indicate these issues and provide solution for these issues.
3.2.1 Location attack
The first issue is location attack. Although thermal noise corrupts transmitted waveform, one interceptor can stand close to Node-B and directly receive information. Due to large signal-to-noise ratio, interceptor can have uncorrupted codeword. However, conventional turbo code encoder transmits unpermuted systematic part as codeword and information is directly revealed to interceptor. Physical layer becomes meaningless.
Figure 1 provides a solution for this case. The turbo code encoder can transmit permuted systematic part and interceptor still requires inter-block permutation sequence for correct information. 
Moreover, puncturing systematic part is also possible solution to avoid interceptor receiving complete information. The contribution R1-061130 [4] punctures systematic part and renders better performance. 
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Fig. 1: Reversed turbo code encoder.
3.2.2 Code rate issue

As code rate=1/3, complete parity check bits will be sent. Interceptor can also apply location attack to download information. We propose two solutions for this case. 
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Fig. 2: Double permuted turbo code encoder.
Figure 2 shows the first solution. This solution is to apply one more outer B-IBPI before encoding and turbo encoder encodes permuted information. Interceptor still has to sweep all possibilities for outer B-IBPI. However, this can not apply computation countermeasure due to turbo code computation complexity.
Figure 3 shows the second solution. This solution applies multiple turbo codes. Decoder is not different to original decoder. Network can be reused. Location attack is no longer useful because of code rate of all convolutional codes smaller than 1. Decoding is still required. 
McEliece [5] proved that multiple turbo code provides better performance than conventional turbo code. The distance property of multiple turbo code becomes much better than that of original turbo code. Besides Turbo ARQ [6] can be applied to provide better bandwidth efficiency than conventional H-ARQ. Multiple turbo code is the best solution in terms of performance benefit.
However, computation and storage are two main issues for multiple turbo code. Storage is larger than original turbo code because of more extrinsic information required. Systematic part should be permuted during decoding. Besides, lower code rate may enlarge computation. Therefore I hesitate on this solution. 
Remark: If you want to implement Iterative MIMO-Turbo Code or Iterative BICM-Turbo code or even iterative channel estimation Turbo Code, both computation and storage issues become mild. At this situation, I will highly recommend multiple turbo codes. 
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Fig. 3: Multiple turbo code encoder.
3.2.3 Length

Short length faces a contradiction between security and performance. Short length has no such many blocks to be inter-connected if performance must be guaranteed. Partitioning each block to increase number of inter-block permutations is possible but performance may degrade. Parameters require further study. Figure 2 and 3 are also possible solutions for this situation but the number of IBP sequences may not be large enough. Take 8 blocks as example. 8 blocks are inter-connected and there are at least 26*(8!) for one interleaver. Two interleavers are connected and then (26*(8!))2=6,658,877,030,400 kinds of codes are available. It seems much fewer than previous case. Therefore both solutions are acceptable but not good for security. Fortunately, data length for MBMS is large enough.
3.3 Comments on interception

Although interceptor can download and decode received information, can they make sure decoded information correct? In general, CRC is applied for error detection. However, the supported number of codes is much larger than the number CRC-32 (4,294,967,296 kinds of redundancy) can identify. If interceptor can not assure the correctness of information, security still holds.

4 Network and key transmission issues for MBMS
Although security can be provided by assigning a secret IBP sequence, transmitting the sequence to a user becomes an issue. Therefore, four questions arise. When does a system send the sequence? How does a system send the sequence? How often does a system update the sequence? How does a system maintain the sequence? Conventional security mechanism can be used for sequence transmission. The other questions will be discussed for different services. 
4.1 Broadcasting service
The answers are simple for broadcasting. As a user powers on his phone, the sequence could be assigned during initial information exchange. The sequence can be updated at night when the system load is low. The sequence can be simply recorded on all Node-Bs and backbone network load is reduced.
4.2 Multicast service
The service is for registered users. The sequence could be allocated when user registers his service. There may be two scenarios of this application. 
The first scenario is personal and the service is ad-hoc. For example: one user initiates the service and transmits media stream for his friends. System can update the sequence when a service is activated. If the service ends, the sequence disappears. Because the amount of users is not large, the sequence can be stored in the Node-B close to the service initiator. As a new user requests this service, the sequence is passed from the Node-B to a user. Besides, as a handover occurs, the sequence is also transferred to designated Node-B. Therefore, network loading becomes higher than the case of broadcasting.
The second scenario is for service provider and the service stands steady. The sequence may be stored in the gateway close to private service provider. The sequence can update at any time. Network loading is the same as the first scenario.
4.3 Personal security service
The service is for each person. The sequence can be allocated as a user registers into a system. User can update the sequence at any time. The sequence may be stored in HLR and storage becomes an issue. The sequence will be often transferred from HLR to Node-B and network loading becomes high. As a handover occurs, the sequence has to be transferred. As all users apply this service, the network loading may double and extra storage is required for system operator. Maintenance may be a critical issue for system operators.
5 Conclusion
Physical layer encryption is discussed in this contribution. Thanks for a new coding, this service becomes possible. Physical layer encryption converts tough channel coding issues into security promises. The advantages and weak points of this new encryption are discussed. We suggest some modification on conventional turbo encoding to overcome the weak points of conventional turbo coding. We also discuss scenarios for MBMS and personal security. However, discussion is still too rough. Mechanism requires more real operating scenarios to complete. If the new feature is attractive, it deserves further study.
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