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1. Overall Description:

SA3LI thanks SA2 for its request for input on Next Generation Security Requirements for RAN. SA3-LI would like to offer the following input regarding the “Authentication Framework” based on existing LI requirements in TS 33.106:

1) The VPLMN and HPLMN must each be able to fulfil their LI obligations on their own without assistance from external PLMNs or other external entities.

2) The serving network (both the HPLMN and for roaming users the VPLMN) must be able to identify and associate any temporary identity (used for normal access in the HPLMN as well as roamers in a VPLMN) with a permanent or provisioned identity in order to enable LI to work when a temporary id is used for communications.  In addition, a reliable mapping/conversion between temporary and “permanent” identity shall be able to be performed in near-real-time such that LI can be performed expeditiously.
3) The use of confidentiality protection for signalling messages shall not prevent or inhibit a core network node (including IMS) from performing LI.  
4) The use of confidentiality protection for signalling messages shall not prevent or inhibit a network edge node (e.g., AS, NAS) from performing LI where necessary.  

5) To address 5G virtualisation effort, the following needs to be provided: 
a. Sufficient security measures and mechanisms must be provided to protect the LI functions that may be resident in such virtualized functions. Only authorized CSP personnel shall have visibility to the presence of the LI function and any of its locally resident data (e.g., target list).
b. Virtualisation of Functions shall provide the ability to a CSP to meet national regulatory obligations for ensuring that the LI function/process and any other function in the network that the LI function directly relies on to perform its function is utilized within a jurisdiction/border for which LI is authorised to operate, based on national regulations. 

c. 5G LI capabilities for virtualised functions will rely on hardware-based root of trust.  Secure access to this hardware-based root of trust is required for the LI function.  
6) Location information needs to be made available for LI purposes in the serving network.  This includes HPLMNs, VPLMNs, and any other roaming scenarios. 
7) When a target’s communications involve different slices, there is a requirement to be able to collect and correlate the user’s communications information from the different slices provided by the same operator. 
8) When encryption is provided and managed by the network, it shall be a national option as to whether the network provides the intercepted communication to the LEA decrypted, or encrypted with keys and additional information to make decryption possible. End-to-end encryption implemented in the user equipment based on encryption features provided by the operator is considered to be a network-managed encryption and is subject to the same requirements. Refer to TS 33.106 for detailed on encryption requirements.
9) LI and RD are exemptions in the underlying privacy requirements.  Therefore, any privacy requirements developed for 5G shall not prevent or inhibit the operation of LI and RD. 

2. Actions:

To SA2, SA3 group.

ACTION: 
SA3-LI asks SA2 and SA3 groups to take the above requirements into account.
3. Date of Next TSG-SA WG3LI Meetings:

SA3LI#64
24-27 January 2017
Sophia Antipolis, France
SA3LI#65
25-28 April 2017
US (city TBD)
SA3LI#66
25-28 July 2017
Ljubljana, Slovenia
SA3LI#67
17-20 October 2017
US (city TBD)
