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-
CONTROL PLANE SERVICE REQUEST

This message is sent by the UE to the SS.

Table 4.7.2-28: CONTROL PLANE SERVICE REQUEST

	Derivation Path: 24.301 clause 8.2.33

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0101'B
	Integrity protected and partially ciphered NAS message
	ESM Message Container present

	Security header type
	'0000'B
	 Plain NAS message, not security protected
	ESM Message Container omitted

	Control plane service request message identity
	'0100 1101'B
	Control plane service request
	

	Data service type
	
	
	

	Data service type value
	Any allowed value
	
	

	"Active" flag
	'0'B
	No radio bearer establishment requested
	

	NAS key set identifier
	
	
	

	  NAS key set identifier
	The valid NAS key set identifier of the UE
	
	

	  TSC
	'0'B
	native security context (for KSIASME)
	

	ESM message container
	Not present or PDN CONNECTIVITY REQUEST message to request PDN connectivity to the default PDN
	
	

	NAS message container
	Not present or set according to specific message content
	
	

	EPS bearer context status
	Not present or (octet 3 = '00100000'B and octet 4 = '00000000'B)
	
	

	Device properties
	Not present or Any allowed value
	
	


NOTE:
This message is always sent within SECURITY PROTECTED NAS MESSAGE message as an integrity protected message.
<Messages skipped>
-
SERVICE ACCEPT

This message is sent by the SS to the UE.

Table 4.7.2-21A: SERVICE ACCEPT

	Derivation Path: 24.301 clause 8.2.34

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	Service accept message identity
	'0100 1111'B
	Service accept
	

	EPS bearer context status
	The same value as the value set in CONTROL PLANE SERVICE REQUEST
	
	


NOTE:
This message is always sent within SECURITY PROTECTED NAS MESSAGE message.

<Messages skipped>

-
ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST

This message is sent by the SS to the UE.

Table 4.7.3-6: ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST

	Derivation Path: 24.301 clause 8.3.6

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	ESM
	
	

	EPS bearer identity
	An arbitrarily selected value between '0101'B and '1111'B.
	
	

	Procedure transaction identity
	The same value as the value set in the latest PDN CONNECTIVITY REQUEST message sent prior to this message.
	
	

	Activate default EPS bearer context request message identity
	'1100 0001'B
	Activate default EPS bearer context request
	

	EPS QoS
	See Reference default EPS bearer context #1 in table 6.6.1-1
	
	NOT IMS_PDN_ConnEstab

	EPS QoS
	See Reference default EPS bearer context #2 in table 6.6.1-1
	
	IMS_PDN_ConnEstab

	Access point name
	The SS defines a Default APN
	
	NOT IMS_PDN_ConnEstab AND NOT APN_Provided

	Access point name
	APN as provided in ESM INFORMATION RESPONSE or PDN CONNECTIVITY REQUEST
	
	NOT IMS_PDN_ConnEstab AND APN_Provided

	Access point name
	IMS. mnc<MNC>.mcc<MCC>.gprs
The <MNC> and <MCC> are set to the same values as in IMSI.
	
	IMS_PDN_ConnEstab AND NOT APN_Provided

	Access point name
	Use APN Network Identifier provided in ESM INFORMATION RESPONSE or PDN CONNECTIVITY REQUEST message and the APN Operator Identifier mnc<MNC>.mcc<MCC>.gprs. The <MNC> and  <MCC> are set to the same values as in IMSI.
	
	IMS_PDN_ConnEstab AND APN_Provided

	PDN address
	
	
	IPv4 

	  Length of PDN address contents
	5 octets
	
	

	  PDN type value
	‘001’B
	IPv4
	

	  PDN address information
	IPv4 address
	The SS provides a valid IPv4 address
	NOT IPv4-DHCP

	
	0.0.0.0
	DHCPv4 is to be used to allocate the IPv4 address
	IPv4-DHCP

	PDN address
	
	
	IPv6

	  Length of PDN address contents
	9 octets
	
	

	  PDN type value
	‘010’B
	IPv6
	

	  PDN address information
	IPv6 interface identifier
	The SS provides a valid IPv6 interface identifier
	

	PDN address
	
	
	IPv4v6

	  Length of PDN address contents
	13 octets
	
	

	  PDN type value
	‘011’B
	IPv4v6
	

	  PDN address information (Octets 4 to 11)
	IPv6 interface identifier
	The SS provides a valid IPv6 interface identifier
	

	  PDN address information (Octets 12 to 15)
	IPv4 address
	The SS provides a valid IPv4 address
	NOT IPv4-DHCP

	
	0.0.0.0
	DHCPv4 is to be used to allocate the IPv4 address
	IPv4-DHCP

	PDN address
	
	
	CIoT_CP_NON_IP

	  Length of PDN address contents
	2 octets
	
	

	  PDN type value
	‘101’B
	Non-IP PDN
	

	PDN address information (Octets 4 to 7)
	Coded as 0
	spare
	

	Transaction identifier
	Not present
	
	

	
	Distinct value between 0 and 127 calculated on basis of the EPS bearer identity.
	
	pc_UTRAN AND/OR pc_GERAN

	Negotiated QoS
	See Reference default EPS bearer context #1 in table 6.6.1-1
	
	

	Negotiated LLC SAPI
	See Reference default EPS bearer context #1 in table 6.6.1-1
	
	

	Radio priority
	See Reference default EPS bearer context #1 in table 6.6.1-1
	
	

	Packet flow Identifier
	Not present
	
	

	
	'0000 0000'B
	Best Effort
	pc_GERAN

	APN-AMBR
	See Reference default EPS bearer context #1 in table 6.6.1-1
	
	

	ESM cause
	Not present
	
	

	Protocol configuration options
	
	
	

	  Configuration protocol
	See Reference default EPS bearer context #1 in table 6.6.1-1
	
	

	  Container ID 1
	‘0001’H
	
	P-CSCF IPv6

	    Length of container ID 1 contents
	
	Length value determined by the TTCN implementation
	

	    Container ID 1 contents
	IPv6 address
	P-CSCF IPv6 Address
	

	  Container ID 2
	‘000C’H
	
	P-CSCF IPv4

	    Length of container ID 2 contents
	
	Length value determined by the TTCN implementation
	

	    Container ID 2 contents
	IPv4 address
	P-CSCF IPv4 Address
	

	  Container ID n
	‘0003’H
	n assigned to next available number
	DNS IPv6

	    Length of container ID n contents
	
	Length value determined by the TTCN implementation
	

	    Container ID n contents
	IPv6 address
	DNS IPv6 Address
	

	  Container ID n+1
	‘000D’H
	n assigned to next available number
	DNS IPv4

	    Length of container ID n+1 contents
	
	Length value determined by the TTCN implementation
	

	    Container ID n+1 contents
	IPv4 address
	DNS IPv4 Address
	

	WLAN offload indication
	Not present
	
	

	 WLAN offload indication
	
	
	WLAN

	   WLAN offload acceptability
	‘0001’B
	Offloading the traffic of the PDN connection via a WLAN when in S1 mode is acceptable
	

	NBIFOM container
	Not present
	
	

	Header compression configuration
	Not present or set according to specific message content
	
	

	Control plane only indication
	Not present
	
	

	Control plane only indication
	‘0001’B
	
	CIoT_ControlPlane_PDN 

	Extended protocol configuration options
	Not present
	
	

	Serving PLMN rate control
	Not present
	
	

	Serving PLMN rate control
	‘FFFF’H
	Maximum number of ESM DATA TRANSPORT messages allowed per 6 min interval is not restricted
	CIoT_ControlPlane_PDN


	Condition
	Explanation

	IPv4
	If in the last PDN CONNECTIVITY REQUEST sent prior to this message, the PDN type = '001'B

	IPv6
	If in the last PDN CONNECTIVITY REQUEST sent prior to this message, the PDN type = '010'B

	IPv4v6
	If in the last PDN CONNECTIVITY REQUEST sent prior to this message, the PDN type = '011'B

	IPv4-DHCP
	If in the last PDN CONNECTIVITY REQUEST or ESM INFORMATION RESPONSE sent prior to this message, the IE Protocol configuration options contains a configuration protocol option = '000B00H' ("IPv4 address allocation via DHCPv4", length of contents = 0).

Note 1: This condition is used in conjunction with IPv4 or IPv4v6 as indicated in the "PDN address row" just above. 

Note 2: If both messages, PDN CONNECTIVITY REQUEST and ESM INFORMATION RESPONSE, are received and contain a Protocol configuration options IE then the IE from the message which is received later shall be used.

	P-CSCF IPv6
	If in the last PDN CONNECTIVITY REQUEST or ESM INFORMATION RESPONSE sent prior to this message, the Protocol configuration options and the additional parameter list was included with a “P-CSCF IPv6 Address Request”

Note 1: This condition is only applicable for UEs with IMS support (TS 36.523-2 A.4.4-1/25).
Note 2: If both messages, PDN CONNECTIVITY REQUEST and ESM INFORMATION RESPONSE, are received and contain a Protocol configuration options IE then the IE from the message which is received later shall be used.

	P-CSCF IPv4
	If in the last PDN CONNECTIVITY REQUEST or ESM INFORMATION RESPONSE sent prior to this message, the Protocol configuration options and the additional parameter list was included with a “P-CSCF IPv4 Address Request”

Note 1: This condition is only applicable for UEs with IMS support (TS 36.523-2 A.4.4-1/25).
Note 2: If both messages, PDN CONNECTIVITY REQUEST and ESM INFORMATION RESPONSE, are received and contain a Protocol configuration options IE then the IE from the message which is received later shall be used.

	DNS IPv6
	If in the last PDN CONNECTIVITY REQUEST or ESM INFORMATION RESPONSE sent prior to this message, the Protocol configuration options and the additional parameter list was included with a “DNS IPv6 Address Request”.

Note: If both messages, PDN CONNECTIVITY REQUEST and ESM INFORMATION RESPONSE, are received and contain a Protocol configuration options IE then the IE from the message which is received later shall be used.

	DNS IPv4
	If in the last PDN CONNECTIVITY REQUEST or ESM INFORMATION RESPONSE sent prior to this message, the Protocol configuration options and the additional parameter list was included with a “DNS IPv4 Address Request”.

Note: If both messages, PDN CONNECTIVITY REQUEST and ESM INFORMATION RESPONSE, are received and contain a Protocol configuration options IE then the IE from the message which is received later shall be used.

	APN_Provided
	If in the last PDN CONNECTIVITY REQUEST or ESM INFORMATION RESPONSE sent prior to this message an Access Point Name was included 

NOTE: APN_Provided is equivalent to pc_Provide_IMS_APN for establishment of the first PDN connectivity during initial registration and if the first PDN is IMS (see table 4.7.3-14)

	IMS_PDN_ConnEstab
	If this message refers to establishment of connectivity to the IMS PDN (only applicable if the UE supports IMS according to TS 36.523-2 A.4.4-1/25).

	WLAN
	If the message is being sent for RAN Assisted WLAN interworking.

	CIoT_ControlPlane_PDN
	If the associated PDN connection is only for control plane CIoT optimization

	CIoT_CP_NON_IP
	If the UE requests a Non-IP type PDN


NOTE:
This message is always sent within SECURITY PROTECTED NAS MESSAGE message.
<Messages skipped>

Table 4.7.3-12A: ESM DATA TRANSPORT

	Derivation Path: 24.301 clause 8.3.25

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	ESM
	
	

	EPS bearer identity
	'0000'B
	No EPS bearer identity assigned
	

	Procedure transaction identity
	Any value from 1 to 254
	
	

	ESM data transport message identity
	'1110 1011'B
	ESM data transport
	

	User data container
	set according to specific message content
	
	

	Release assistance indication
	Not present or set according to specific message content
	
	


NOTE:
This message is always sent within SECURITY PROTECTED NAS MESSAGE message.

-
ESM DUMMY MESSAGE

This message is sent by the SS to the UE or by the UE to the SS.

Table 4.7.3-12B: ESM DUMMY MESSAGE

	Derivation Path: 24.301 clause 8.3.12A

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	ESM
	
	

	EPS bearer identity
	'0000'B
	No EPS bearer identity assigned
	

	Procedure transaction identity
	The value indicated in ESM DUMMY MESSAGE message.
	
	

	ESM information request message identity
	'1101 1100'B
	ESM dummy message
	


NOTE:
This message is always sent within SECURITY PROTECTED NAS MESSAGE message.
