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5.3.1.1
RRC connection control

RRC connection establishment involves the establishment of SRB1. E-UTRAN completes RRC connection establishment prior to completing the establishment of the S1 connection, i.e. prior to receiving the UE context information from the EPC. Consequently, AS security is not activated during the initial phase of the RRC connection. During this initial phase of the RRC connection, the E-UTRAN may configure the UE to perform measurement reporting. However, the UE only accepts a handover message when security has been activated.

NOTE:
In case the serving frequency broadcasts multiple overlapping bands, E-UTRAN can only configure measurements after having obtained the UE capabilities, as the measurement configuration needs to be set according to the band selected by the UE.
Upon receiving the UE context from the EPC, E-UTRAN activates security (both ciphering and integrity protection) using the initial security activation procedure. The RRC messages to activate security (command and successful response) are integrity protected, while ciphering is started only after completion of the procedure. That is, the response to the message used to activate security is not ciphered, while the subsequent messages (e.g. used to establish SRB2 and DRBs) are both integrity protected and ciphered.

After having initiated the initial security activation procedure, E-UTRAN initiates the establishment of SRB2 and DRBs, i.e. E-UTRAN may do this prior to receiving the confirmation of the initial security activation from the UE. In any case, E-UTRAN will apply both ciphering and integrity protection for the RRC connection reconfiguration messages used to establish SRB2 and DRBs. E-UTRAN should release the RRC connection if the initial security activation and/ or the radio bearer establishment fails (i.e. security activation and DRB establishment are triggered by a joint S1-procedure, which does not support partial success).

For SRB2 and DRBs, security is always activated from the start, i.e. the E-UTRAN does not establish these bearers prior to activating security.
For some radio configuration fields, a critical extension has been defined. A switch from the original version of the field to the critically extended version is allowed using any connection reconfiguration. The UE reverts to the original version of some critically extended fields upon handover and re-establishment as specified elsewhere in this specification. Otherwise, switching a field from the critically extended version to the original version is only possible using the handover or re-establishment procedure with the full configuration option. This also applies for fields that are critically extended within a release (i.e. original and extended version defined in same release).
After having initiated the initial security activation procedure, E-UTRAN may configure a UE that supports CA, with one or more SCells in addition to the PCell that was initially configured during connection establishment. The PCell is used to provide the security inputs and upper layer system information (i.e. the NAS mobility information e.g. TAI). SCells are used to provide additional downlink and optionally uplink radio resources. When not configured with DC all SCells the UE is configured with, if any, are part of the MCG. When configured with DC however, some of the SCells are part of a SCG. In this case, user data carried by a DRB may either be transferred via MCG (i.e. MCG-DRB), via SCG (SCG-DRB) or via both MCG and SCG in DL while E-UTRAN configures the CG used in UL (split DRB). An RRC connection reconfiguration message may be used to change the DRB type from MCG-DRB to SCG-DRB or to split DRB, as well as from SCG-DRB or split DRB to MCG-DRB.
SCG change is a synchronous SCG reconfiguration procedure (i.e. involving RA to the PSCell) including reset/ re-establishment of layer 2 and, if SCG DRBs are configured, refresh of security. The procedure is used in a number of different scenarios e.g. SCG establishment, PSCell change, Key refresh, change of DRB type. The UE performs the SCG change related actions upon receiving an RRCConnectionReconfiguration message including mobilityControlInfoSCG, see 5.3.10.10.
The release of the RRC connection normally is initiated by E-UTRAN. The procedure may be used to re-direct the UE to an E-UTRA frequency or an inter-RAT carrier frequency. Only in exceptional cases, as specified within this specification, TS 36.300 [9], TS 36.304 [4] or TS 24.301 [35], may the UE abort the RRC connection, i.e. move to RRC_IDLE without notifying E-UTRAN.

<Cut until next modified section>
A.3.1.2
ASN.1 identifier naming conventions

The naming of identifiers (i.e., the ASN.1 field and type identifiers) should be based on the following guidelines:

-
Message (PDU) identifiers should be ordinary mixed case without hyphenation. These identifiers, e.g., the RRCConnectionModificationCommand, should be used for reference in the procedure text. Abbreviated forms of these identifiers should not be used.

-
Type identifiers other than PDU identifiers should be ordinary mixed case, with hyphenation used to set off acronyms only where an adjacent letter is a capital, e.g., EstablishmentCause, SelectedPLMN (not Selected-PLMN, since the "d" in "Selected" is lowercase), InitialUE-Identity and MeasSFN-SFN-TimeDifference.

-
Field identifiers shall start with a lowercase letter and use mixed case thereafter, e.g., establishmentCause. If a field identifier begins with an acronym (which would normally be in upper case), the entire acronym is lowercase (plmn-Identity, not pLMN-Identity). The acronym is set off with a hyphen (ue-Identity, not ueIdentity), in order to facilitate a consistent search pattern with corresponding type identifiers.

-
Identifiers that are likely to be keywords of some language, especially widely used languages, such as C++ or Java, should be avoided to the extent possible.

-
Identifiers, other than PDU identifiers, longer than 25 characters should be avoided where possible. It is recommended to use abbreviations, which should be done in a consistent manner i.e. use 'Meas' instead of 'Measurement' for all occurrences. Examples of typical abbreviations are given in table A.3.1.2.1-1 below.

-
For future extension: When an extension is introduced a suffix is added to the identifier of the concerned ASN.1 field and/ or type. A suffix of the form "‑rX" is used, with X indicating the release, for ASN.1 fields or types introduced in a later release (i.e. a release later than the original/ first release of the protocol) as well as for ASN.1 fields or types for which a revision is introduced in a later release replacing a previous version, e.g., Foo-r9 for the Rel-9 version of the ASN.1 type Foo. A suffix of the form "‑rXb" is used for the first revision of a field that it appears in the same release (X) as the original version of the field, "‑rXc" for a second intra-release revision and so on. A suffix of the form "‑vXYZ" is used for ASN.1 fields or types that only are an extension of a corresponding earlier field or type (see sub-clause A.4), e.g., AnElement-v10b0 for the extension of the ASN.1 type AnElement introduced in version 10.11.0 of the specification. A number 0...9, 10, 11, etc. is used to represent the first part of the version number, indicating the release of the protocol. Lower case letters a, b, c, etc. are used to represent the second (and third) part of the version number if they are greater than 9. In the procedural specification, in field descriptions as well as in headings suffices are not used, unless there is a clear need to distinguish the extension from the original field.

-
More generally, in case there is a need to distinguish different variants of an ASN.1 field or IE, a suffix should be added at the end of the identifiers e.g. MeasObjectUTRA, ConfigCommon. When there is no particular need to distinguish the fields (e.g. because the field is included in different IEs), a common field identifier name may be used. This may be attractive e.g. in case the procedural specification is the same for the different variants.

Table A.3.1.2-1: Examples of typical abbreviations used in ASN.1 identifiers

	Abbreviation
	Abbreviated word

	Comm
	Communication

	Conf
	Confirmation

	Config
	Configuration

	Disc
	Discovery

	DL
	Downlink

	Ext
	Extension

	Freq
	Frequency

	Id
	Identity

	Ind
	Indication

	Info
	Information

	Meas
	Measurement

	Neigh
	Neighbour(ing)

	Param(s)
	Parameter(s)

	Persist
	Persistent

	Phys
	Physical

	Proc
	Process

	Reestab
	Reestablishment

	Req
	Request

	Rx
	Reception

	Sched
	Scheduling

	Sync
	Synchronisation

	Thresh
	Threshold

	Tx/ Transm
	Transmission

	UL
	Uplink


NOTE:

The table A.3.1.2.1-1 is not exhaustive. Additional abbreviations may be used in ASN.1 identifiers when needed.

<Cut until next modified section>
A.4.2
Critical extension of messages and fields
The mechanisms to critically extend a message are defined in A.3.3. There are both "outer branch" and "inner branch" mechanisms available. The "outer branch" consists of a CHOICE having the name criticalExtensions, with two values, c1 and criticalExtensionsFuture. The criticalExtensionsFuture branch consists of an empty SEQUENCE, while the c1 branch contains the "inner branch" mechanism.

The "inner branch" structure is a CHOICE with values of the form "MessageName-rX-IEs" (e.g., "RRCConnectionReconfiguration-r8-IEs") or "spareX", with the spare values having type NULL. The "-rX-IEs" structures contain the complete structure of the message IEs for the appropriate release; i.e., the critical extension branch for the Rel-10 version of a message includes all Rel-8 and Rel-9 fields (that are not obviated in the later version), rather than containing only the additional Rel-10 fields.

The following guidelines may be used when deciding which mechanism to introduce for a particular message, i.e. only an 'outer branch', or an 'outer branch' in combination with an 'inner branch' including a certain number of spares:

-
For certain messages, e.g. initial uplink messages, messages transmitted on a broadcast channel, critical extension may not be applicable.

-
An outer branch may be sufficient for messages not including any fields.

-
The number of spares within inner branch should reflect the likelihood that the message will be critically extended in future releases (since each release with a critical extension for the message consumes one of the spare values). The estimation of the critical extension likelyhood may be based on the number, size and changeability of the fields included in the message.

-
In messages where an inner branch extension mechanism is available, all spare values of the inner branch should be used before any critical extensions are added using the outer branch.

The following example illustrates the use of the critical extension mechanism by showing the ASN.1 of the original and of a later release

-- /example/ ASN1START




-- Original release

RRCMessage ::=






SEQUENCE {


rrc-TransactionIdentifier



RRC-TransactionIdentifier,


criticalExtensions




CHOICE {



c1








CHOICE{




rrcMessage-r8





RRCMessage-r8-IEs,




spare3 NULL, spare2 NULL, spare1 NULL



},



criticalExtensionsFuture


SEQUENCE {}


}

}

-- ASN1STOP

-- /example/ ASN1START




-- Later release

RRCMessage ::=






SEQUENCE {


rrc-TransactionIdentifier



RRC-TransactionIdentifier,


criticalExtensions




CHOICE {



c1








CHOICE{




rrcMessage-r8





RRCMessage-r8-IEs,




rrcMessage-r10





RRCMessage-r10-IEs,




rrcMessage-r11





RRCMessage-r11-IEs,




rrcMessage-r14





RRCMessage-r14-IEs



},



later






CHOICE {




c2








CHOICE{





rrcMessage-r16





RRCMessage-r16-IEs,





spare7 NULL, spare6 NULL, spare5 NULL, spare4 NULL,





spare3 NULL, spare2 NULL, spare1 NULL




},




criticalExtensionsFuture



SEQUENCE {}



}


}

}

-- ASN1STOP

It is important to note that critical extensions may also be used at the level of individual fields i.e. a field may be replaced by a critically extended version. When sending the extended version, the original version may also be included (e.g. original field is mandatory, EUTRAN is unaware if UE supports the extended version). In such cases, a UE supporting both versions may be required to ignore the original field. The following example illustrates the use of the critical extension mechanism by showing the ASN.1 of the original and of a later release

-- /example/ ASN1START




-- Original release

RRCMessage ::=






SEQUENCE {


rrc-TransactionIdentifier



RRC-TransactionIdentifier,


criticalExtensions




CHOICE {



c1








CHOICE{




rrcMessage-r8





RRCMessage-r8-IEs,




spare3 NULL, spare2 NULL, spare1 NULL



},



criticalExtensionsFuture


SEQUENCE {}


}

}

RRCMessage-rN-IEs ::= SEQUENCE {


field1-rN






ENUMERATED {












value1, value2, value3, value4}
OPTIONAL,
-- Need ON

field2-rN






InformationElement2-rN



OPTIONAL,
-- Need ON

nonCriticalExtension



RRCConnectionReconfiguration-vMxy-IEs
OPTIONAL

}

RRCConnectionReconfiguration-vMxy-IEs ::= SEQUENCE {


field2-rM






InformationElement2-rM


OPTIONAL, -- Cond NoField2rN

nonCriticalExtension



SEQUENCE {}





OPTIONAL

}

-- ASN1STOP

	Conditional presence
	Explanation

	NoField2rN
	The field is optionally present, need ON, if field2-rN is absent. Otherwise the field is not present


Finally, it is noted that a critical extension may be introduced in the same release as the one in which the original field was introduced e.g. to correct an essential ASN.1 error. In such cases a UE capability may be introduced, to assist E-UTRAN in deciding whether or not to use the critically extension.
<Cut until next modified section>
A.4.3.2
Further guidelines

Further to the general principles defined in the previous section, the following additional guidelines apply regarding the use of extension markers:

-
Extension markers within SEQUENCE

-
Extension markers are primarily, but not exclusively, introduced at the higher nesting levels

-
Extension markers are introduced for a SEQUENCE comprising several fields as well as for information elements whose extension would result in complex structures without it (e.g. re-introducing another list)

-
Extension markers are introduced to make it possible to maintain important information structures e.g. parameters relevant for one particular RAT

-
Extension markers are also used for size critical messages (i.e. messages on BCCH, PCCH and CCCH), although introduced somewhat more carefully

-
The extension fields introduced (or frozen) in a specific version of the specification are grouped together using double brackets.

-
Extension markers within ENUMERATED

-
Spare values are used until the number of values reaches the next power of 2, while the extension marker caters for extension beyond that limit

-
A suffix of the form "vXYZ" is used for the identifier of each new value, e.g. "value-vXYZ".

-
Extension markers within CHOICE:

-
Extension markers are introduced when extension is foreseen and when comprehension is not required by the receiver i.e. behaviour is defined for the case where the receiver cannot comprehend the extended value (e.g. ignoring an optional CHOICE field). It should be noted that defining the behaviour of a receiver upon receiving a not comprehended choice value is not required if the sender is aware whether or not the receiver supports the extended value.

-
A suffix of the form "vXYZ" is used for the identifier of each new choice value, e.g. "choice-vXYZ".

Non-critical extensions at the end of a message/ of a field contained in an OCTET or BIT STRING:

-
When a nonCriticalExtension is actually used, a "Need" statement should not be provided for the field, which always is a group including at least one extension and a field facilitating further possible extensions. For simplicity, it is recommended not to provide a "Need" statement when the field is not actually used either.

Further, more general, guidelines:

-
In case a need statement is not provided for a group, a "Need" statement is provided for all individual extension fields within the group i.e. including for fields that are not marked as OPTIONAL. The latter is to clarify the action upon absence of the whole group.

A.4.3.3
Typical example of evolution of IE with local extensions

The following example illustrates the use of the extension marker for a number of elementary cases (sequence, enumerated, choice). The example also illustrates how the IE may be revised in case the critical extension mechanism is used.

NOTE
In case there is a need to support further extensions of release n while the ASN.1 of release (n+1) has been frozen, without requiring the release n receiver to support decoding of release (n+1) extensions, more advanced mechanisms are needed e.g. including multiple extension markers.

-- /example/ ASN1START

InformationElement1 ::= 


SEQUENCE {


field1







ENUMERATED {












value1, value2, value3, value4-v880,












..., value5-v960 },


field2







CHOICE {



field2a







BOOLEAN,



field2b







InformationElement2b,



...,



field2c-v960





InformationElement2c-r9


},


...,


[[
field3-r9






InformationElement3-r9

OPTIONAL

-- Need OR


]],


[[
field3-v9a0






InformationElement3-v9a0
OPTIONAL,

-- Need OR



field4-r9






InformationElement4


OPTIONAL

-- Need OR


]]

}

InformationElement1-r10 ::=


SEQUENCE {


field1







ENUMERATED {












value1, value2, value3, value4-v880,












value5-v960, value6-v1170, spare2, spare1, ... },


field2







CHOICE {



field2a







BOOLEAN,



field2b







InformationElement2b,



field2c-v960





InformationElement2c-r9,



...,



field2d-v12b0





INTEGER (0..63)


},


field3-r9






InformationElement3-r10


OPTIONAL,
-- Need OR


field4-r9






InformationElement4



OPTIONAL,
-- Need OR


field5-r10






BOOLEAN,


field6-r10






InformationElement6-r10


OPTIONAL,
-- Need OR


...,


[[
field3-v1170





InformationElement3-v1170

OPTIONAL
-- Need OR


]]

}

-- ASN1STOP

Some remarks regarding the extensions of InformationElement1 as shown in the above example:

–
The InformationElement1 is initially extended with a number of non-critical extensions. In release 10 however, a critical extension is introduced for the message using this IE. Consequently, a new version of the IE InformationElement1 (i.e. InformationElement1-r10) is defined in which the earlier non-critical extensions are incorporated by means of a revision of the original field.

–
The value4-v880 is replacing a spare value defined in the original protocol version for field1. Likewise value6-v1170 replaces spare3 that was originally defined in the r10 version of field1
–
Within the critically extended release 10 version of InformationElement1, the names of the original fields/ IEs are not changed, unless there is a real need to distinguish them from other fields/ IEs. E.g. the field1 and InformationElement4 were defined in the original protocol version (release 8) and hence not tagged. Moreover, the field3-r9 is introduced in release 9 and not re-tagged; although, the InformationElement3 is also critically extended and therefore tagged InformationElement3-r10 in the release 10 version of InformationElement1.

