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	Reason for change:
	1) An option allowed to skip the APN check after security procedure is completed. This is required as some NAS testcase like 9.2.1.1.25 do not require APN check neither TC requires EMM information procedure  nor not required to introduce the procedure..

2) IMS security needs to be released after IMS reset is received. In some case, IMS reset would be received without the IMS deregistraiton like 9.2.1.2.2
3) As described in change 1, APN checked needs to be skipped. In case, UE would like to send APN after security established but EMM information procedure is not performed or required.
4) Network-initiated detach, in this case, socket connection and IMS context needs to reset.

	
	

	Summary of change:
	1) New flag ‘p_APNCheck_afterSecurity’ introduced to skip the APN check
2) Removed IMS security when IMS registered but not deregistered. And, IMS context needs to be reset. 
3) ‘false’ passed to skip the EMM information proceducre 
4) Sockets connections are closed using IP_Handling_Start|() and IMS context reset using f_EUTRA_IMSReset()

	
	

	Consequences if not approved:
	A conformant UE may fail the test cases. 
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	Other comments:
	


Change 1
	Function name
	f_ESM_EvaluateAPN ()

	Reason for change
	An option allowed to skip the APN check after security procedure is completed. This is required as some NAS testcase like 9.2.1.1.25 do not require APN check neither TC requires EMM information procedure  nor not required to introduce the procedure.

	Summary of change
	New flag ‘p_APNCheck_afterSecurity’ introduced to skip the APN check

	TTCN module
	 Common\EUTRA\EUTRA_NASSteps.ttcn

	
	


Before change

function f_EUTRA_Authentication_NAS_AS_Security(EUTRA_CellId_Type p_CellId,

                                                  boolean p_EIT_Flag,

                                                  ProcedureTransactionIdentifier p_PTI,

                                                  boolean p_SecurityContextActive := true)

    runs on EUTRA_PTC return AccessPointName

  {

    var NasCount_Type v_NasCountUL;

    var EUTRA_SecurityParams_Type v_AuthParams := f_EUTRA_Security_Get();

    var GutiParameters_Type v_Guti := f_EUTRA_CellInfo_GetGuti(p_CellId);

    var NAS_PlmnId  v_PLMN := f_Asn2Nas_PlmnId (v_Guti.PLMN_Identity);

    var AccessPointName v_APN;

    // Authentication Request / Authentication Response

    if (p_SecurityContextActive) { // @sic R5s100008 sic@

      v_AuthParams := f_EUTRA_NAS_Authentication(p_CellId,

                                                 tsc_SRB1,

                                                 v_AuthParams,

                                                 tsc_SHT_IntegrityProtected_Ciphered,

                                                 tsc_SHT_IntegrityProtected_Ciphered,

                                                 v_PLMN);

    } else {

      v_AuthParams := f_EUTRA_NAS_Authentication(p_CellId,

                                                 tsc_SRB1,

                                                 v_AuthParams,

                                                 tsc_SHT_NoSecurityProtection,

                                                 (tsc_SHT_NoSecurityProtection, tsc_SHT_IntegrityProtected), // @sic R5-102226 sic@

                                                 v_PLMN);

    }

    // NAS Security Mode Command / NAS Security Mode Complete

    v_NasCountUL := f_EUTRA_NAS_ActivateSecurity(p_CellId, v_AuthParams);

    v_APN := f_ESM_InitAPN(p_CellId, p_EIT_Flag, p_PTI);  // @sic R5s100751 Additional changes sic@

    // RRC Security Command / RRC Security Complete

    v_AuthParams := f_EUTRA_RRC_ActivateSecurity(p_CellId, v_AuthParams, v_NasCountUL);

    f_EUTRA_Security_Set(v_AuthParams);//Saving security parameters

    return v_APN;

  }  
After change

  function f_EUTRA_Authentication_NAS_AS_Security(EUTRA_CellId_Type p_CellId,

                                                  boolean p_EIT_Flag,

                                                  ProcedureTransactionIdentifier p_PTI,

                                                  boolean p_SecurityContextActive := true,

                                                  boolean p_APNCheck_afterSecurity := true) //tmp NK

    runs on EUTRA_PTC return AccessPointName

  {

    var NasCount_Type v_NasCountUL;

    var EUTRA_SecurityParams_Type v_AuthParams := f_EUTRA_Security_Get();

    var GutiParameters_Type v_Guti := f_EUTRA_CellInfo_GetGuti(p_CellId);

    var NAS_PlmnId  v_PLMN := f_Asn2Nas_PlmnId (v_Guti.PLMN_Identity);

    var AccessPointName v_APN;

    // Authentication Request / Authentication Response

    if (p_SecurityContextActive) { // @sic R5s100008 sic@

      v_AuthParams := f_EUTRA_NAS_Authentication(p_CellId,

                                                 tsc_SRB1,

                                                 v_AuthParams,

                                                 tsc_SHT_IntegrityProtected_Ciphered,

                                                 tsc_SHT_IntegrityProtected_Ciphered,

                                                 v_PLMN);

    } else {

      v_AuthParams := f_EUTRA_NAS_Authentication(p_CellId,

                                                 tsc_SRB1,

                                                 v_AuthParams,

                                                 tsc_SHT_NoSecurityProtection,

                                                 (tsc_SHT_NoSecurityProtection, tsc_SHT_IntegrityProtected), // @sic R5-102226 sic@

                                                 v_PLMN);

    }

    // NAS Security Mode Command / NAS Security Mode Complete

    v_NasCountUL := f_EUTRA_NAS_ActivateSecurity(p_CellId, v_AuthParams);

    //tmp NK

    if(p_APNCheck_afterSecurity) {
    v_APN := f_ESM_InitAPN(p_CellId, p_EIT_Flag, p_PTI);  // @sic R5s100751 Additional changes sic@

    }
    // RRC Security Command / RRC Security Complete

    v_AuthParams := f_EUTRA_RRC_ActivateSecurity(p_CellId, v_AuthParams, v_NasCountUL);

    f_EUTRA_Security_Set(v_AuthParams);//Saving security parameters

    return v_APN;

  }
Change 2
	Function name
	f_IMS_DefaultHandler()

	Reason for change
	IMS security needs to be released after IMS reset is received. In some case, IMS reset would be received without the IMS deregistraiton like 9.2.1.2.2

	Summary of change
	Removed IMS security when IMS registered but not deregistered. And, IMS context needs to be reset.

	TTCN module
	 Common\IMS\IMS_DefaultHandler.ttcn

	
	


Before change

function f_IMS_DefaultHandler() runs on IMS_PTC

  {

    var boolean v_IsRegistered := false;

    var IMS_DATA_REQ v_IMS_DATA_REQ;

    f_IMS_PTC_Init(-, defaultHandling, IMS_Security);

    while (true) {

      alt {

        [] IPCAN.receive(cmr_IPCAN_IMS_Reset) {

          f_IMS_PTC_Reset();

          v_IsRegistered := false;

        }

        [] IMS_Server.receive(car_IMS_Register_Request(?)) -> value v_IMS_DATA_REQ {      // receive any REGISTER

          if (not v_IsRegistered) {

            f_IMS_DefaultHandler_InitialRegistration(v_IMS_DATA_REQ);  // @sic R5s140788 change 2 sic@

            v_IsRegistered := true;

          } else {

            f_IMS_PTC_ResetRanType();                 // @sic R5s150057 change 3: reset RanType to allow de-registrtion from any RAT sic@

            f_IMS_PTC_Deregistration(v_IMS_DATA_REQ); // @sic R5-132037 sic@

            /* @sic R5s140219 - MCC160 implementation: closing TCP connections is handled in f_IMS_PTC_Deregistration sic@ */

            v_IsRegistered := false;

          }

        }

      }

    }

  }
After change

    function f_IMS_DefaultHandler() runs on IMS_PTC

  {

    var boolean v_IsRegistered := false;

    var IMS_DATA_REQ v_IMS_DATA_REQ;

    f_IMS_PTC_Init(-, defaultHandling, IMS_Security);

    while (true) {

      alt {

        [] IPCAN.receive(cmr_IPCAN_IMS_Reset) {

          f_IMS_PTC_Reset();

          //tmp NK

          if(v_IsRegistered){

          f_IMS_Register_SecurityRelease();

          }
          v_IsRegistered := false;

        }

        [] IMS_Server.receive(car_IMS_Register_Request(?)) -> value v_IMS_DATA_REQ {      // receive any REGISTER

          if (not v_IsRegistered) {

            f_IMS_DefaultHandler_InitialRegistration(v_IMS_DATA_REQ);  // @sic R5s140788 change 2 sic@

            v_IsRegistered := true;

          } else {

            f_IMS_PTC_ResetRanType();                 // @sic R5s150057 change 3: reset RanType to allow de-registrtion from any RAT sic@

            f_IMS_PTC_Deregistration(v_IMS_DATA_REQ); // @sic R5-132037 sic@

            /* @sic R5s140219 - MCC160 implementation: closing TCP connections is handled in f_IMS_PTC_Deregistration sic@ */

            v_IsRegistered := false;

          }

        }

      }

    }

  }
Change 3
	Function name
	fl_TC_9_2_1_1_25_Body()

	Reason for change
	As described in change 1, APN checked needs to be skipped. In case, UE would like to send APN after security established but EMM information procedure is not performed or required.

	Summary of change
	 ‘false’ passed to skip the EMM information proceducre

	TTCN module
	 LTE\9_2\NAS_Attach_EOnly.ttcn

	
	


Before change

function fl_TC_9_2_1_1_25_Body() runs on EUTRA_PTC

  {

    var ProcedureTransactionIdentifier v_EPS_TI := '00'O;

    var GutiParameters_Type v_GutiParams := f_EUTRA_CellInfo_GetGuti(eutra_CellA);

    var template AdditionalUpdateType v_AdditionalUpdateType := f_GetAdditionalUpdateType (); // @sic R5s110176 sic@ @sic R5s120084 sic@

    var NAS_AttDetValue_Type v_AttachType := f_GetEAttachType(NORMAL); // @sic R5s110176 sic@ @sic R5s120084 sic@

    var template (omit) ProtocolConfigOptions v_Pco := omit;
……

//@siclog "Step 3 - 6" siclog@

    // The SS transmits an AUTHENTICATION REQUEST message to initiate the EPS authentication and AKA procedure.

    // The UE transmits an AUTHENTICATION RESPONSE message and establishes mutual authentication.

    // The SS transmits a NAS SECURITY MODE COMMAND message to activate NAS security.

    // The UE transmits a NAS SECURITY MODE COMPLETE message and establishes the initial security configuration.

    f_EUTRA_Authentication_NAS_AS_Security (eutra_CellA, v_EIT_Flag, v_EPS_TI);

    //  The SS does not respond to ATTACH REQUEST message.

    //@siclog "Step 7" siclog@

    // Cause UE to initiate detach before the T3410 times out.

    //@siclog "Step 7A" siclog@

    f_UT_InitiateDetach(UT);
After change

    function fl_TC_9_2_1_1_25_Body() runs on EUTRA_PTC

  {

    var ProcedureTransactionIdentifier v_EPS_TI := '00'O;

    var GutiParameters_Type v_GutiParams := f_EUTRA_CellInfo_GetGuti(eutra_CellA);

    var template AdditionalUpdateType v_AdditionalUpdateType := f_GetAdditionalUpdateType (); // @sic R5s110176 sic@ @sic R5s120084 sic@

    var NAS_AttDetValue_Type v_AttachType := f_GetEAttachType(NORMAL); // @sic R5s110176 sic@ @sic R5s120084 sic@

    var template (omit) ProtocolConfigOptions v_Pco := omit;

……

//@siclog "Step 3 - 6" siclog@

    // The SS transmits an AUTHENTICATION REQUEST message to initiate the EPS authentication and AKA procedure.

    // The UE transmits an AUTHENTICATION RESPONSE message and establishes mutual authentication.

    // The SS transmits a NAS SECURITY MODE COMMAND message to activate NAS security.

    // The UE transmits a NAS SECURITY MODE COMPLETE message and establishes the initial security configuration.

  f_EUTRA_Authentication_NAS_AS_Security (eutra_CellA, v_EIT_Flag, v_EPS_TI,-,false); 

    //  The SS does not respond to ATTACH REQUEST message.

    //@siclog "Step 7" siclog@

    // Cause UE to initiate detach before the T3410 times out.

    //@siclog "Step 7A" siclog@

    f_UT_InitiateDetach(UT);
Change 4
	Function name
	fl_TC_9_2_1_2_2_Body()

	Reason for change
	Network-initiated detach, in this case, socket connection and IMS context needs to reset.

	Summary of change
	Sockets connections are closed using IP_Handling_Start|() and IMS context reset using f_EUTRA_IMSReset()

	TTCN module
	LTE\9_2\NAS_Attach_EOnly.ttcn

	
	


Before change

f function fl_TC_9_2_1_2_2_Body() runs on EUTRA_PTC

  { //@sic R5s110129 sic@
…

f_EUTRA_NAS_AttachComplete(eutra_CellA, tsc_EpsDefaultBearerId);

    //@siclog "Step 9 - 12 Void" siclog@

    //@siclog "Step 13" siclog@

    //  The SS initiates Detach procedure with the Detach Type IE

    //+   "re-attach required"

    SRB.send(cas_SRB2_NasPdu_REQ(eutra_CellA,

                                 cs_TimingInfo_Now,

                                 cs_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,

                                                cs_508_DETACH_REQUEST_MT(cs_DetachType(tsc_DetachMT_ReAttach), omit))));

    //@siclog "Step 14" siclog@

    //+   Check: Does the UE send DETACH ACCEPT message? [1,P]

    SRB.receive(car_SRB2_NasPdu_IND(eutra_CellA,

                                    cr_NAS_Indication(tsc_SHT_IntegrityProtected_Ciphered,

                                                      cr_508_DETACH_ACCEPT)));

    f_EUTRA_PreliminaryPass(__FILE__, __LINE__, "Step 14");

    //+  The SS releases the RRC connection

    //@siclog "Step 15" siclog@

    f_EUTRA_RRC_ConnectionRelease(eutra_CellA);   /* @sic R5-110803 change 13 sic@ */

    //@siclog "Step 15a" siclog@

    if (not pc_Automatic_Re_Attach) { // @sic R5-106186 sic@

      f_UT_TriggerAttach (UT);

    }
After change

function fl_TC_9_2_1_2_2_Body() runs on EUTRA_PTC

  { //@sic R5s110129 sic@
….

    // ATTACH COMPLETE

    //@siclog "Step 8" siclog@

    f_EUTRA_NAS_AttachComplete(eutra_CellA, tsc_EpsDefaultBearerId);

    //@siclog "Step 9 - 12 Void" siclog@

    f_IP_Handling_Start(IP, PDN_1, cs_DrbInfo_EUTRA(eutra_CellA, tsc_DRB1));
    //@siclog "Step 13" siclog@

    //  The SS initiates Detach procedure with the Detach Type IE

    //+   "re-attach required"

    SRB.send(cas_SRB2_NasPdu_REQ(eutra_CellA,

                                 cs_TimingInfo_Now,

                                 cs_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,

                                                cs_508_DETACH_REQUEST_MT(cs_DetachType(tsc_DetachMT_ReAttach), omit))));

    //@siclog "Step 14" siclog@

    //+   Check: Does the UE send DETACH ACCEPT message? [1,P]

    SRB.receive(car_SRB2_NasPdu_IND(eutra_CellA,

                                    cr_NAS_Indication(tsc_SHT_IntegrityProtected_Ciphered,

                                                      cr_508_DETACH_ACCEPT)));

    f_EUTRA_PreliminaryPass(__FILE__, __LINE__, "Step 14");

    //+  The SS releases the RRC connection

    //@siclog "Step 15" siclog@

    f_EUTRA_RRC_ConnectionRelease(eutra_CellA);   /* @sic R5-110803 change 13 sic@ */

    //tmp NK

    f_EUTRA_ResetIMS(PDN_1); 

    //@siclog "Step 15a" siclog@

    if (not pc_Automatic_Re_Attach) { // @sic R5-106186 sic@

      f_UT_TriggerAttach (UT);

    }
