Page 1



3GPP TSG-RAN WG5 Meeting #64
R5-144750
Dresden, Germany, 18 - 22 August 2014
	CR-Form-v11

	CHANGE REQUEST

	

	
	36.508
	CR
	0533
	rev
	-
	Current version:
	12.2.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	


	

	Title:

	Clarification on the default setting of Security header type in SECURITY PROTECTED NAS MESSAGE

	
	

	Source to WG:
	MCC TF160

	Source to TSG:
	R5

	
	

	Work item code:
	TEI8_Test
	
	Date:
	2014-08-20

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-12

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)

	
	

	Reason for change:
	LS from CT1 in R5-144064 confirmed how the core NAS specification shall be interpreted for the setting of the Security header type in SECURITY PROTECTED NAS MESSAGE for DL NAS messages once a NAS security context is established. This needs to be reflected in the test specification to prevent any future ambiguity. 


	
	

	Summary of change:
	In section 4.7.1, a new statement has been added to specify the default setting of the Security header type in SECURITY PROTECTED NAS MESSAGE for DL NAS messages once a NAS security context is established.


	
	

	Consequences if not approved:
	Unclarity will remain in the test specification

	
	

	Clauses affected:
	4.7.1

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications

	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	This is the outcome of 1 revision of R5-144707.


4.7
Default NAS message and information element contents

This clause contains the default values of common NAS messages and  information elements, which apply to all test cases unless otherwise specified. All the messages and information elements are listed in alphabetical order.

4.7.1
Security protected NAS messages

In subclauses 4.7.2 and 4.7.3 in this document, all the NAS messages are described in the plain NAS message format.

When a NAS message is security protected, the message shall be contained by SECURITY PROTECTED NAS MESSAGE unless contained by another NAS message.

The default contents of SECURITY PROTECTED NAS MESSAGE message are defined in table 4.7.1-1.

Table 4.7.1-1: SECURITY PROTECTED NAS MESSAGE

	Derivation Path: 24.301 clause 8.2.23

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0001'B
	Integrity protected 
	UNCIPHERED

	
	'0010'B
	Integrity protected and ciphered
	CIPHERED

	
	'0011'B
	Integrity protected with new EPS security context
	UNCIPHERED-NEW

	
	'0100'B
	Integrity protected and ciphered with new EPS security context
	CIPHERED-NEW

	Message authentication code
	The calculated value of MAC-I for this message.
	The value of MAC-I is calculated by SS using Sequence number sent by UE.
	SENT-BY-SS

	
	The same value as the XMAC-I value calculated by SS.
	
	SENT-BY-UE

	Sequence number
	The internal counter of the SS
	
	SENT-BY-SS

	
	Any allowed value
	
	SENT-BY-UE

	NAS message
	Set according to specific message content
	
	


	Condition
	Explanation

	UNCIPHERED
	This condition applies to unciphered NAS message exchange

	CIPHERED
	This condition applies to ciphered NAS message exchange

	UNCIPHERED-NEW
	This condition applies to unciphered NAS message exchange with new EPS security context

	CIPHERED-NEW
	This condition applies to ciphered NAS message exchange with new EPS security context 

	SENT-BY-SS
	Use for the message sent from SS to UE

	SENT-BY-UE
	Use for the message sent from UE to SS


When a valid NAS security context exists, unless specified otherwise in other clauses of the present specification or in a test case, for every DL NAS message sent within SECURITY PROTECTED NAS MESSAGE message, the condition CIPHERED applies. 
