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1.1 Change 1

	Testcase name
	

	Function Name
	IRAT_CoOrd_Auth_Type

	Reason for change
	Following implementation of TTCN CR R5s130506, the current implementation is setting ciphering (uea) & integrity (uia) algorithms based on v_RxdMsg.Authentication.UEACap, which is incorrect for intergrity algorithms.

	Summary of change
	1. New type CoOrd_UIACap_Type defined to carry integrity algorithm capabilities

2. New field UIACap added in type record IRAT_CoOrd_Auth_Type


	Source of change
	CommonIratDefs.ttcn


Before:
	  type record IRAT_CoOrd_Auth_Type {            /* @status    APPROVED (IMS, LTE, LTE_A, LTE_IRAT, POS, UTRAN) */

    Common_AuthenticationParams_Type AuthPS,

    Common_AuthenticationParams_Type AuthCS optional,

    CoOrd_GUTIParam_Type GutiParams  optional,

    boolean CSinOtherRAT,  // Set to true if either LAU or Combined RAU was done in UTRAN or GERAN cell;  @sic R5-110746 sic@

    CoOrd_UEACap_Type UEACap optional, // Used to pass the UEA capabilities from E to U found in UE Network Capability // @sic R5s130506 sic@

    B20_Type StartPS optional, // Used to pass startPS value from E to U after UE capability, before a Handover @sic R5-120764 sic@

    B20_Type StartCS optional // Used to pass startPS value from E to U after UE capability, before a Handover @sic R5-120764 sic@

  };



After:
	  type record IRAT_CoOrd_Auth_Type {            /* @status    APPROVED (IMS, LTE, LTE_A, LTE_IRAT, POS, UTRAN) */

    Common_AuthenticationParams_Type AuthPS,

    Common_AuthenticationParams_Type AuthCS optional,

    CoOrd_GUTIParam_Type GutiParams  optional,

    boolean CSinOtherRAT,  // Set to true if either LAU or Combined RAU was done in UTRAN or GERAN cell;  @sic R5-110746 sic@

    CoOrd_UEACap_Type UEACap optional, // Used to pass the UEA capabilities from E to U found in UE Network Capability // @sic R5s130506 sic@

    CoOrd_UIACap_Type UIACap optional, 

    B20_Type StartPS optional, // Used to pass startPS value from E to U after UE capability, before a Handover @sic R5-120764 sic@

    B20_Type StartCS optional // Used to pass startPS value from E to U after UE capability, before a Handover @sic R5-120764 sic@

  };
   type record CoOrd_UIACap_Type {               /* @status    APPROVED (IMS, LTE, LTE_A, LTE_IRAT) */

    B1_Type Uia0,

    B1_Type Uia1,

    B1_Type Uia2

  };



1.2 Change 2

	Testcase name
	

	Function Name
	Template cms_IRAT_AuthInfo

	Reason for change
	Following implementation of TTCN CR R5s130506, the current implementation is setting ciphering (uea) & integrity (uia) algorithms based on v_RxdMsg.Authentication.UEACap, which is incorrect for intergrity algorithms.

	Summary of change
	New field UIACap added to template to store integrity algorithm support.

	Source of change
	CommonIratDefs.ttcn


Before:
	template (value) IRAT_Coordination_MSG cms_IRAT_AuthInfo (template (value) Common_AuthenticationParams_Type p_PS,

                                                            template (omit) Common_AuthenticationParams_Type p_CS,

                                                            template (omit) CoOrd_GUTIParam_Type p_GUTIParams,

                                                            boolean p_Combined := false,

                                                            template (omit) CoOrd_UEACap_Type p_UEACap := omit,  // @sic R5s130506 sic@

                                                            template (omit) B20_Type p_StartPS := omit,

                                                            template (omit) B20_Type p_StartCS := omit) :=

  { /* @status    APPROVED (LTE_IRAT) */

    Authentication := {

      AuthPS  := p_PS,

      AuthCS  := p_CS,

      GutiParams := p_GUTIParams,

      CSinOtherRAT := p_Combined,

      UEACap := p_UEACap, // @sic R5s130506 sic@

      StartPS := p_StartPS, // @sic R5-120764 sic@

      StartCS := p_StartCS // @sic R5-120764 sic@

    }

  };


After:
	  template (value) IRAT_Coordination_MSG cms_IRAT_AuthInfo (template (value) Common_AuthenticationParams_Type p_PS,

                                                            template (omit) Common_AuthenticationParams_Type p_CS,

                                                            template (omit) CoOrd_GUTIParam_Type p_GUTIParams,

                                                            boolean p_Combined := false,

                                                            template (omit) CoOrd_UEACap_Type p_UEACap := omit,  // @sic R5s130506 sic@

                                                            template (omit) CoOrd_UIACap_Type p_UIACap := omit, 

                                                            template (omit) B20_Type p_StartPS := omit,

                                                            template (omit) B20_Type p_StartCS := omit) :=

  { /* @status    APPROVED (LTE_IRAT) */

    Authentication := {

      AuthPS  := p_PS,

      AuthCS  := p_CS,

      GutiParams := p_GUTIParams,

      CSinOtherRAT := p_Combined,

      UEACap := p_UEACap, // @sic R5s130506 sic@

      UIACap := p_UIACap, 

      StartPS := p_StartPS, // @sic R5-120764 sic@

      StartCS := p_StartCS // @sic R5-120764 sic@

    }

  };


1.3 Change 3
	Testcase name
	

	Function Name
	f_EUTRA_SendAuthCoOrdParameters

	Reason for change
	Following implementation of TTCN CR R5s130506, the current implementation is setting ciphering (uea) & integrity (uia) algorithms based on v_RxdMsg.Authentication.UEACap, which is incorrect for intergrity algorithms.

	Summary of change
	New parameter CoOrd_UIACap_Type p_UIACap added in function f_EUTRA_SendAuthCoOrdParameters


	Source of change
	EUTRA_IRATFunctions.ttcn


Before:
	  function f_EUTRA_SendAuthCoOrdParameters (IRAT_CO_ORD_PORT p_Port,

                                            EUTRA_CellId_Type p_CellId,

                                            Common_AuthenticationParams_Type p_AuthParams,

                                            template (omit) Common_AuthenticationParams_Type p_AuthParamsCS := omit,

                                            template (omit) CoOrd_UEACap_Type p_UEACap := omit,  // @sic R5s130506 sic@

                                            template (omit) B20_Type p_StartPS := omit,

                                            template (omit) B20_Type p_StartCS := omit) runs on EUTRA_PTC

  {

    var GutiParameters_Type v_Guti_Params := f_EUTRA_CellInfo_GetGuti(p_CellId);

    p_Port.send (cms_IRAT_AuthInfo(p_AuthParams,

                                   p_AuthParamsCS,

                                   cs_IRAT_GUTIStuff (v_Guti_Params.MME_GroupId, v_Guti_Params.MME_Code, v_Guti_Params.M_TMSI),

                                   -,

                                   p_UEACap,

                                   p_StartPS,

                                   p_StartCS)); //@sic R5-120764 sic@

  }



After:
	  function f_EUTRA_SendAuthCoOrdParameters (IRAT_CO_ORD_PORT p_Port,

                                            EUTRA_CellId_Type p_CellId,

                                            Common_AuthenticationParams_Type p_AuthParams,

                                            template (omit) Common_AuthenticationParams_Type p_AuthParamsCS := omit,

                                            template (omit) CoOrd_UEACap_Type p_UEACap := omit,  // @sic R5s130506 sic@

                                             template (omit) CoOrd_UIACap_Type p_UIACap := omit, 

                                            template (omit) B20_Type p_StartPS := omit,

                                            template (omit) B20_Type p_StartCS := omit) runs on EUTRA_PTC

  {

    var GutiParameters_Type v_Guti_Params := f_EUTRA_CellInfo_GetGuti(p_CellId);

    p_Port.send (cms_IRAT_AuthInfo(p_AuthParams,

                                   p_AuthParamsCS,

                                   cs_IRAT_GUTIStuff (v_Guti_Params.MME_GroupId, v_Guti_Params.MME_Code, v_Guti_Params.M_TMSI),

                                   -,

                                   p_UEACap,

                                   p_UIACap, 

                                   p_StartPS,

                                   p_StartCS)); //@sic R5-120764 sic@

  }




1.4 Change 4
	Testcase name
	

	Function Name
	f_ f_EUTRA_SendAuthParameters

	Reason for change
	Following implementation of TTCN CR R5s130506, the current implementation is setting ciphering (uea) & integrity (uia) algorithms based on v_RxdMsg.Authentication.UEACap, which is incorrect for integrity algorithms.

	Summary of change
	Setting AuthCo-ordinate parameter “v_UIACap” if “uiaCap” present  in  v_SecurityParams.NAS_SecurityCap.uiaCap

	Source of change
	EUTRA_IRATFunctions.ttcn


Before:
	  function f_EUTRA_SendAuthParameters (EUTRA_CellId_Type p_CellId,

                                       IRAT_CO_ORD_PORT p_Port,

                                       boolean p_ForIdleMode := true,

                                       boolean p_SRVCCKeys  := false,

                                       template (omit) B20_Type p_StartPS := omit,

                                       template (omit) B20_Type p_StartCS := omit) runs on EUTRA_PTC

  {

    var EUTRA_SecurityParams_Type v_SecurityParams;

    var Common_AuthenticationParams_Type v_CommonAuthParams;

    var template (omit) Common_AuthenticationParams_Type v_CommonAuthParamsCS := omit;

    var B256_Type v_CkIk, v_CkIkSRVCC;

    var B128_Type v_CK,  v_CKSRVCC;

    var B128_Type v_IK,  v_IKSRVCC;

    var O4_Type v_DL_NAS_Count := f_EUTRA_SS_NAS_CountGetDLNext(); // @sic R5s110382 sic@

    var O4_Type v_UL_NAS_Count := f_EUTRA_SS_NAS_CountGetULNext(); // @sic R5s110382 sic@

    var template (omit) CoOrd_UEACap_Type v_UEACap := omit;

    //Get latest security params...

    v_SecurityParams := f_EUTRA_Security_Get();

    //...and use them to update CK and IK
…….

    // @sic R5s130506 sic@

    if (ispresent(v_SecurityParams.NAS_SecurityCap.ueaCap)) {

      v_UEACap.Uea0 := substr(oct2bit(v_SecurityParams.NAS_SecurityCap.ueaCap), 0, 1);

      v_UEACap.Uea1 := substr(oct2bit(v_SecurityParams.NAS_SecurityCap.ueaCap), 1, 1);

      v_UEACap.Uea2 := substr(oct2bit(v_SecurityParams.NAS_SecurityCap.ueaCap), 2, 1);

    }

    //@sic R5-120637 enhancements for SRVCC sic@

    if (p_SRVCCKeys) {

      v_CkIkSRVCC := f_EUTRA_Authentication_S1A(v_SecurityParams, v_DL_NAS_Count); //@sic R5s130561 sic@

      v_CKSRVCC := substr(v_CkIkSRVCC, 0, 128);

      v_IKSRVCC := substr(v_CkIkSRVCC, 128, 128);

      v_CommonAuthParamsCS := cs_CommonAuthParams_Init(px_eAuthRAND);

      v_CommonAuthParamsCS.CK := v_CKSRVCC;

      v_CommonAuthParamsCS.IK := v_IKSRVCC;

      v_CommonAuthParamsCS.KeySeq := v_SecurityParams.AuthParams.KeySeq;

    }

    //Now send these over to the other RAT, but DON'T store them

    f_EUTRA_SendAuthCoOrdParameters (p_Port, p_CellId, v_CommonAuthParams, v_CommonAuthParamsCS, v_UEACap, p_StartPS, p_StartCS); // @sic R5-120764, R5s130506 sic@
}


After:
	  function f_EUTRA_SendAuthParameters (EUTRA_CellId_Type p_CellId,

                                       IRAT_CO_ORD_PORT p_Port,

                                       boolean p_ForIdleMode := true,

                                       boolean p_SRVCCKeys  := false,

                                       template (omit) B20_Type p_StartPS := omit,

                                       template (omit) B20_Type p_StartCS := omit) runs on EUTRA_PTC

  {

    var EUTRA_SecurityParams_Type v_SecurityParams;

    var Common_AuthenticationParams_Type v_CommonAuthParams;

    var template (omit) Common_AuthenticationParams_Type v_CommonAuthParamsCS := omit;

    var B256_Type v_CkIk, v_CkIkSRVCC;

    var B128_Type v_CK,  v_CKSRVCC;

    var B128_Type v_IK,  v_IKSRVCC;

    var O4_Type v_DL_NAS_Count := f_EUTRA_SS_NAS_CountGetDLNext(); // @sic R5s110382 sic@

    var O4_Type v_UL_NAS_Count := f_EUTRA_SS_NAS_CountGetULNext(); // @sic R5s110382 sic@

    var template (omit) CoOrd_UEACap_Type v_UEACap := omit;

    var template (omit) CoOrd_UIACap_Type v_UIACap := omit;  

    //Get latest security params...

    v_SecurityParams := f_EUTRA_Security_Get();

    //...and use them to update CK and IK
…….

    // @sic R5s130506 sic@

    if (ispresent(v_SecurityParams.NAS_SecurityCap.ueaCap)) {

      v_UEACap.Uea0 := substr(oct2bit(v_SecurityParams.NAS_SecurityCap.ueaCap), 0, 1);

      v_UEACap.Uea1 := substr(oct2bit(v_SecurityParams.NAS_SecurityCap.ueaCap), 1, 1);

      v_UEACap.Uea2 := substr(oct2bit(v_SecurityParams.NAS_SecurityCap.ueaCap), 2, 1);

    }

     if (ispresent(v_SecurityParams.NAS_SecurityCap.uiaCap)) {

      v_UIACap.Uia0 := substr(oct2bit(v_SecurityParams.NAS_SecurityCap.uiaCap), 0, 1);

      v_UIACap.Uia1 := substr(oct2bit(v_SecurityParams.NAS_SecurityCap.uiaCap), 1, 1);

      v_UIACap.Uia2 := substr(oct2bit(v_SecurityParams.NAS_SecurityCap.uiaCap), 2, 1);

    }
    //@sic R5-120637 enhancements for SRVCC sic@

    if (p_SRVCCKeys) {

      v_CkIkSRVCC := f_EUTRA_Authentication_S1A(v_SecurityParams, v_DL_NAS_Count); //@sic R5s130561 sic@

      v_CKSRVCC := substr(v_CkIkSRVCC, 0, 128);

      v_IKSRVCC := substr(v_CkIkSRVCC, 128, 128);

      v_CommonAuthParamsCS := cs_CommonAuthParams_Init(px_eAuthRAND);

      v_CommonAuthParamsCS.CK := v_CKSRVCC;

      v_CommonAuthParamsCS.IK := v_IKSRVCC;

      v_CommonAuthParamsCS.KeySeq := v_SecurityParams.AuthParams.KeySeq;

    }

    //Now send these over to the other RAT, but DON'T store them

    f_EUTRA_SendAuthCoOrdParameters (p_Port, p_CellId, v_CommonAuthParams, v_CommonAuthParamsCS, v_UEACap, v_UIACap, p_StartPS, p_StartCS);  // @sic R5-120764, R5s130506 sic@
  }


1.5 Change 5
	Testcase name
	

	Function Name
	f_UTRAN_InterRAT_InitialiseAuthParams_Common

	Reason for change
	Following implementation of TTCN CR R5s130506, the current implementation is setting ciphering (uea) & integrity (uia) algorithms based on v_RxdMsg.Authentication.UEACap, which is incorrect for integrity algorithms.

	Summary of change
	Now new message defined for integrity v_RxdMsg.Authentication.UIACap if it present then we set UIA intergrity algo’s accordingly which send to utra in IRAT Co-ordinate message.

	Source of change
	UTRAN_CommonFunctions.ttcn


Before:
	  function f_UTRAN_InterRAT_InitialiseAuthParams_Common(IRAT_CO_ORD_PORT p_Port) runs on UTRAN_PTC

  {

    var IRAT_Coordination_MSG v_RxdMsg;

    var UTRAN_SecurityInfo_Type v_SecurityInfo := f_UTRAN_Security_Get();

    var bitstring v_CipheringAlgCap := '0000000000000001'B; // default support

    var bitstring v_IntAlgCap := '0000000000000010'B; // default support

    p_Port.receive(cmr_IRAT_AuthInfo) -> value v_RxdMsg; // @sic R5s120568 sic@

    v_SecurityInfo.authKeys.AuthPS := v_RxdMsg.Authentication.AuthPS;

    if (isvalue(v_RxdMsg.Authentication.StartPS)) { // @sic R5-120764 sic@

      v_SecurityInfo.start_PS := v_RxdMsg.Authentication.StartPS;

    }

    if (isvalue(v_RxdMsg.Authentication.StartCS)) { // @sic R5-120764 sic@

      v_SecurityInfo.start_CS := v_RxdMsg.Authentication.StartCS;

    }

    //@sic R5-120637 enhancements for SRVCC sic@

    if (isvalue(v_RxdMsg.Authentication.AuthCS)) {

      v_SecurityInfo.authKeys.AuthCS.CKey := v_RxdMsg.Authentication.AuthCS.CK;

      v_SecurityInfo.authKeys.AuthCS.IKey := v_RxdMsg.Authentication.AuthCS.IK;

      v_SecurityInfo.authKeys.AuthCS.CKeySeq:= v_RxdMsg.Authentication.AuthCS.KeySeq;

    }

    if (isvalue (v_RxdMsg.Authentication.UEACap)) { // @sic R5s130506 sic@

      v_CipheringAlgCap[13] := v_RxdMsg.Authentication.UEACap.Uea2;

      v_IntAlgCap[13] := v_RxdMsg.Authentication.UEACap.Uea2;

      v_CipheringAlgCap[14] := v_RxdMsg.Authentication.UEACap.Uea1;

      v_IntAlgCap[14] := v_RxdMsg.Authentication.UEACap.Uea1;

      // Now update the stored values

      v_SecurityInfo.cipheringAlgorithmCapability := v_CipheringAlgCap;

      v_SecurityInfo.integrProtAlgCap := v_IntAlgCap;

    }
    f_UTRAN_Security_Set(v_SecurityInfo);

  }


After:
	  function f_UTRAN_InterRAT_InitialiseAuthParams_Common(IRAT_CO_ORD_PORT p_Port) runs on UTRAN_PTC

  {

    var IRAT_Coordination_MSG v_RxdMsg;

    var UTRAN_SecurityInfo_Type v_SecurityInfo := f_UTRAN_Security_Get();

    var bitstring v_CipheringAlgCap := '0000000000000001'B; // default support

    var bitstring v_IntAlgCap := '0000000000000010'B; // default support

    p_Port.receive(cmr_IRAT_AuthInfo) -> value v_RxdMsg; // @sic R5s120568 sic@

    v_SecurityInfo.authKeys.AuthPS := v_RxdMsg.Authentication.AuthPS;

    if (isvalue(v_RxdMsg.Authentication.StartPS)) { // @sic R5-120764 sic@

      v_SecurityInfo.start_PS := v_RxdMsg.Authentication.StartPS;

    }

    if (isvalue(v_RxdMsg.Authentication.StartCS)) { // @sic R5-120764 sic@

      v_SecurityInfo.start_CS := v_RxdMsg.Authentication.StartCS;

    }

    //@sic R5-120637 enhancements for SRVCC sic@

    if (isvalue(v_RxdMsg.Authentication.AuthCS)) {

      v_SecurityInfo.authKeys.AuthCS.CKey := v_RxdMsg.Authentication.AuthCS.CK;

      v_SecurityInfo.authKeys.AuthCS.IKey := v_RxdMsg.Authentication.AuthCS.IK;

      v_SecurityInfo.authKeys.AuthCS.CKeySeq:= v_RxdMsg.Authentication.AuthCS.KeySeq;

    }

    if (isvalue (v_RxdMsg.Authentication.UEACap)) { // @sic R5s130506 sic@

      v_CipheringAlgCap[13] := v_RxdMsg.Authentication.UEACap.Uea2;

     // v_IntAlgCap[13] := v_RxdMsg.Authentication.UEACap.Uea2;
      v_CipheringAlgCap[14] := v_RxdMsg.Authentication.UEACap.Uea1;

     // v_IntAlgCap[14] := v_RxdMsg.Authentication.UEACap.Uea1;
      // Now update the stored values

      v_SecurityInfo.cipheringAlgorithmCapability := v_CipheringAlgCap;

   //   v_SecurityInfo.integrProtAlgCap := v_IntAlgCap;
    }

      if (isvalue (v_RxdMsg.Authentication.UIACap)) { // @sic R5s130506 sic@

      v_IntAlgCap[13] := v_RxdMsg.Authentication.UIACap.Uia2;

      v_IntAlgCap[14] := v_RxdMsg.Authentication.UIACap.Uia1;

      // Now update the stored values

      v_SecurityInfo.integrProtAlgCap := v_IntAlgCap;

    }
    f_UTRAN_Security_Set(v_SecurityInfo);

  }
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