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	Reason for change:
(

	Removal of the pre-preamble per prose CR R5-132036 causes all UEs which do NOT support UEA2 ciphering algorithm and UIA2 integrity algorithm to fail at test step 8A (Security Mode Command Procedure) as a result of the UTRAN ueNetwork Capability cipheringAlgorithmCapability and integrProtAlgCap was set to the incorrect (initialized/default) value of UEA2 and UIA2 respectively regarless prior to test step 8A. 

Note: - The original TTCN implementation uses the pre-preamble to ACQUIRE and update the UTRAN ueNetwork Capability data structure (i.e. cipheringAlgorithmCapability and integrProtAlgCap) during the UTRAN registration procedure.

	
	

	Summary of change:
(

	To resolve this problem with minimum changes is to acquire the UTRAN UE Network Capability (ueaCap) after the EUTRA registration procedure. 
Prior to the execution of test step 8A.And, this UTRAN UE Network Capability information is to relayed to the UTRAN_PTC to update the cipheringAlgorithmCapability and integrProtAlgCap  elements in the UTRAN ueNetwork Capability data structure according the ueaCap.
Note: - ueaCap & uiaCap IEs are captured by the TTCN from the ueNetworkCapability IE from the ATTACH_REQUEST PDU during the EUTRA registration.
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Change 1 - f_TC_13_4_2_1_EUTRA

	Function name
	function f_TC_13_4_2_1_EUTRA()

	Reason for change
	Acquire ueaCap from the EUTRAN Security Capability data structure send ueaCap information to UTRAN_PTC after EUTRA registration.
Note: - ueaCap & uiaCap are captured by the TTCN from the ueNetworkCapability IE from the ATTACH_REQUEST PDU during the EUTRA registration.

	Summary of change
	Add new function f_EUTRA_Send_UTRAN_Security_Capability

	Source of change
	LTE_EPS_TS\13\MultiLayer_Procedures_EU.ttcn


Before change:

	  function f_TC_13_4_2_1_EUTRA() runs on EUTRA_PTC
  {
    :

    :

    //@siclog "Step 6A - 6B" siclog@
    f_EUTRA_UTRA_Capability (eutra_Cell1); //@sic R5-120776 sic@
    //Get NAS DL Count
    v_NasCountDL := f_EUTRA_SS_NAS_CountGetDLNext(); // @sic R5s110382 sic@
    //nas-securityParamFromEUTRA is the 4 least significant bits of the NAS downlink COUNT value 36.508, Table 4.6.1-6
    v_Nas_SecurityParamFromEUTRA := substr(v_NasCountDL,3, 1);


After change :

	  function f_TC_13_4_2_1_EUTRA() runs on EUTRA_PTC
  {

    :

    :

    //@siclog "Step 6A - 6B" siclog@
    f_EUTRA_UTRA_Capability (eutra_Cell1); //@sic R5-120776 sic@
    // Anritsu_13421
    f_EUTRA_Send_UTRAN_Security_Capability ();
    //Get NAS DL Count
    v_NasCountDL := f_EUTRA_SS_NAS_CountGetDLNext(); // @sic R5s110382 sic@
    //nas-securityParamFromEUTRA is the 4 least significant bits of the NAS downlink COUNT value 36.508, Table 4.6.1-6
    v_Nas_SecurityParamFromEUTRA := substr(v_NasCountDL,3, 1);


Change 1.1 – New function f_EUTRA_Send_UTRA_Security_Capability
	Function name
	f_EUTRA_Send_UTRAN_Security_Capability

	Reason for change
	Acquire from the EUTRAN Security Capability data structure and send the ueaCap to the UTRAN_PTC.

	Summary of change
	Summary of the function is listed below:
a) Acquire ueaCap from the EUTRA Security Capability data structure
b) Validate the content of the ueaCap
c) Send ueaCap to UTRAN_PTC

	Source of change
	Common\EUTRA\EUTRA_IRATFunctions.ttcn


	function f_EUTRA_Send_UTRAN_Security_Capability () runs on EUTRA_PTC
 {
   var EUTRA_SecurityParams_Type v_SecurityParams := f_EUTRA_Security_Get();
   var UE_SecurityCapability v_SecurityCapability;
   v_SecurityCapability := v_SecurityParams.NAS_SecurityCap;   
   // get uea cap and tokenuze it
   if (ispresent(v_SecurityCapability.ueaCap)) {
     if ((v_SecurityCapability.ueaCap != 'E0'O) and // uea2
         (v_SecurityCapability.ueaCap != 'C0'O) and // uea1
         (v_SecurityCapability.ueaCap != '80'O) and // uea0
         (v_SecurityCapability.ueaCap != '00'O)) {  // NULL uea 
       FatalError(__FILE__, __LINE__, "invalid value for UEA Capability");
     }
   }
   else {
     FatalError(__FILE__, __LINE__, "UEA Capability missing");
   }
   f_IRAT_SendCoOrd(UTRAN,cms_IRAT_OctetData(v_SecurityCapability.ueaCap)); 
 }


Change 2 - f_TC_13_4_2_1_UTRAN
	Function name
	function f_TC_13_4_2_1_UTRAN()

	Reason for change
	Update UTRAN cipheringAlgorithmCapability and integrProtAlgCap according to the ueaCap IE from the EUTRA ATTACH_REQUEST PDU received during the EUTRA preamble procedure.

	Summary of change
	Add new function call f_Set_UTRA_Security_Capability

	Source of change
	MultiLayer_Procedures_EU_UTRAN.ttcn


Before change:

	  function f_TC_13_4_2_1_UTRAN() runs on UTRAN_PTC
  {
    :
    :

    //@siclog "Step 5" siclog@
    //Set Cell parameters according to T1
    f_IRAT_WaitForCoOrd_Trigger (EUTRA);
    f_UTRAN_SetCellPower(utran_Cell5, v_T1_CPICH_Cell5, v_T1_PCCPCH_Cell5);
    //Receive authentication parameters and continue with the test case
    f_UTRAN_InterRAT_InitialiseAuthParams();
    //Configure ciphering in SS before HO
    f_UTRAN_ConfigureCipheringBeforeHO (utran_Cell5);
    //Notify E-UTRA ready to send Mobility from EUTRA
    f_IRAT_SendCoOrd (EUTRA, cms_IRAT_Trigger);
    //@siclog "Step 8-13" siclog@
    //Receive HANDOVER TO UTRAN COMPLETE message and perform RAU
    f_UTRAN_PS_Handover(utran_Cell5);


After change :

	  function f_TC_13_4_2_1_UTRAN() runs on UTRAN_PTC
  {

    :

    :

    //@siclog "Step 5" siclog@
    //Set Cell parameters according to T1
    f_IRAT_WaitForCoOrd_Trigger (EUTRA);
    f_UTRAN_SetCellPower(utran_Cell5, v_T1_CPICH_Cell5, v_T1_PCCPCH_Cell5);
    //Receive authentication parameters and continue with the test case
    f_UTRAN_InterRAT_InitialiseAuthParams();
    // Anritsu_13421
    f_Set_UTRAN_Security_Capability();
    //Configure ciphering in SS before HO
    f_UTRAN_ConfigureCipheringBeforeHO (utran_Cell5);
    //Notify E-UTRA ready to send Mobility from EUTRA
    f_IRAT_SendCoOrd (EUTRA, cms_IRAT_Trigger);
    //@siclog "Step 8-13" siclog@
    //Receive HANDOVER TO UTRAN COMPLETE message and perform RAU
    f_UTRAN_PS_Handover(utran_Cell5);


Change 2.1 – New function f_Set_UTRAN_Security_Capability
	Function name
	f_Set_UTRAN_Security_Capability

	Reason for change
	Update UTRAN cipheringAlgorithmCapability and integrProtAlgCap according to the ueaCap IE of the EUTRA ATTACH_REQUEST PDU received during the EUTRA preamble procedure.

	Summary of change
	Summary of the function is listed below:

a) Update cipheringAlgorithmCapability to the value of ueaCap
b) Update ntegrProtAlgCap according to the value of ueaCap

	Source of change
	Common\EUTRA\EUTRA_IRATFunctions.ttcn


	    // Anritsu_13421- new function - change 2.1
    function f_Set_UTRAN_Security_Capability() runs on UTRAN_PTC
    {
      var IRAT_Coordination_MSG v_RxMsg;
      var UTRAN_SecurityInfo_Type v_SecurityInfo := f_UTRAN_Security_Get();
      EUTRA.receive (cmr_IRAT_OctetData) -> value v_RxMsg;
      if ( v_RxMsg.OctetData == 'E0'O) {
        v_SecurityInfo.cipheringAlgorithmCapability := '0000000000000111'B;
        v_SecurityInfo.integrProtAlgCap := '0000000000000110'B;
      }
      else if ( v_RxMsg.OctetData == 'C0'O) {
        v_SecurityInfo.cipheringAlgorithmCapability := '0000000000000011'B;
        v_SecurityInfo.integrProtAlgCap := '0000000000000010'B;
      }
      else {
        v_SecurityInfo.cipheringAlgorithmCapability := '0000000000000001'B;
        v_SecurityInfo.integrProtAlgCap := '0000000000000010'B;
      }
      f_UTRAN_Security_Set(v_SecurityInfo);    
   }
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