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1. Overview

This document lists all changes needed to correct problems in the TTCN implementation of test case 13.1.2 which are part of the LTE/SAE test suite ‘iwd-EUTRA-B2012-03_D13wk08’.

The test case can be demonstrated to run in LTE_TDD mode with one LTE UE (see section 5). Execution log is provided as evidence.
2. Table of Contents

21. Overview

2. Table of Contents
2
3. Verification Test Summary
2
4. Corrections required for test case 13.1.2
3
Change 1 – Correction to Function ‘f_UTRAN_CMAC_CipherCfg’
3
Change 2 – Correction to Function ‘f_UTRAN_ReceiveRB_SetupCmpl_CipheringStartedTM_RAB’
4
Change 3 – Correction to Function ‘f_UTRAN_ReceiveRB_SetupCmpl_CipheringNotStartedTM_RAB’
5
Change 4 – Correction to Function ‘f_UTRAN_RRC_ReceiveRB_SetupCmpl_Speech’
7
Change 5 – Addition of Template ‘cas_CMAC_DL_CipherActReq_TDD’
8
Change 6 – Addition of Template ‘cas_CMAC_UL_CipherActReq_TDD’
9
Change 7 – Addition of Function ‘f_UTRAN_CMAC_UL_DL_CipherCfg_TDD’
9
5. Execution Log Files
10
5.1 Qualcomm MTP9615 UE
10

3. Verification Test Summary

Test Case:
13.1.2
Test Group:
13\ MultiLayer_Procedures_EU.ttcn
ATS Version:
iwd-EUTRA-B2012-03_D13wk08
System Simulator used:
Datang Mobile Conformance ECT7310 

UE used:
Qualcomm
Verification Status:
PASS


4. Corrections required for test case 13.1.2

This section describes the TTCN changes required to make test case 13.1.2 run correctly in LTE_TDD mode with one LTE UE. The TTCN used to pass this test case belongs to ‘iwd-EUTRA-B2012-03_D13wk08’ release.

Change 1 – Correction to Function ‘f_UTRAN_CMAC_CipherCfg’
	Function name
	f_UTRAN_CMAC_CipherCfg

	Reason for change
	IE ratType of CMAC-Ciphering-Activate-REQ shall not be fdd when using tdd.

	Summary of change
	Use two branches for tdd and tdd in using CMAC-Ciphering-Activate-REQ.

	TTCN module
	CommonUTRAN\UTRAN_ConfigurationSteps.ttcn


Before change
  function f_UTRAN_CMAC_CipherCfg(UTRAN_CellId_Type       p_CellId,

                                  ActivationTime          p_CipherActTime,

                                  CipheringModeCommand_r7 p_CipherMode,

                                  Increment_Mode          p_IncrDcr) runs on UTRAN_PTC

  {

    var UTRAN_SecurityInfo_Type v_SecurityInfo := f_UTRAN_Security_Get();

    var RB_ConfigType v_CellConfig := f_UTRAN_CellInfo_GetConfigType(p_CellId);

    if ((v_CellConfig == cell_DCH_Speech) and (v_SecurityInfo.recentSecureDomain == cs_domain)) {

      f_UTRAN_CMAC_UL_DL_CipherCfg(p_CipherMode,

                                   p_CipherActTime,

                                   p_IncrDcr);
    }

  }
After change

function f_UTRAN_CMAC_CipherCfg(UTRAN_CellId_Type       p_CellId,

                                  ActivationTime          p_CipherActTime,

                                  CipheringModeCommand_r7 p_CipherMode,

                                  Increment_Mode          p_IncrDcr) runs on UTRAN_PTC

  {

    var UTRAN_SecurityInfo_Type v_SecurityInfo := f_UTRAN_Security_Get();

    var RB_ConfigType v_CellConfig := f_UTRAN_CellInfo_GetConfigType(p_CellId);

    if ((v_CellConfig == cell_DCH_Speech) and (v_SecurityInfo.recentSecureDomain == cs_domain)) {

      if (f_UTRAN_CellInfo_GetFDD_TDD(p_CellId) == UTRAN_FDD) {

          f_UTRAN_CMAC_UL_DL_CipherCfg(p_CipherMode,

                                       p_CipherActTime,

                                       p_IncrDcr);

      }

      else {

          f_UTRAN_CMAC_UL_DL_CipherCfg_TDD(p_CipherMode,

                                       p_CipherActTime,

                                       p_IncrDcr); 

      }    

    }

  }
Change 2 – Correction to Function ‘f_UTRAN_ReceiveRB_SetupCmpl_CipheringStartedTM_RAB’
	Function name
	f_UTRAN_ReceiveRB_SetupCmpl_CipheringStartedTM_RAB

	Reason for change
	IE ratType of CMAC-Ciphering-Activate-REQ shall not be fdd when using tdd.

	Summary of change
	Use f_UTRAN_CMAC_UL_DL_CipherCfg_TDD in tdd mode.

Add p_CellId in parameter list.

	TTCN module
	CommonUTRAN\UTRAN_RAB_Functions.ttcn


Before change
  function f_UTRAN_ReceiveRB_SetupCmpl_CipheringStartedTM_RAB (ActivationTime p_ActivationTime) runs on UTRAN_PTC

  {

    var UTRAN_SecurityInfo_Type v_SecurityInfo := f_UTRAN_Security_Get();

    var ActivationTime v_NewCipheringActTime;

    var U_RLC_AM_IND v_U_RLC_AM_IND;

    f_UTRAN_CMAC_SecurityMode_Config(v_SecurityInfo.recentSecureDomain,

                                     v_SecurityInfo.start_CS,

                                     v_SecurityInfo.authKeys.AuthCS.CKey);

    f_UTRAN_CMAC_UL_DL_CipherCfg(v_SecurityInfo.dL_CipherMode,

                                 p_ActivationTime,

                                 notInc);
    //Receive Radio Bearer Setup Complete message

    U_AM.receive(car_RLC_Data_Ind(utran_CellDedicated,

                                  tsc_RB2,

                                  cr_108_RB_SetUpCmpl(tsc_RRC_TI))) -> value v_U_RLC_AM_IND;

    v_NewCipheringActTime := v_U_RLC_AM_IND.data.aM_message.uL_DCCH_Message.message_.radioBearerSetupComplete.count_C_ActivationTime;

    v_SecurityInfo.start_CS := v_U_RLC_AM_IND.data.aM_message.uL_DCCH_Message.message_.radioBearerSetupComplete.start_Value;

    f_UTRAN_CMAC_SecurityMode_Config(v_SecurityInfo.recentSecureDomain,

                                     v_SecurityInfo.start_CS,

                                     v_SecurityInfo.authKeys.AuthCS.CKey);

    f_UTRAN_CMAC_UL_DL_CipherCfg(v_SecurityInfo.dL_CipherMode,

                                 p_ActivationTime,

                                 notInc);
    //Store the security information

    f_UTRAN_Security_Set(v_SecurityInfo);

  }
After change

function f_UTRAN_ReceiveRB_SetupCmpl_CipheringStartedTM_RAB (UTRAN_CellId_Type p_CellId, ActivationTime p_ActivationTime) runs on UTRAN_PTC

  {

    var UTRAN_SecurityInfo_Type v_SecurityInfo := f_UTRAN_Security_Get();

    var ActivationTime v_NewCipheringActTime;

    var U_RLC_AM_IND v_U_RLC_AM_IND;

    f_UTRAN_CMAC_SecurityMode_Config(v_SecurityInfo.recentSecureDomain,

                                     v_SecurityInfo.start_CS,

                                     v_SecurityInfo.authKeys.AuthCS.CKey);

    if (f_UTRAN_CellInfo_GetFDD_TDD(p_CellId) == UTRAN_FDD) {

        f_UTRAN_CMAC_UL_DL_CipherCfg(v_SecurityInfo.dL_CipherMode,

                                     p_ActivationTime,

                                     notInc);

    }  

    else {

        f_UTRAN_CMAC_UL_DL_CipherCfg_TDD(v_SecurityInfo.dL_CipherMode,

                                     p_ActivationTime,

                                     notInc);

    }    

    //Receive Radio Bearer Setup Complete message

    U_AM.receive(car_RLC_Data_Ind(utran_CellDedicated,

                                  tsc_RB2,

                                  cr_108_RB_SetUpCmpl(tsc_RRC_TI))) -> value v_U_RLC_AM_IND;

    v_NewCipheringActTime := v_U_RLC_AM_IND.data.aM_message.uL_DCCH_Message.message_.radioBearerSetupComplete.count_C_ActivationTime;

    v_SecurityInfo.start_CS := v_U_RLC_AM_IND.data.aM_message.uL_DCCH_Message.message_.radioBearerSetupComplete.start_Value;

    f_UTRAN_CMAC_SecurityMode_Config(v_SecurityInfo.recentSecureDomain,

                                     v_SecurityInfo.start_CS,

                                     v_SecurityInfo.authKeys.AuthCS.CKey);

    if (f_UTRAN_CellInfo_GetFDD_TDD(p_CellId) == UTRAN_FDD) {

        f_UTRAN_CMAC_UL_DL_CipherCfg(v_SecurityInfo.dL_CipherMode,

                                     p_ActivationTime,

                                     notInc);

    } 

    else {

        f_UTRAN_CMAC_UL_DL_CipherCfg_TDD(v_SecurityInfo.dL_CipherMode,

                                     p_ActivationTime,

                                     notInc);

    }      

    //Store the security information

    f_UTRAN_Security_Set(v_SecurityInfo);

  }
Change 3 – Correction to Function ‘f_UTRAN_ReceiveRB_SetupCmpl_CipheringNotStartedTM_RAB’
	Function name
	f_UTRAN_ReceiveRB_SetupCmpl_CipheringNotStartedTM_RAB

	Reason for change
	IE ratType of CMAC-Ciphering-Activate-REQ shall not be fdd when using tdd.

	Summary of change
	Use f_UTRAN_CMAC_UL_DL_CipherCfg_TDD in tdd mode.

Add p_CellId in parameter list.

	TTCN module
	CommonUTRAN\UTRAN_RAB_Functions.ttcn


Before change
  function f_UTRAN_ReceiveRB_SetupCmpl_CipheringNotStartedTM_RAB (boolean p_USIM) runs on UTRAN_PTC

  {

    var UTRAN_SecurityInfo_Type v_SecurityInfo := f_UTRAN_Security_Get();

    var ActivationTime v_NewCipheringActTime;

    var U_RLC_AM_IND v_U_RLC_AM_IND;

    //Receive Radio Bearer Setup Complete message

    alt{

      //No start value. No RB UL cipher

      [] U_AM.receive(car_RLC_Data_Ind(utran_CellDedicated,

                                       tsc_RB2,

                                       cr_108_RB_SetUpCmpl(tsc_RRC_TI, omit))) -> value v_U_RLC_AM_IND

        { }

      //A new start value is provided

      [] U_AM.receive(car_RLC_Data_Ind(utran_CellDedicated,

                                       tsc_RB2,

                                       cr_108_RB_SetUpCmpl(tsc_RRC_TI))) -> value v_U_RLC_AM_IND

        {

          v_SecurityInfo.start_CS := v_U_RLC_AM_IND.data.aM_message.uL_DCCH_Message.message_.radioBearerSetupComplete.start_Value;

        }

    }

    if (p_USIM) { //USIM present in UE

      v_NewCipheringActTime := v_U_RLC_AM_IND.data.aM_message.uL_DCCH_Message.message_.radioBearerSetupComplete.count_C_ActivationTime;

      f_UTRAN_CMAC_SecurityMode_Config(v_SecurityInfo.recentSecureDomain,

                                       v_SecurityInfo.start_CS);

      f_UTRAN_CMAC_UL_DL_CipherCfg (v_SecurityInfo.dL_CipherMode,

                                    v_NewCipheringActTime,

                                    notInc);
    }

    //Store the security information

    f_UTRAN_Security_Set(v_SecurityInfo);

After change

function f_UTRAN_ReceiveRB_SetupCmpl_CipheringNotStartedTM_RAB (UTRAN_CellId_Type p_CellId, boolean p_USIM) runs on UTRAN_PTC

  { 
    var UTRAN_SecurityInfo_Type v_SecurityInfo := f_UTRAN_Security_Get();

    var ActivationTime v_NewCipheringActTime;

    var U_RLC_AM_IND v_U_RLC_AM_IND;

    //Receive Radio Bearer Setup Complete message

    alt{

      //No start value. No RB UL cipher

      [] U_AM.receive(car_RLC_Data_Ind(utran_CellDedicated,

                                       tsc_RB2,

                                       cr_108_RB_SetUpCmpl(tsc_RRC_TI, omit))) -> value v_U_RLC_AM_IND

        { }

      //A new start value is provided

      [] U_AM.receive(car_RLC_Data_Ind(utran_CellDedicated,

                                       tsc_RB2,

                                       cr_108_RB_SetUpCmpl(tsc_RRC_TI))) -> value v_U_RLC_AM_IND

        {

          v_SecurityInfo.start_CS := v_U_RLC_AM_IND.data.aM_message.uL_DCCH_Message.message_.radioBearerSetupComplete.start_Value;

        }

    }

    if (p_USIM) { //USIM present in UE

      v_NewCipheringActTime := v_U_RLC_AM_IND.data.aM_message.uL_DCCH_Message.message_.radioBearerSetupComplete.count_C_ActivationTime;

      f_UTRAN_CMAC_SecurityMode_Config(v_SecurityInfo.recentSecureDomain,

                                       v_SecurityInfo.start_CS);

    if (f_UTRAN_CellInfo_GetFDD_TDD(p_CellId) == UTRAN_FDD) {

        f_UTRAN_CMAC_UL_DL_CipherCfg(v_SecurityInfo.dL_CipherMode,

                                     v_NewCipheringActTime,

                                     notInc);

    } 

    else {

        f_UTRAN_CMAC_UL_DL_CipherCfg_TDD(v_SecurityInfo.dL_CipherMode,

                                     v_NewCipheringActTime,

                                     notInc);

    }       

    }

    //Store the security information

    f_UTRAN_Security_Set(v_SecurityInfo);

  }
Change 4 – Correction to Function ‘f_UTRAN_RRC_ReceiveRB_SetupCmpl_Speech’
	Function name
	f_UTRAN_RRC_ReceiveRB_SetupCmpl_Speech

	Reason for change
	Add p_CellId to be used in f_UTRAN_ReceiveRB_SetupCmpl_CipheringStartedTM_RAB and f_UTRAN_ReceiveRB_SetupCmpl_CipheringNotStartedTM_RAB.

	Summary of change
	Add p_CellId in parameter list.

	TTCN module
	CommonUTRAN\UTRAN_RAB_Functions.ttcn


Before change
  function f_UTRAN_RRC_ReceiveRB_SetupCmpl_Speech (ActivationTime      p_ActivationTime, //@sic R5s110210 sic@

                                                   boolean             p_USIM := true) //@sic R5s110210 sic@

    runs on UTRAN_PTC

  { /* @sic R5s120139 - Additional Changes sic@ */

    var UTRAN_SecurityInfo_Type v_SecurityInfo := f_UTRAN_Security_Get();

    if ((v_SecurityInfo.cs_cipheringStarted == true)) {

      f_UTRAN_ReceiveRB_SetupCmpl_CipheringStartedTM_RAB(p_ActivationTime); //@sic R5s110210 sic@

    }

    else if (v_SecurityInfo.cs_cipheringStarted == false) {

      f_UTRAN_ReceiveRB_SetupCmpl_CipheringNotStartedTM_RAB(p_USIM); //@sic R5s110210 sic@

    }

  }
After change

function f_UTRAN_RRC_ReceiveRB_SetupCmpl_Speech (UTRAN_CellId_Type p_CellId, ActivationTime      p_ActivationTime, //@sic R5s110210 sic@

                                                   boolean             p_USIM := true) //@sic R5s110210 sic@

    runs on UTRAN_PTC

  { /* @sic R5s120139 - Additional Changes sic@ */
    var UTRAN_SecurityInfo_Type v_SecurityInfo := f_UTRAN_Security_Get();

    if ((v_SecurityInfo.cs_cipheringStarted == true)) {

      f_UTRAN_ReceiveRB_SetupCmpl_CipheringStartedTM_RAB(p_CellId,p_ActivationTime); //@sic R5s110210 sic@

    }

    else if (v_SecurityInfo.cs_cipheringStarted == false) {

      f_UTRAN_ReceiveRB_SetupCmpl_CipheringNotStartedTM_RAB(p_CellId,p_USIM); //@sic R5s110210 sic@

    }

  }
Change 5 – Addition of Template ‘cas_CMAC_DL_CipherActReq_TDD’ 
	Template name
	cas_CMAC_DL_CipherActReq_TDD

	Reason for change
	Used in TDD branch of f_UTRAN_CMAC_CipherCfg, f_UTRAN_ReceiveRB_SetupCmpl_CipheringStartedTM_RAB and f_UTRAN_ReceiveRB_SetupCmpl_CipheringNotStartedTM_RAB.

	Summary of change
	Addition of Template ‘cas_CMAC_DL_CipherActReq_TDD’.

	TTCN module
	CommonUTRAN\UTRAN_ASN1_ASP_Templates.ttcn


After change

    template (value) U_CMAC_CONFIG_REQ cas_CMAC_DL_CipherActReq_TDD(UTRAN_CellId_Type p_CellId,

                                                              integer p_PhyChId,

                                                              CipheringModeCommand_r7 p_CipherMode,

                                                              integer p_ActTimeDPCH,

                                                              Increment_Mode p_IncrDcr) :=

  { 

    cipher := {

      cellId := enum2int(p_CellId),

      routingInfo := {

        physicalChannelIdentity := p_PhyChId

      },

      ratType := tdd,

      cn_DomainIdentity := cs_domain, // the domain is hard coded as no TM RAB in PS domain

      cipheringModeInfo := omit,

      cipheringModeInfo_r7 := {

        cipheringModeCommand := p_CipherMode,

        activationTimeForDPCH := p_ActTimeDPCH,

        rb_DL_CiphActivationTimeInfo := omit

      },

      incHFN := p_IncrDcr

    }

  };
Change 6 – Addition of Template ‘cas_CMAC_UL_CipherActReq_TDD’ 
	Template name
	cas_CMAC_UL_CipherActReq_TDD

	Reason for change
	Used in TDD branch of f_UTRAN_CMAC_CipherCfg, f_UTRAN_ReceiveRB_SetupCmpl_CipheringStartedTM_RAB and f_UTRAN_ReceiveRB_SetupCmpl_CipheringNotStartedTM_RAB.

	Summary of change
	Addition of Template ‘cas_CMAC_UL_CipherActReq_TDD’.

	TTCN module
	CommonUTRAN\UTRAN_ASN1_ASP_Templates.ttcn


After change

    template (value) U_CMAC_CONFIG_REQ cas_CMAC_UL_CipherActReq_TDD(UTRAN_CellId_Type p_CellId,

                                                              integer p_PhyChId,

                                                              CipheringModeCommand_r7 p_CipherMode,

                                                              integer p_ActTimeDPCH,

                                                              Increment_Mode p_IncrDcr) :=

  { //added by mag 20130326, need to submit CR after discussion with ZhangYuan

    cipher := {

      cellId := enum2int(p_CellId),

      routingInfo := {

        physicalChannelIdentity := p_PhyChId

      },

      ratType := tdd,

      cn_DomainIdentity := cs_domain, // domain hard coded as no TM RAB in PS Domain

      cipheringModeInfo := omit,

      cipheringModeInfo_r7 := {

        cipheringModeCommand := p_CipherMode,

        activationTimeForDPCH := p_ActTimeDPCH,

        rb_DL_CiphActivationTimeInfo := omit

      },

      incHFN := p_IncrDcr

    }

  };  
Change 7 – Addition of Function ‘f_UTRAN_CMAC_UL_DL_CipherCfg_TDD’ 
	Function name
	f_UTRAN_CMAC_UL_DL_CipherCfg_TDD

	Reason for change
	Used in TDD branch of f_UTRAN_CMAC_CipherCfg, f_UTRAN_ReceiveRB_SetupCmpl_CipheringStartedTM_RAB and f_UTRAN_ReceiveRB_SetupCmpl_CipheringNotStartedTM_RAB.

	Summary of change
	Addition of Function ‘f_UTRAN_CMAC_UL_DL_CipherCfg_TDD’.

	TTCN module
	CommonUTRAN\UTRAN_ConfigurationSteps.ttcn


After change

    function f_UTRAN_CMAC_UL_DL_CipherCfg_TDD(CipheringModeCommand_r7 p_CipherMode,

                                        integer                 p_ActTime,

                                        Increment_Mode          p_IncrDcr) runs on UTRAN_PTC

  {

        f_UTRAN_CMAC_CipheringActivate(tsc_DL_DPCH1,

                                   cas_CMAC_DL_CipherActReq_TDD(utran_CellDedicated,

                                                            tsc_DL_DPCH1,

                                                            p_CipherMode,

                                                            p_ActTime,

                                                            p_IncrDcr));

        f_UTRAN_CMAC_CipheringActivate(tsc_UL_DPCH1,

                                   cas_CMAC_UL_CipherActReq_TDD(utran_CellDedicated,

                                                            tsc_UL_DPCH1,

                                                            p_CipherMode,

                                                            p_ActTime,

                                                            p_IncrDcr));

  }  
5. Execution Log Files

5.1 Qualcomm MTP9615 UE
The Qualcomm MTP9615 UE passed these test cases on Datang Mobile Conformance ECT7310 with NAS and AS Snow 3G integrity and ciphering algorithm in TD-LTE band 40 and TD-SCDMA band A. The documentation below is enclosed as evidence of the successful test case run:

· Test Case Execution log files: 
TC_13_1_2_Qualcomm_PASS.htm 
(Note: PICS/PIXIT settings are captured at the beginning of the TLI log)

In the log file (in .txt format) the complete test case execution can be seen. All TLI events are presented and message contents are fully decoded and can be verified. Preliminary verdicts and the final test case verdict can be seen in the log file.
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