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1. Overview

This document lists all changes needed to correct problems in the TTCN implementation of test case 8.4.2.2  which is part of the LTE/SAE test suite ‘iwd-EUTRA-B2012-03_D12wk24’. 

The test case can be demonstrated to run with one LTE UE (see section 5). Execution log is provided as evidence.
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3. Verification Test Summary

Test Case:
TC_8_4_2_2
Test Group:
8_4/ InterRat_Handover_UtoE.ttcn
ATS Version:
iwd-EUTRA-B2012-03_D12wk24
System Simulator used:
R&S CMW500 
UE used:
Nvidia ICERA 410

Verification Status:
PASS


4. Corrections required for test case 8.4.2.2
This section describes the TTCN changes required to make test case 8.4.2.2 run correctly with a LTE UE. The TTCN used to pass this test case belongs to ‘iwd-EUTRA-B2012-03_D12wk24’ release.

Change 1 – Correction to function “f_TC_8_4_2_2_UTRAN()”
	Function name
	f_TC_8_4_2_2_UTRAN()

	Reason for change
	Measurement control information is sent to the UE to activate compressed mode configuration and perform measurements. Compressed mode configuration should also be activated on the SS side. 

	Summary of change
	Added f_UTRAN_CPHY_RL_Modify for UL-DPCH and DL-DPCH based on pc_InterRAT_DL_CompressedModeRequired /pc_InterRAT_UL_CompressedModeRequired.

	TTCN module
	/8_4/InterRat_Handover_UtoE_UTRAN.ttcn

	MCC160 Comment
	


Before change

	...

  v_SecurityInfo := f_UTRAN_Security_Get();
    //@siclog "Step 8" siclog@
    //ss tx a measurement control to setup inter-RAT on cell 5
    U_AM.send ( cas_RLC_Data_Req_NoCnf(utran_CellDedicated,
                                       tsc_RB2,
                                       cs_MeasurementControl_InterRATMeasurement_8_4_2_2(v_SecurityInfo.dl_IntegrityCheckInfo,
                                                                                         v_RRC_TI,
                                                                                         v_EUTRASysInfo.Eutra[0].Arfcn,
                                                                                         v_EUTRA_MeasurementBandwidth,
                                                                                         v_Tgps_Reconfiguration_CFN,
                                                                                         v_TGCFN))); // @sic R5-122105 sic@
    // Send trigger from UTRAN side
    f_IRAT_SendCoOrd (EUTRA, cms_IRAT_Trigger);
    //@siclog "Step 9" siclog@
    //SS changes Cell1 and UTRAN cell5 level acc. to row T2 in table 8.4.2.2.3.2-1
    //* @desc Sets the cell power attenuation and stores the value in the EUTRA_CellInfo
    f_UTRAN_SetCellPower(utran_Cell5, v_T2_CPICH_Cell5, v_T2_PCCPCH_Cell5);
...


After change

	...
//@siclog "Step 8" siclog@
    //ss tx a measurement control to setup inter-RAT on cell 5
    U_AM.send ( cas_RLC_Data_Req_NoCnf(utran_CellDedicated,
                                       tsc_RB2,
                                       cs_MeasurementControl_InterRATMeasurement_8_4_2_2(v_SecurityInfo.dl_IntegrityCheckInfo,
                                                                                         v_RRC_TI,
                                                                                         v_EUTRASysInfo.Eutra[0].Arfcn,
                                                                                         v_EUTRA_MeasurementBandwidth,
                                                                                         v_Tgps_Reconfiguration_CFN,
                                                                                         v_TGCFN))); // @sic R5-122105 sic@
   // Added RL modify for DL-DPCH and UL-DPCH to activate compressed mode 
   if ( pc_InterRAT_DL_CompressedModeRequired ) 
   {
    f_UTRAN_CPHY_RL_Modify ( cas_CompressedModeStatusInfo_REQ (utran_Cell5,
                                                         tsc_DL_DPCH1,
                                                         cs_DPCH_CompressedModeStatusInfoActive(v_Tgps_Reconfiguration_CFN, v_TGCFN),
                                                          cs_ActivateCFN ( f_UTRAN_CalculateActTime(v_FrameNumber))) ); 
   }
   if ( pc_InterRAT_UL_CompressedModeRequired )
   {
    f_UTRAN_CPHY_RL_Modify ( cas_CompressedModeStatusInfo_REQ (utran_Cell5,
                                                         tsc_UL_DPCH1,
                                                         cs_DPCH_CompressedModeStatusInfoActive(v_Tgps_Reconfiguration_CFN, v_TGCFN),
                                                          cs_ActivateCFN ( f_UTRAN_CalculateActTime(v_FrameNumber))) ); 
    }
    // Send trigger from UTRAN side
    f_IRAT_SendCoOrd (EUTRA, cms_IRAT_Trigger);
...


Change 2 – Correction to function “f_EUTRA_508Check_TrackingAreaUpdating_AfterHO()”
	Function name
	f_EUTRA_508Check_TrackingAreaUpdating_AfterHO()









	Reason for change
	When UE sends a TAU Request with update cause as ‘combined TA/LA updating with IMSI attach’ (010), then in TAU Accept message the update result should be ‘combined TA/LA updated’ (001).
f_GetEPSTAUType only returns tsc_EpsUpdate_TaUpdate or tsc_EpsUpdate_Combined_TaLaUpdate.
TAU request message will be received with mapped security context and also non current Native security context IEs will be present, this is not handled in cr_508_TAU_Request.

	Summary of change
	Added new variable (v_UpdateInd) to match update type in TAU request based on p_CSInOtherRAT.
Added new parameter p_CSInOtherRAT  with default set to true.
Created new template cdr_TAU_Request_HO and used here to handle TAU request.

	TTCN module
	\8_4\InterRat_Handover_UtoE.ttcn

	MCC160 Comment
	


Before change

	...

function f_EUTRA_508Check_TrackingAreaUpdating_AfterHO( CellId_Type p_CellId)  runs on EUTRA_PTC
  {
    var GutiParameters_Type v_GutiParams := f_EUTRA_CellInfo_GetGuti(p_CellId);
    var NAS_PlmnId v_PLMN := f_Asn2Nas_PlmnId (v_GutiParams.PLMN_Identity);
    var template (omit) EPS_BearerContextStatus v_EPS_ContextStatus;
    var SRB_COMMON_IND v_ReceivedAsp;
    var template (value) TrackingAreaIdList v_TaiList;
    var EUTRA_SecurityParams_Type v_SecurityParams := f_EUTRA_Security_Get();
    var NasCount_Type v_NasCountUL;
    var Frequency_IE_Type v_Frequency_IE := f_EUTRA_CellInfo_GetFrequencyIEs ( p_CellId );
    var CarrierFreqEUTRA  v_EUTRA_CarrierFreq := v_Frequency_IE.UL_DL_Earfcn;
    var template (value) CarrierBandwidthEUTRA v_EUTRA_CarrierBandwidth := cs_CarrierBandwidthEUTRA ( v_Frequency_IE.DL_ChBandwidth, v_Frequency_IE.UL_ChBandwidth );
    var EPS_UpdateTypeValue v_UpdateType := f_GetEPSTAUType(NORMAL);
    var template (omit) MobileIdentity v_MSId := f_GetMSId(NORMAL);
    var template (omit) LocAreaId v_LAI := f_EUTRA_GetCellLAI(p_CellId, NORMAL);
    var SubFrameTiming_Type v_Timing;
    var template DRXparameter v_DRXtype := f_GetDRXType(NORMAL); // @sic R5s120210 sic@
    var template AdditionalUpdateType v_AdditionalUpdateType := f_GetAdditionalUpdateType ();
    v_TaiList := cds_TAIListNonConsecutive_tlv(
                   f_Asn2Nas_PlmnId(v_GutiParams.PLMN_Identity),
                   { bit2oct(f_EUTRA_CellInfo_GetTAC(p_CellId)) });
    /* Step 1: Does the UE transmit an ULInformationTransfer message?
               This includes a TRACKING AREA UPDATE REQUEST message  */
    SRB.receive( car_SRB2_NasPdu_IND(p_CellId,
                                     cr_NAS_Indication(
                                     tsc_SHT_IntegrityProtected,
                                     cr_508_TAU_Request(
                                                       v_UpdateType,
                                                       f_EUTRA_SecurityKSIasme_Get(),
                                                       v_DRXtype, // @sic R5s120210 sic@
                                                       v_AdditionalUpdateType  ) ) ) )
            -> value v_ReceivedAsp;
    // Send this back in the Accept
    v_EPS_ContextStatus := v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg.tRACKING_AREA_UPDATE_REQUEST.epsBearerContextStatus;
    /* Step 2: The SS transmits a DLInformationTransfer message
               This includes a TRACKING AREA UPDATE ACCEPT message */
    SRB.send ( cas_SRB2_NasPdu_REQ(p_CellId,
                                   cs_TimingInfo_Now,
                                   cs_NAS_Request(
                                                 tsc_SHT_IntegrityProtected_Ciphered,
                                                 cs_508_TAU_Accept(v_UpdateType,
                                                                   f_GutiParameters2MobileIdentity (tsc_IEI_Guti, v_GutiParams),
                                                                   v_TaiList,
                                                                   v_EPS_ContextStatus,
                                                                   v_LAI,
                                                                   v_MSId,
                                                                   f_GetAdditionalUpdateResult(v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg.tRACKING_AREA_UPDATE_REQUEST.addUpdateType)))));
    /* Step 3: The UE transmits a ULInformationTransfer message
               This includes a TRACKING AREA UPDATE COMPLETE message */
    SRB.receive ( car_SRB2_NasPdu_IND ( p_CellId,
                                        cr_NAS_Indication ( tsc_SHT_IntegrityProtected_Ciphered,
                                                            cr_508_TAU_Complete ) ) );
...


After change

	...

//p_CSInOtherRAT included in Parameter list
  function f_EUTRA_508Check_TrackingAreaUpdating_AfterHO
(CellId_Type p_CellId,
  














 boolean p_CSInOtherRAT := true )  runs on EUTRA_PTC
  {
    var GutiParameters_Type v_GutiParams := f_EUTRA_CellInfo_GetGuti(p_CellId);
    var NAS_PlmnId v_PLMN := f_Asn2Nas_PlmnId (v_GutiParams.PLMN_Identity);
    var template (omit) EPS_BearerContextStatus v_EPS_ContextStatus;
    var SRB_COMMON_IND v_ReceivedAsp;
    var template (value) TrackingAreaIdList v_TaiList;
    var EUTRA_SecurityParams_Type v_SecurityParams := f_EUTRA_Security_Get();
    var NasCount_Type v_NasCountUL;
    var Frequency_IE_Type v_Frequency_IE := f_EUTRA_CellInfo_GetFrequencyIEs ( p_CellId );
    var CarrierFreqEUTRA  v_EUTRA_CarrierFreq := v_Frequency_IE.UL_DL_Earfcn;
    var template (value) CarrierBandwidthEUTRA v_EUTRA_CarrierBandwidth := cs_CarrierBandwidthEUTRA ( v_Frequency_IE.DL_ChBandwidth, v_Frequency_IE.UL_ChBandwidth );
    var EPS_UpdateTypeValue v_UpdateType := f_GetEPSTAUType(NORMAL);
    //new var to hold update type in TAU Request ( TAU accept is different for combined imsi attach)
    var EPS_UpdateTypeValue v_UpdateInd := v_UpdateType;
    var template (omit) MobileIdentity v_MSId := f_GetMSId(NORMAL);
    var template (omit) LocAreaId v_LAI := f_EUTRA_GetCellLAI(p_CellId, NORMAL);
    var SubFrameTiming_Type v_Timing;
    var template DRXparameter v_DRXtype := f_GetDRXType(NORMAL); // @sic R5s120210 sic@
    var template AdditionalUpdateType v_AdditionalUpdateType := f_GetAdditionalUpdateType ();
    v_TaiList := cds_TAIListNonConsecutive_tlv(
                   f_Asn2Nas_PlmnId(v_GutiParams.PLMN_Identity),
                   { bit2oct(f_EUTRA_CellInfo_GetTAC(p_CellId)) });

//v_UpdateInd type to combined with IMSI based on p_CSInOtherRAT

 if (v_UpdateType != tsc_EpsUpdate_TaUpdate) { // TA Only;  @sic R5-110746 sic@
      if (p_CSInOtherRAT) {
        v_UpdateInd := tsc_EpsUpdate_Combined_IMSIAttach;
      } else {
        v_UpdateInd := tsc_EpsUpdate_Combined_TaLaUpdate;
      }
    }
    /* Step 1: Does the UE transmit an ULInformationTransfer message?
               This includes a TRACKING AREA UPDATE REQUEST message  */
    SRB.receive( car_SRB2_NasPdu_IND(p_CellId,
                                     cr_NAS_Indication(
                                     tsc_SHT_IntegrityProtected,
                                     cdr_TAU_Request_HO(
                                                       v_UpdateInd, //to handle combined+imsi
                                                       f_EUTRA_SecurityKSIasme_Get(),
                                                       v_DRXtype, // @sic R5s120210 sic@
                                                       v_AdditionalUpdateType  ) ) ) )
            -> value v_ReceivedAsp;
    // Send this back in the Accept
    v_EPS_ContextStatus := v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg.tRACKING_AREA_UPDATE_REQUEST.epsBearerContextStatus;
    /* Step 2: The SS transmits a DLInformationTransfer message
               This includes a TRACKING AREA UPDATE ACCEPT message */
    SRB.send ( cas_SRB2_NasPdu_REQ(p_CellId,
                                   cs_TimingInfo_Now,
                                   cs_NAS_Request(
                                                 tsc_SHT_IntegrityProtected_Ciphered,
                                                 cs_508_TAU_Accept(v_UpdateType,
                                                                   f_GutiParameters2MobileIdentity (tsc_IEI_Guti, v_GutiParams),
                                                                   v_TaiList,
                                                                   v_EPS_ContextStatus,
                                                                   v_LAI,
                                                                   v_MSId,
                                                                   f_GetAdditionalUpdateResult(v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg.tRACKING_AREA_UPDATE_REQUEST.addUpdateType)))));
    /* Step 3: The UE transmits a ULInformationTransfer message
               This includes a TRACKING AREA UPDATE COMPLETE message */
    SRB.receive ( car_SRB2_NasPdu_IND ( p_CellId,
                                        cr_NAS_Indication ( tsc_SHT_IntegrityProtected_Ciphered,
                                                            cr_508_TAU_Complete ) ) );
...


Change 3 – Addition of new templates “cdr_TAU_Request_HO” and “cr_NAS_KeySetIdentifier_tlv”
	Template name
	cdr_TAU_Request_HO               and    
cr_NAS_KeySetIdentifier_tlv 















	Reason for change
	See change 2

	Summary of change
	Created new template “cdr_TAU_Request_HO” and “cr_NAS_KeySetIdentifier_tlv”

	TTCN module
	\CommonEUTRA_Templates\EPS_NAS_Templates.ttcn

	MCC160 Comment
	


Before change

	...

...


After change

	...

// New template introduced to handle NAS Key Set ids

template NAS_UL_Message_Type cdr_TAU_Request_HO (
EPS_UpdateTypeValue p_EpsUpdate_TypeValue,
    

                                            NAS_KsiValue p_KsiValue,
                                                

template DRXparameter p_DRXparameter, // @sic R5s120210 sic@
                                                

template AdditionalUpdateType p_AdditionalUpdateType)

modifies cr_508_TAU_Request :=

{ 
  tRACKING_AREA_UPDATE_REQUEST := {
    asmeNasKeySetId 


:= cr_NAS_KeySetIdentifier ('000'B, tsc_NasKsi_MappedSecurityContext),
    nonCurrentNativeNasKeySetId := cr_NAS_KeySetIdentifier_tlv ('000'B, '0'B),
    oldPtmsiSignature 


:= cr_PTMSI_SignatureAny ifpresent,
    additionalGuti  


:= cr_MobileIdAny ('50'O) ifpresent
  
}

};
...
template NAS_KeySetIdentifier cr_NAS_KeySetIdentifier_tlv(template (present) NAS_KsiValue p_KsiValue,
                                                      template (present) B1_Type p_Tsc) :=
  { /* new template with IEI*/
  iei := 'B'H,
  tsc := p_Tsc,
  nasKeySetId := p_KsiValue
};

...



Change 4 – Correction to function “f_EUTRA_508Check_TrackingAreaUpdating_AfterHO()”
	Function name
	f_EUTRA_508Check_TrackingAreaUpdating_AfterHO()









	Reason for change
	According to 24.301 sec 5.4.3.2, the downlink NAS count value should only be reset if authentication is done or mapped security context is used, here since the UE has a valid native security context and this is triggered to be used, then the downlink count value should not be reset.
According to 36.508, the RRC Connection Reconfiguration procedure is triggered to perform intra-cell handover and security reconfiguration to activate AS security based on the native security keys, the current message contents define security config as interRAT handover type, this is incorrect and should be intraLTE.

	Summary of change
	Extended  f_EUTRA_NAS_ActivateSecurity function and called this function with omit as the last parameter ( i.e not to reset).
Used f_EUTRA_508RRC_IntraLTE_HO_IntraCell and commented out rest of the code.

	TTCN module
	\CommonEUTRA_Templates\EPS_NAS_Templates.ttcn

	MCC160 Comment
	


Before change

	...

    /* Now complete Authentication process if the UE comes from UTRAN cell
       without proper authentication parameters */
    if (f_EUTRA_SecurityKSIasme_Get() == '111'B)
    {
    //4a1 4a2: Authentication Procedure
    /* Authentication Procedure according to 24.301 cl. 5.4.2 */
    v_SecurityParams := f_EUTRA_NAS_Authentication ( p_CellId,
                                                     tsc_SRB2,
                                                     v_SecurityParams,
                                                     tsc_SHT_IntegrityProtected_Ciphered,
                                                     tsc_SHT_IntegrityProtected_Ciphered,
                                                     v_PLMN );
    }
    /* StepS 5&6:
          The SS transmits a NAS SECURITY MODE COMMAND message to activate NAS
          security.  <-- SECURITY MODE COMMAND
          The UE transmits a NAS SECURITY MODE COMPLETE message and establishes
          the initial security configuration.  --> SECURITY MODE COMPLETE
    */
    v_NasCountUL := f_EUTRA_NAS_ActivateSecurity(p_CellId, v_SecurityParams, tsc_SRB2);
    // Step7
    /* SS performs an RRC Connection Reconfiguration procedure with intra cell handover
    and security reconfiguration on the cell */
    v_Timing := f_EUTRA_GetNextSendOccasion ( p_CellId );
    f_EUTRA_RRC_ConnReconfigHO_IntraLTE_MobilitySecurity ( p_CellId,
                                                           p_CellId,
                                                           f_Generate_cs_MobilityControlInfo_HO(p_CellId,
                                                                                                v_EUTRA_CarrierFreq,
                                                                                                omit,
                                                                                                v_EUTRA_CarrierBandwidth,
                                                                                                1
                                                                                                ),
                                                           cs_SecurityConfigHO_InterRAT( v_SecurityParams),
                                                           cs_TimingInfo ( v_Timing.SFN.Number, v_Timing.Subframe.Number));
    /* Note: current implementation releases SRBs and reconfigures C-RNTI 5ms after sending the RRCConnectionReconfiguration
       => RLC ACK is not taken into consideration */
    v_Timing := f_EUTRA_TimingInfoAdd(v_Timing, 5);   // add 5ms
    // Release SRBs and DRBs
    f_EUTRA_SS_SRBs_DRBs_Release(p_CellId, cs_TimingInfo(v_Timing.SFN.Number, v_Timing.Subframe.Number));
    // Configure C-RNTI based contention resolution in cell
    /* f_EUTRA_SS_ConfigRachProcedure ( p_CellId,
                                     tsc_C_RNTI_Def2,
                                     cs_RachProcedureConfig_CRNTI ( f_EUTRA_CellInfo_GetRAR_TA ( p_CellId ),
                                                                    f_EUTRA_CellInfo_GetDL_ChBandwidth(p_CellId)),// @sic R5-103846 sic@
                                     cs_TimingInfo(v_Timing.SFN.Number, v_Timing.Subframe.Number));*/
    // @sic R5s100516 change 10 sic@
    f_EUTRA_SS_ConfigRachProcedure_HO ( p_CellId,
                                     cs_TimingInfo(v_Timing.SFN.Number, v_Timing.Subframe.Number),
                                     tsc_C_RNTI_Def2
                                     );
    // Save new C-RNTI in cell configuration for the cell
    f_EUTRA_CellInfo_SetC_RNTI ( p_CellId, tsc_C_RNTI_Def2 );
    // Setup SRBs and DRBs again
    v_Timing := f_EUTRA_TimingInfoAdd(v_Timing, 5);   // add 5ms
    f_EUTRA_SS_SRBs_DRBs_Config(p_CellId, cs_TimingInfo(v_Timing.SFN.Number, v_Timing.Subframe.Number));
    // Enable RRC Integrity and Ciphering at SS target cell
    v_SecurityParams := f_EUTRA_AS_ActivateSecurity_NewAKA ( p_CellId,
                                                             v_SecurityParams,
                                                             v_NasCountUL,
                                                             cs_TimingInfo(v_Timing.SFN.Number,
                                                                           v_Timing.Subframe.Number)
                                                            );
    f_EUTRA_Security_Set ( v_SecurityParams );
    /* Step 8: Receive RRCConnectionReconfigurationComplete */
    SRB.receive ( car_SRB1_RrcPdu_IND ( p_CellId, cr_508_RRCConnectionReconfigurationComplete ( tsc_RRC_TI_Def ) ) );
    /* RRCConnectionReconfigurationComplete correctly received on the cell */
    f_EUTRA_PreliminaryPass (__FILE__, __LINE__, "36.508 Subclause 6.4.2.10 Step 8");
    // @sic R5s100520 change 11 sic@
    // configure RACH procedure for target cell back to default
    f_EUTRA_SS_ConfigRachProcedure_Def(p_CellId);     /* @sic acc. to R5s100029 change 3 sic@ */
  }
...


After change

	...

   if (f_EUTRA_SecurityKSIasme_Get() == '111'B)
    {
    //4a1 4a2: Authentication Procedure
    /* Authentication Procedure according to 24.301 cl. 5.4.2 */
    v_SecurityParams := f_EUTRA_NAS_Authentication ( p_CellId,
                                                     tsc_SRB2,
                                                     v_SecurityParams,
                                                     tsc_SHT_IntegrityProtected_Ciphered,
                                                     tsc_SHT_IntegrityProtected_Ciphered,
                                                     v_PLMN );
    }
    /* StepS 5&6:
          The SS transmits a NAS SECURITY MODE COMMAND message to activate NAS
          security.  <-- SECURITY MODE COMMAND
          The UE transmits a NAS SECURITY MODE COMPLETE message and establishes
          the initial security configuration.  --> SECURITY MODE COMPLETE
    */
    v_NasCountUL := f_EUTRA_NAS_ActivateSecurity(p_CellId, v_SecurityParams, tsc_SRB2,omit); //NAS counter reset to false
    // Step7
    /* SS performs an RRC Connection Reconfiguration procedure with intra cell handover
    and security reconfiguration on the cell */
    v_Timing := f_EUTRA_GetNextSendOccasion ( p_CellId );
    //Triggered INRTA HO and comment out rest of the code
    f_EUTRA_508RRC_IntraLTE_HO_IntraCell ( p_CellId, cs_TimingInfo ( v_Timing.SFN.Number, v_Timing.Subframe.Number) );   
    /*
    f_EUTRA_RRC_ConnReconfigHO_IntraLTE_MobilitySecurity ( p_CellId,
                                                           p_CellId,
                                                           f_Generate_cs_MobilityControlInfo_HO(p_CellId,
                                                                                                v_EUTRA_CarrierFreq,
                                                                                                omit,
                                                                                                v_EUTRA_CarrierBandwidth,
                                                                                                1
                                                                                                ),
                                                           cs_SecurityConfigHO_InterRAT( v_SecurityParams),
                                                           cs_TimingInfo ( v_Timing.SFN.Number, v_Timing.Subframe.Number));
    /* Note: current implementation releases SRBs and reconfigures C-RNTI 5ms after sending the RRCConnectionReconfiguration
       => RLC ACK is not taken into consideration */
    /*
    v_Timing := f_EUTRA_TimingInfoAdd(v_Timing, 5);   // add 5ms
    // Release SRBs and DRBs
    f_EUTRA_SS_SRBs_DRBs_Release(p_CellId, cs_TimingInfo(v_Timing.SFN.Number, v_Timing.Subframe.Number));

*/
    // Configure C-RNTI based contention resolution in cell
    /* f_EUTRA_SS_ConfigRachProcedure ( p_CellId,
                                     tsc_C_RNTI_Def2,
                                     cs_RachProcedureConfig_CRNTI ( f_EUTRA_CellInfo_GetRAR_TA ( p_CellId ),
                                                                    f_EUTRA_CellInfo_GetDL_ChBandwidth(p_CellId)),// @sic R5-103846 sic@
                                     cs_TimingInfo(v_Timing.SFN.Number, v_Timing.Subframe.Number));*/
    // @sic R5s100516 change 10 sic@
    /*
    f_EUTRA_SS_ConfigRachProcedure_HO ( p_CellId,
                                     cs_TimingInfo(v_Timing.SFN.Number, v_Timing.Subframe.Number),
                                     tsc_C_RNTI_Def2
                                     );
    // Save new C-RNTI in cell configuration for the cell
    f_EUTRA_CellInfo_SetC_RNTI ( p_CellId, tsc_C_RNTI_Def2 );
    // Setup SRBs and DRBs again
    v_Timing := f_EUTRA_TimingInfoAdd(v_Timing, 5);   // add 5ms
    f_EUTRA_SS_SRBs_DRBs_Config(p_CellId, cs_TimingInfo(v_Timing.SFN.Number, v_Timing.Subframe.Number));
    // Enable RRC Integrity and Ciphering at SS target cell
    v_SecurityParams := f_EUTRA_AS_ActivateSecurity_NewAKA ( p_CellId,
                                                             v_SecurityParams,
                                                             v_NasCountUL,
                                                             cs_TimingInfo(v_Timing.SFN.Number,
                                                                           v_Timing.Subframe.Number)
                                                            );
    f_EUTRA_Security_Set ( v_SecurityParams );

*/
    /* Step 8: Receive RRCConnectionReconfigurationComplete */
    /*
    SRB.receive ( car_SRB1_RrcPdu_IND ( p_CellId, cr_508_RRCConnectionReconfigurationComplete ( tsc_RRC_TI_Def ) ) );

*/
    /* RRCConnectionReconfigurationComplete correctly received on the cell */
    f_EUTRA_PreliminaryPass (__FILE__, __LINE__, "36.508 Subclause 6.4.2.10 Step 8");
    // @sic R5s100520 change 11 sic@
    // configure RACH procedure for target cell back to default
   // f_EUTRA_SS_ConfigRachProcedure_Def(p_CellId);     /* @sic acc. to R5s100029 change 3 sic@ */
  }
...


Change 5 – Extended function “f_EUTRA_NAS_ActivateSecurity()”
	Function name
	f_EUTRA_NAS_ActivateSecurity/f_EUTRA_SS_NAS_ConfigureSecurity

	Reason for change
	See change 4

	Summary of change
	Extended function to include p_NasCountReset as a parameter.
Added p_NasCountReset with default set to true and passed in as a paramter to f_EUTRA_SS_NAS_ConfigureSecurity.

	TTCN module
	\CommonEUTRA\EUTRA_SecuritySteps.ttcn

	MCC160 Comment
	


Before change

	...

function f_EUTRA_NAS_ActivateSecurity(CellId_Type p_CellId,
                                        EUTRA_SecurityParams_Type p_SecurityParams,
                                        SRB_Identity_Type p_SRB := tsc_SRB1) runs on EUTRA_PTC return NasCount_Type
  {
    var NasCount_Type v_NasCountUL;
    f_EUTRA_SS_NAS_ConfigureSecurity(p_SecurityParams.NAS_Integrity, p_SecurityParams.NAS_Ciphering); /* download security keys and reset NAS COUNT */
    v_NasCountUL := f_EUTRA_NAS_SecurityModeControl(p_CellId, p_SecurityParams, p_SRB);  // @sic R5-101147 sic@
    /* all NAS messages are ciphered from now on */
    return v_NasCountUL;
  };
...
  function f_EUTRA_SS_NAS_ConfigureSecurity(NAS_SecurityInfo_Type p_NAS_Integrity,
                                            NAS_SecurityInfo_Type p_NAS_Ciphering) runs on EUTRA_PTC
  { /* @sic R5s100135 sic@ */
    f_EUTRA_SS_NAS_SecurityConfig(cas_NasSecurityStart_REQ(cs_NAS_SecurityInit(p_NAS_Integrity.Algorithm,
                                                                               p_NAS_Integrity.K_NAS,
                                                                               p_NAS_Ciphering.Algorithm,
                                                                               p_NAS_Ciphering.K_NAS)));
  };
...


After change

	...

// introduced p_NasCountReset
  function f_EUTRA_SS_NAS_ConfigureSecurity(NAS_SecurityInfo_Type p_NAS_Integrity,
                                            NAS_SecurityInfo_Type p_NAS_Ciphering,
                                            template (omit) Null_Type p_NasCountReset := true) runs on EUTRA_PTC
  { /* @sic R5s100135 sic@ */
    f_EUTRA_SS_NAS_SecurityConfig(cas_NasSecurityStart_REQ(cs_NAS_SecurityInit(p_NAS_Integrity.Algorithm,
                                                                               p_NAS_Integrity.K_NAS,
                                                                               p_NAS_Ciphering.Algorithm,
                                                                               p_NAS_Ciphering.K_NAS,
                                                                               p_NasCountReset)));
  };
...

// introduced p_NasCountReset
  function f_EUTRA_NAS_ActivateSecurity(CellId_Type p_CellId,
                                        EUTRA_SecurityParams_Type p_SecurityParams,
                                        SRB_Identity_Type p_SRB := tsc_SRB1,
                                        template (omit) Null_Type p_NasCountReset := true) runs on EUTRA_PTC return NasCount_Type
  {
    var NasCount_Type v_NasCountUL;
    f_EUTRA_SS_NAS_ConfigureSecurity(p_SecurityParams.NAS_Integrity, p_SecurityParams.NAS_Ciphering, p_NasCountReset); /* download security keys and reset NAS COUNT */
    v_NasCountUL := f_EUTRA_NAS_SecurityModeControl(p_CellId, p_SecurityParams, p_SRB);  // @sic R5-101147 sic@
    /* all NAS messages are ciphered from now on */
    return v_NasCountUL;
  };
...


Change 6 – Correction to function “f_TC_8_4_2_2_EUTRA()”
	Function name
	f_TC_8_4_2_2_EUTRA()












	Reason for change
	RRC Connection Reconfiguration complete message will be Integrity protected and ciphered. The SS needs to be configured to activate Integrity and ciphering. TAU Request will be integrity protected and the NAS security configuration needs to be activated.

According to 24.301 sec 4.4.3.1, the DL NAS count value will be reset to 0 during handover, also once the NAS security transparent container is created the downlink count should be incremented to 1, the TAU accept message should be sent with NAS count 1. In order to achieve this the NAS count should be set to 0.

f_EUTRA_SS_ConfigRachProcedure_Def is redundant as configuration is already handled before HO, and this function results in handling TAU Request.

	Summary of change
	Added f_EUTRA_SS_NAS_ConfigureSecurity & _EUTRA_SS_RRC_EnableIntProt_CiphULandDL.
Set the DL NAS count to 0.
Removed  f_EUTRA_SS_ConfigRachProcedure_Def.

	TTCN module
	\8_4\ InterRat_Handover_UtoE.ttcn

	MCC160 Comment
	


Before change

	...

  function f_TC_8_4_2_2_EUTRA() runs on EUTRA_PTC
  {
    var RRC_TransactionIdentifier v_RRC_TI := tsc_RRC_TI_Def;
    var CellReselectionPriority v_CellReselectionPriority := 5;
    var P_MaxUTRA_FDD v_P_MaxUTRA := 0;
    var EUTRA_FDD_TDD_Mode_Type v_FDD_TDD_Cell1;
    var IRAT_CoOrd_SysInfo_Type v_UTRANSysInfo;
    var EUTRA_SecurityParams_Type v_Auth_Params;
    var AbsoluteCellPower_Type v_Cell_specificRS_EPRE_T1 := -90;
    var AbsoluteCellPower_Type v_Cell_specificRS_EPRE_T2 := -70;
    f_EUTRA_Init ( c4 );
    //different MaxReferencePower needs to be initialized
    //Set maximum cell powel level for Cell 1 to be used in creation
    f_EUTRA_CellInfo_InitMaxReferencePower (eutra_Cell1, -70);
    //Coordinate with UTRAN component to receive UTRAN frequencies
    v_UTRANSysInfo := f_IRAT_WaitForCoOrd_SysInfo (UTRAN);
    //Get FDD or TDD mode
    v_FDD_TDD_Cell1 := f_EUTRA_CellInfo_GetFDD_TDD ( eutra_Cell1 );
    //Set SIB6 for Cell 1 according to Table 8.4.2.2.3.3-2
    if (v_FDD_TDD_Cell1 == FDD) {
      f_EUTRA_CellInfo_SetSIB6(eutra_Cell1,
                               cs_508_SystemInformationBlockType6_Def({ cs_CarrierFreqUTRA_FDD_CRPrio_PMax(v_UTRANSysInfo.Utran[0].FDD.Freq, v_CellReselectionPriority, v_P_MaxUTRA) },
                                                                      omit));
    }
    else {
      f_EUTRA_CellInfo_SetSIB6(eutra_Cell1,
                               cs_508_SystemInformationBlockType6_Def(omit,
                                                                      { cs_CarrierFreqUTRA_TDD_CRPrio_PMax(v_UTRANSysInfo.Utran[0].TDD.Freq, v_CellReselectionPriority, v_P_MaxUTRA) } ));
    }
    //* @desc Create and configure cell
    f_EUTRA_CellConfig_Def(eutra_Cell1);
    //* @desc Send relevant EUTRA cell info to UTRAN PTC
    f_IRAT_Send_EUTRA_SysInfoToOtherPort(UTRAN,
                                         f_EUTRA_CellInfo_GetEARFCN_DL(eutra_Cell1),
                                         f_ConvertDL_BandwidthToInteger (f_EUTRA_CellInfo_GetDL_ChBandwidth (eutra_Cell1)),
                                         cs_EUTRA_HOInfo (f_ConvertUL_BandwidthToInteger (f_EUTRA_CellInfo_GetUL_ChBandwidth (eutra_Cell1)),
                                                          f_EUTRA_CellInfo_GetPhyCellId(eutra_Cell1),
                                                          f_EUTRA_CellInfo_GetRootSequenceIndex (eutra_Cell1)));
    // @desc Bring UE to state 2
    f_EUTRA_Preamble_InterRAT ( eutra_Cell1, STATE2_IDLEUPDATE, UTRAN );
    f_EUTRA_TestBody_Set(true);
    //@siclog "Step 0" siclog@
    f_Delay (6.0); // @sic R5-113680 sic@
    //@siclog "Step 1" siclog@
    //SS changes Cell1 and UTRAN cell5 level acc. to table 8.4.2.2.3.2-1
    //* @desc Sets the cell power attenuation and stores the value in the EUTRA_CellInfo
    f_EUTRA_SetCellPower( eutra_Cell1, v_Cell_specificRS_EPRE_T1 );
    // Update security params when authentication done on UTRAN side
    f_EUTRA_InterRAT_InitialiseAuthParams (UTRAN);
    // Wait for trigger from UTRAN side at step 9
    f_IRAT_WaitForCoOrd_Trigger(UTRAN);
    //@siclog "Step 9" siclog@
    //SS changes Cell1 and UTRAN cell5 level acc. to row T2 in table 8.4.2.2.3.2-1
    //* @desc Sets the cell power attenuation and stores the value in the EUTRA_CellInfo
    f_EUTRA_SetCellPower( eutra_Cell1, v_Cell_specificRS_EPRE_T2 );
    //Make HO specific steps for interRAT HO
    // Configure C-RNTI based contention resolution in target cell
    f_EUTRA_SS_ConfigRachProcedure_HO(eutra_Cell1, cs_TimingInfo_Now, tsc_C_RNTI_Def2);
    //Save new C-RNTI in cell configuration for p_TargetCellId
    f_EUTRA_CellInfo_SetC_RNTI ( eutra_Cell1, tsc_C_RNTI_Def2 );
    // activate RRC security at SS target cell for SRB 1, 2 and 1 AM DRB
    v_Auth_Params := f_EUTRA_Security_Get();
    v_Auth_Params := f_EUTRA_MappedContext_HO_Init(v_Auth_Params, v_Auth_Params.AuthParams);
    f_EUTRA_SS_NAS_CountSet ('FFFFFFFF'O, 'FFFFFFFF'O); // UL & DL
    f_EUTRA_Security_Set(v_Auth_Params);
    //Configure UL grant configuration ("OnSR", periodic TA is NOT started) in target cell (cell 1)
    f_EUTRA_SS_CommonCellConfig(eutra_Cell1, cas_ULGrantAllocation_Def_REQ(eutra_Cell1, cs_TimingInfo_Now, cs_PUCCH_Synch_None));
    // UTRAN side will do steps10&11
    //@siclog "Step 12" siclog@
    //check: does the UE tx a rrcconnectionreconfigurationcomplete message on cell1 using security key derived from new kENB?
    SRB.receive( car_SRB1_RrcPdu_IND( eutra_Cell1, cr_508_RRCConnectionReconfigurationComplete( v_RRC_TI ) ) );
    /* SS automatically checks that UE transmit an RRCConnectionReconfigurationComplete using the indicated
    security key and the indicated security algortihms */
    f_EUTRA_PreliminaryPass( __FILE__, __LINE__, "Test Case 8.4.2.2 Step 12" );
    //Start periodic sending of TA command in target cell (cell 1)
    f_EUTRA_SS_CommonCellConfig(eutra_Cell1, cas_PUCCH_Synch_Config_REQ(eutra_Cell1, cs_TimingInfo_Now, cs_PUCCH_Synch_Auto_Def));
    // configure RACH procedure for target cell back to default
    f_EUTRA_SS_ConfigRachProcedure_Def(eutra_Cell1);     /* @sic acc. to R5s100029 change 3 sic@ */
    //@siclog "Step 12A" siclog@
    //generic procedure in 36.508 subclause 6.4.2.10 on cell1  //@sic CR R5-096115 sic@
    f_EUTRA_508Check_TrackingAreaUpdating_AfterHO(eutra_Cell1);
    //@siclog "Step 13 - 19 Void" siclog@
    //@siclog "Step 20" siclog@
    //check: does the test result of generic test procedure in TS 36.508 subclause 6.4.2.3 indicate that the UE is in E-UTRA RRC_CONNECTED state on Cell1?
    f_EUTRA_508Check_ConnectedState ( eutra_Cell1 );
    // Send trigger to UTRAN to end the test case
    f_IRAT_SendCoOrd (UTRAN, cms_IRAT_Trigger);
    //postamble
    f_EUTRA_TestBody_Set(false);
    // Release RRC Connection and Switch off
    f_EUTRA_Postamble(eutra_Cell1, E2_CONNECTED);//@sic R5-103875 sic@
  }
...


After change

	...

f_EUTRA_SS_ConfigRachProcedure_HO(eutra_Cell1, cs_TimingInfo_Now, tsc_C_RNTI_Def2);
    //Save new C-RNTI in cell configuration for p_TargetCellId
    f_EUTRA_CellInfo_SetC_RNTI ( eutra_Cell1, tsc_C_RNTI_Def2 );
    // activate RRC security at SS target cell for SRB 1, 2 and 1 AM DRB
    v_Auth_Params := f_EUTRA_Security_Get();
    v_Auth_Params := f_EUTRA_MappedContext_HO_Init(v_Auth_Params, v_Auth_Params.AuthParams);
    // 8.4.2.2 Added to activate NAS Integrtiy
    f_EUTRA_SS_NAS_ConfigureSecurity(v_Auth_Params.NAS_Integrity, v_Auth_Params.NAS_Ciphering);
    // 8.4.2.2 Changed DL NAS count to 0
    f_EUTRA_SS_NAS_CountSet ('00000000'O, 'FFFFFFFF'O); // UL & DL
    // 8.4.2.2 Added to activate Integrity and ciphering
    f_EUTRA_SS_RRC_EnableIntProt_CiphULandDL (eutra_Cell1,
                                              v_Auth_Params.AS_Integrity, //@sic R5s110149 sic@
                                              v_Auth_Params.AS_Ciphering,
                                              cs_TimingInfo_Now); 
    f_EUTRA_Security_Set(v_Auth_Params);

    //Configure UL grant configuration ("OnSR", periodic TA is NOT started) in target cell (cell 1)
    f_EUTRA_SS_CommonCellConfig(eutra_Cell1, cas_ULGrantAllocation_Def_REQ(eutra_Cell1, cs_TimingInfo_Now, cs_PUCCH_Synch_None));
    // UTRAN side will do steps10&11
    //@siclog "Step 12" siclog@
    //check: does the UE tx a rrcconnectionreconfigurationcomplete message on cell1 using security key derived from new kENB?
    SRB.receive( car_SRB1_RrcPdu_IND( eutra_Cell1, cr_508_RRCConnectionReconfigurationComplete( v_RRC_TI ) ) );
    /* SS automatically checks that UE transmit an RRCConnectionReconfigurationComplete using the indicated
    security key and the indicated security algortihms */
    f_EUTRA_PreliminaryPass( __FILE__, __LINE__, "Test Case 8.4.2.2 Step 12" );
    //Start periodic sending of TA command in target cell (cell 1)
    f_EUTRA_SS_CommonCellConfig(eutra_Cell1, cas_PUCCH_Synch_Config_REQ(eutra_Cell1, cs_TimingInfo_Now, cs_PUCCH_Synch_Auto_Def));
    // configure RACH procedure for target cell back to default
   // 8.4.2.2 Temp change (TAU gets handled inside f_EUTRA_SS_ConfigRachProcedure_Def need to check if this required!!!
   // f_EUTRA_SS_ConfigRachProcedure_Def(eutra_Cell1);     /* @sic acc. to R5s100029 change 3 sic@ */
    //@siclog "Step 12A" siclog@
    //generic procedure in 36.508 subclause 6.4.2.10 on cell1  //@sic CR R5-096115 sic@
    f_EUTRA_508Check_TrackingAreaUpdating_AfterHO(eutra_Cell1);
    //@siclog "Step 13 - 19 Void" siclog@
    //@siclog "Step 20" siclog@
    //check: does the test result of generic test procedure in TS 36.508 subclause 6.4.2.3 indicate that the UE is in E-UTRA RRC_CONNECTED state on Cell1?
    f_EUTRA_508Check_ConnectedState ( eutra_Cell1 );
    // Send trigger to UTRAN to end the test case
    f_IRAT_SendCoOrd (UTRAN, cms_IRAT_Trigger);
    //postamble
    f_EUTRA_TestBody_Set(false);
    // Release RRC Connection and Switch off
    f_EUTRA_Postamble(eutra_Cell1, E2_CONNECTED);//@sic R5-103875 sic@
  }
...


Change 7 – Correction to template “cs_RRCConnectionReconfiguration_HandoverToEUTRA”
	Template name
	cs_RRCConnectionReconfiguration_HandoverToEUTRA








	Reason for change
	tsc_C_RNTI_Def2 is used in f_EUTRA_SS_ConfigRachProcedure_HO, therefore needs to configured the same in HO command.

AntennaInfoCommon is sent only when 2Tx is being used.

	Summary of change
	Changed to use tsc_C_RNTI_Def2.
Changed to omit for IE AntennaInfoCommon.

	TTCN module
	\CommonIRAT\ EUTRA_CapabilityFunctions.ttcn

	MCC160 Comment
	


Before change

	...

template (value) DL_DCCH_Message cs_RRCConnectionReconfiguration_HandoverToEUTRA(integer p_ARFCN,
                                                                                   Dl_Bandwidth_Type p_DLBW,
                                                                                   template (omit) Ul_Bandwidth_Type p_ULBW,
                                                                                   integer p_CellId,
                                                                                   RRC_TransactionIdentifier p_RRC_TI,
                                                                                   template (value) PRACH_Config p_PRACH_Configuration,
                                                                                   integer p_PuschHoppingOffset,
                                                                                   template (value) SoundingRS_UL_ConfigCommon p_SoundingRsUl_ConfigCommon,
                                                                                   template (omit) TDD_Config p_Tdd_Configuration,
                                                                                   template (omit) CQI_ReportPeriodic p_CQI_ReportingPeriodic,
                                                                                   template (omit) SoundingRS_UL_ConfigDedicated p_SoundingRsUl_ConfigDedicated) :=
    cs_RRCConnectionReconfiguration_Common (p_RRC_TI,
                                            omit,
                                            cs_MobilityControlInfo_HO_InterRAT(p_CellId,
                                                                          cs_CarrierFreqEUTRA (p_ARFCN, omit),
                                                                          cs_CarrierBandwidthEUTRA (p_DLBW, p_ULBW),
                                                                          tsc_C_RNTI_Def,
                                                                          cs_RadioResourceConfigCommon_Def(cs_508_RACH_ConfigCommon_Default,
                                                                                                           p_PRACH_Configuration,
                                                                                                           cs_508_PUSCH_ConfigCommon_Default(p_PuschHoppingOffset),
                                                                                                           p_SoundingRsUl_ConfigCommon,
                                                                                                           p_Tdd_Configuration,
                                                                                                           cs_AntennaInfoCommon_2Port)),
                                            cs_508_RadioResourceConfigDedicated_HOToEUTRA (p_CQI_ReportingPeriodic, p_SoundingRsUl_ConfigDedicated),
                                            cs_SecurityConfigHO_InterRATDef);
...


After change

	...

  template (value) DL_DCCH_Message cs_RRCConnectionReconfiguration_HandoverToEUTRA(integer p_ARFCN,
                                                                                   Dl_Bandwidth_Type p_DLBW,
                                                                                   template (omit) Ul_Bandwidth_Type p_ULBW,
                                                                                   integer p_CellId,
                                                                                   RRC_TransactionIdentifier p_RRC_TI,
                                                                                   template (value) PRACH_Config p_PRACH_Configuration,
                                                                                   integer p_PuschHoppingOffset,
                                                                                   template (value) SoundingRS_UL_ConfigCommon p_SoundingRsUl_ConfigCommon,
                                                                                   template (omit) TDD_Config p_Tdd_Configuration,
                                                                                   template (omit) CQI_ReportPeriodic p_CQI_ReportingPeriodic,
                                                                                   template (omit) SoundingRS_UL_ConfigDedicated p_SoundingRsUl_ConfigDedicated) :=
    cs_RRCConnectionReconfiguration_Common (p_RRC_TI,
                                            omit,
                                            cs_MobilityControlInfo_HO_InterRAT(p_CellId,
                                                                          cs_CarrierFreqEUTRA (p_ARFCN, omit),
                                                                          cs_CarrierBandwidthEUTRA (p_DLBW, p_ULBW),
                                                                          tsc_C_RNTI_Def2,// WA#RT 8.4.2.2 tsc_C_RNTI_Def,
                                                                          cs_RadioResourceConfigCommon_Def(cs_508_RACH_ConfigCommon_Default,
                                                                                                           p_PRACH_Configuration,
                                                                                                           cs_508_PUSCH_ConfigCommon_Default(p_PuschHoppingOffset),
                                                                                                           p_SoundingRsUl_ConfigCommon,
                                                                                                           p_Tdd_Configuration,
                                                                                                           omit)), // WA#RT cs_AntennaInfoCommon_2Port  set to omit
                                            cs_508_RadioResourceConfigDedicated_HOToEUTRA (p_CQI_ReportingPeriodic, p_SoundingRsUl_ConfigDedicated),
                                            cs_SecurityConfigHO_InterRATDef);
...


Change 8 – Correction to function “f_EUTRA_MappedContext_HO_Init()”
	Function name
	f_EUTRA_MappedContext_HO_Init()

	Reason for change
	NonceMME should match the value sent in HO command to the UE, this is set as 11223344.
KASIasme, should not be  initialised here, as at this point the UE has a valid native security context.

	Summary of change
	Changed NonceMME to 11223344.
Commented out assignment of v_Auth_Params.KSIasme.

	TTCN module
	CommonEUTRA/EUTRA_SecurityFunctions.ttcn

	MCC160 Comment
	


Before change

	...

  function f_EUTRA_MappedContext_HO_Init(EUTRA_SecurityParams_Type p_Auth_Params,
                                         Common_AuthenticationParams_Type p_Common_AuthenticationParams ) return EUTRA_SecurityParams_Type
  {
    var EUTRA_SecurityParams_Type v_Auth_Params := p_Auth_Params;
    var NasCount_Type v_NasCountUL;
    v_Auth_Params.AuthParams := p_Common_AuthenticationParams;
    // Init NonceMMM@
    v_Auth_Params.NonceMME :=  tsc_NonceMME;
    v_Auth_Params.KASME := fl_EUTRA_Authentication_S18 (v_Auth_Params );
    // Generates KASME :=K'ASME
    v_Auth_Params.KSIasme:= '111'B;// invalid as Mapped Security context
    // updates KSI
    v_Auth_Params.KSIsgsn := v_Auth_Params.AuthParams.KeySeq ;
    // update to KSN of otherRAT KSN as KSIASME is derived from SGSN keys Ck and Ik.
    v_Auth_Params.NAS_Ciphering.K_NAS := fl_EUTRA_Authentication_S15 (tsc_NAS_Enc_Alg,v_Auth_Params.NAS_Ciphering.Algorithm,
                                                                      v_Auth_Params.KASME,
                                                                      v_Auth_Params.KDF);
    // Derives KNASenc key
    v_Auth_Params.NAS_Integrity.K_NAS := fl_EUTRA_Authentication_S15 (tsc_NAS_Int_Alg,v_Auth_Params.NAS_Integrity.Algorithm,
                                                                      v_Auth_Params.KASME,
                                                                      v_Auth_Params.KDF);
    // Derives KNASint key
    //As per 33.401 clause 9.2.2.2
   v_NasCountUL := 'FFFFFFFF'O;
    v_Auth_Params.KENB := fl_EUTRA_Authentication_S11 (v_Auth_Params, v_NasCountUL);
    //Derive KenB
    v_Auth_Params.AS_Ciphering.KRRCenc := fl_EUTRA_Authentication_S15 (tsc_RRC_Enc_Alg,
                                                                       fl_ConvertCiphAlg2Bitstring(v_Auth_Params.AS_Ciphering.Algorithm),
                                                                       v_Auth_Params.KENB,
                                                                       v_Auth_Params.KDF);
    // Derives KRRCenc key
    v_Auth_Params.AS_Integrity.KRRCint := fl_EUTRA_Authentication_S15 (tsc_RRC_Int_Alg,
                                                                       fl_ConvertIntAlg2Bitstring(v_Auth_Params.AS_Integrity.Algorithm),
                                                                       v_Auth_Params.KENB,
                                                                       v_Auth_Params.KDF);
    // Derives KRRCenc key
    v_Auth_Params.AS_Ciphering.KUPenc := fl_EUTRA_Authentication_S15 (tsc_UP_Enc_Alg,
                                                                      fl_ConvertCiphAlg2Bitstring(v_Auth_Params.AS_Ciphering.Algorithm),
                                                                      v_Auth_Params.KENB,
                                                                      v_Auth_Params.KDF);
    v_Auth_Params.AS_Ciphering.ActTimeList[1].UL.SQN.Value := 0; // PDCP count to 0
    v_Auth_Params.AS_Ciphering.ActTimeList[1].DL.SQN.Value := 0;
    // Derives KRRCenc key;
    // Ciphering algorithm for UP is same as RRC
    return v_Auth_Params;
  };
...


After change

	...

  function f_EUTRA_MappedContext_HO_Init(EUTRA_SecurityParams_Type p_Auth_Params,
                                         Common_AuthenticationParams_Type p_Common_AuthenticationParams ) return EUTRA_SecurityParams_Type
  {
    var EUTRA_SecurityParams_Type v_Auth_Params := p_Auth_Params;
    var NasCount_Type v_NasCountUL;
    v_Auth_Params.AuthParams := p_Common_AuthenticationParams;
    // Init NonceMMM@
    //v_Auth_Params.NonceMME :=  tsc_NonceMME;
    v_Auth_Params.NonceMME :=  oct2bit ('11223344'O ); // Same as sent to the UE
    v_Auth_Params.KASME := fl_EUTRA_Authentication_S18 (v_Auth_Params );
    // Generates KASME :=K'ASME
    //v_Auth_Params.KSIasme:= '111'B;// invalid as Mapped Security context.// this should not initialised.
    // updates KSI
    v_Auth_Params.KSIsgsn := v_Auth_Params.AuthParams.KeySeq ;
    // update to KSN of otherRAT KSN as KSIASME is derived from SGSN keys Ck and Ik.
    v_Auth_Params.NAS_Ciphering.K_NAS := fl_EUTRA_Authentication_S15 (tsc_NAS_Enc_Alg,v_Auth_Params.NAS_Ciphering.Algorithm,
                                                                      v_Auth_Params.KASME,
                                                                      v_Auth_Params.KDF);
    // Derives KNASenc key
    v_Auth_Params.NAS_Integrity.K_NAS := fl_EUTRA_Authentication_S15 (tsc_NAS_Int_Alg,v_Auth_Params.NAS_Integrity.Algorithm,
                                                                      v_Auth_Params.KASME,
...


5. Execution Log Files

5.1 Nvidia ICERA 410 UE 

The Nvidia ICERA 410 UE passed this test case on R&S CMW500 with NAS and AS Snow 3G integrity and ciphering algorithm in LTE FDD band 1 and UTRAN FDD band 1. The documentation below is enclosed as evidence of the successful test case run [1]:

· Test Case Execution log files: 
tc_8_4_2_2_Nvidia_EUTRA_band_1_UTRAN_band_1.log   
(Note: PICS/PIXIT settings are captured at the beginning of the TLI log)

In the log file (in .txt format) the complete test case execution can be seen. All TLI events are presented and message contents are fully decoded and can be verified. Preliminary verdicts and the final test case verdict can be seen in the log file.

References

	[1]
	R5s120491: Supporting information for agreement of TC 8.4.2.2. This archive comprises:

- text format execution log files
- draft_R5-123xxx (draft Prose CR to TS 36.508)
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