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17.2.4.10.5
Test requirements

After step 5 the UE shall send a RELEASE COMPLETE message.

After step 8, the UE shall transmit MEASUREMENT CONTROL FAILURE message, stating the IE "failure cause" as "configuration incomplete". The UE shall not transmit any MEASUREMENT REPORT messages during the execution of this test case.
<Start of new section>

17.3.6
Registration of a new IPv4 CoA (Binding Update/Acknowledgment procedure in IPv4 network)
17.3.6.1
Definition and applicability
This test case is applicable for all UEs which support mobility between 3GPP WLAN Interworking and 3GPP Systems.
XX.6.2
Conformance requirement

From TS 24.327 clause 5.1.2.5

After establishing the security association and obtaining the IPv6 home network prefix and after performing the home link detection, if not on the home link, the UE shall send a Binding Update message as specified in 3GPP TS 24.303 [3] to register its IPv6 home address with its care-of address.

The UE may also request in the Binding Update an IPv4 home address based on the procedure specified in 3GPP TS 24.303 [3].

From TS 24.303 clause 5.1.2.3
The DSMIPv6 Home Link Detection Function is used by the UE to detect if an access interface is on the home link for a PDN from a DSMIPv6 perspective. The Home Link Detection function shall be performed before sending DSMIPv6 Binding Update via the same access interface.

To perform the Home Link Detection procedure, the UE shall compare the assigned Home Network Prefix for a PDN with the IPv6 prefix or prefixes included in the Prefix Information Option in the Router Advertisements received on the local link. The Home Network Prefix can be assigned in a 3GPP access via PCO, as specified in 3GPP TS 24.301 [15], or via IKEv2 as specified in subclause 5.1.2.2. If there is a match between the Home Network Prefix and one of the local prefixes, the UE is attached on the home link over the respective access interface and shall not send a Binding Update to the HA unless the UE currently has a valid DSMIPv6 Binding Update list entry. If the UE has a valid DSMIPv6 Binding Update list entry, the UE shall proceed to perform the action specified in subclause 5.2.2.4. If there is not any match, the UE shall proceed as specified in subclause 5.1.2.4.

NOTE:
The UE does not need to run IKEv2 for home link detection if the Home Network prefix is dynamically received in a PCO Information Element.

From TS 24.303 clause 5.1.2.4

After establishing the security association and obtaining the IPv6 Home Address, the UE shall send a Binding Update message as specified in IETF RFC 3775 [6] and IETF RFC 5555 [2] in order to register its Home Address and Care-of Address at the HA, if it detects it is in the foreign network.

If both IPv4 and IPv6 Care-of Address are received at the foreign network, the UE shall first attempt to use the IPv6 Care-of Address for its binding registration. The UE shall not register both IPv4 and IPv6 Care-of Address to its HA.
If IPv6 Care-of Address is used for initial binding registration, the UE shall send the Binding Update message to the IPv6 address of the HA. In this Binding Update message the H (home registration) and A (acknowledge) bits shall be set. If the UE needs an IPv4 Home Address, the UE shall include the 0.0.0.0 address in the IPv4 Home Address option to request a dynamic IPv4 Home Address.
When IPv6 Care-of Address is used for initial binding registration, the Alternate Care-of Address option shall be used by the UE to carry the Care-of Address inside a Mobility Header which is protected by ESP. If this option is present, the address included in this option is the same address present in the source address of the IPv6 packet.
If IPv4 Care-of Address is used for initial binding registration, the UE shall send the Binding Update as follows (see IETF RFC 5555 [2]):

-
The IPv6 packet, with the IPv6 Home Address as the Source Address field of the IPv6 header, shall be encapsulated in UDP.

-
The UE shall include the IPv4 Care-of Address as the Source Address field of the IPv4 header and the HA IPv4 address as the Destination Address field of the IPv4 header.

-
The UE shall include the IPv4 Care-of Address option containing the IPv4 Care-of Address.

-
The UE shall set the H (home registration) and A (acknowledge) flags.

-
The UE shall set the F (UDP encapsulation required) flag to 0.
-
The UE shall set the R (Mobile Router Flag) flag to 1.
-
If the UE needs an IPv4 Home Address, the UE shall include an IPv4 Home Address option with the 0.0.0.0 address in the Binding Update message, as defined in IETF RFC 5555 [2].

When the UE receives the Binding Acknowledgement from the HA, it shall validate it based on the rules described in IETF RFC 3775 [6] and IETF RFC 5555 [2]. If the Binding Acknowledgement contains the successful status code 0 ("Binding Update Accepted"), the UE shall create an entry for the registered Home Address in its Binding Update List and may start sending packets containing its IPv6 Home Address or other IPv6 addresses auto-configured from the assigned home network prefix.
If the Binding Acknowledgement contains a value of 128, the UE may re-send the BU as specified in IETF RFC 3775 [6]. If the Binding Acknowledgement contains a value from 129 to 133 as specified in IETF RFC 3775 [6] or a value from 140 to 143 as specified in IETF RFC 3963 [29], the UE shall not send the BU to the HA and should discover another HA.
If the Binding Acknowledgment contains an IPv4 Address Acknowledgement option with status code value from 0 to 127 (indicating success), the UE shall create two entries in its Binding Update List, one for the IPv6 Home Address and another for the IPv4 Home Address. If the Binding Acknowledgement contains an IPv4 Address Acknowledgment option with status code indicating error (i.e. 128 or higher), the UE shall create an entry only for the IPv6 HoA in its binding update list. Moreover, if the status code is 129 ("Administratively prohibited") or 132 ("Dynamic IPv4 home address assignment not available"), the UE shall not re-send the Binding Update and it shall use only the IPv6 HoA. If the Binding Acknowledgement contains an IPv4 Address Acknowledgement option with status 128 ("Failure, reason unspecified"), 130 ("Incorrect IPv4 home address"), 131 ("Invalid IPv4 address") or 133 ("Prefix allocation unauthorized") it shall re-send the Binding Update including the 0.0.0.0 address in the IPv4 Home Address option. If the Binding Acknowledgement does not contain an IPv4 Address Acknowledgment option, the UE shall create an entry only for the IPv6 HoA in its binding update list.
NOTE:
The value to be used to identify the IPv4 address acknowledgement option in the mobility header is 30;

The UE may then send data traffic either with the IPv6 Home Address or with the IPv4 Home Address. If the UE is located on an IP6-enabled link, it shall send IPv6 packets as described in IETF RFC 3775 [6]; IPv4 traffic shall be encapsulated in IPv6 packets as described in IETF RFC 5555 [2]. If the UE is located on an IPv4-only link and the Binding Acknowledgement contains the NAT detection option with the F flag set, the UE shall send IPv6 and IPv4 packets following the vanilla UDP encapsulation rules specified in IETF RFC 5555 [2]. Otherwise the UE shall send IPv6 and IPv4 packets encapsulated in IPv4 as specified in IETF RFC 5555 [2].

Once the DSMIPv6 tunnel is established, the UE may build a DHCPv4 or DHCPv6 message as described in IETF RFC 4039 [26] or IETF RFC 3736 [13] respectively and send it via the DSMIPv6 tunnel as described in IETF RFC 3775 [6] in order to retrieve additional parameters, e.g. Vendor-specific options.
From TS 24.303 clause 5.2.2.3

If the access network supports IPv6, as soon as the UE has received via a Router Advertisement at least an IPv6 prefix which is not present in its Prefix List, the UE shall perform the Home Link detection as specified in subclause 5.1.2.3.

If the UE detects it is not attached to the home link, the UE shall send a Binding Update to the HA including the newly configured IP address as the Care-of Address in the Source IP address of the packet and optionally in the Alternate Care-of Address Option [6]. The UE build the Binding Update message as specified in IETF RFC 3775 [6].

If the UE has been assigned also an IPv4 Home Address and wants to update also the binding for it, the UE shall include the IPv4 Home Address option including the assigned IPv4 Home Address in the same Binding Update message.
If the UE has been assigned also an IPv4 Home Address and wants to release it, the UE shall not include any IPv4 Home Address option in the same Binding Update.
If the UE does not have an IPv4 Home Address but wants to configure one, the UE shall include the IPv4 Home Address option with the 0.0.0.0 address as specified in subclause 5.1.2.4.

If the access network supports only IPv4, as soon as the UE has configured an IPv4 Care-of Address which is different from the previous Care-of Address, the UE shall send a Binding Update tunnelled in UDP as specified in IETF RFC 5555 [2]. The UE shall set the F  flag to "0". The UE shall set the R flag to "1".

Independent of an IPv6 or IPv4 access network the UE shall set the Key Management Capability (K) bit in the Binding Update message.

Reference(s)
3GPP TS 24.327 clause 5.1.2.5

3GPP TS 24.303 clauses 5.1.2.3, 5.1.2.4 and 5.2.2.3

17.3.6.3
Test purpose

To verify that when the UE has established a security association with the Home Agent and received the IPv6 Home Address, upon detecting that it is not on the Home Link, it transmits a Binding Update message in order to register it Home Address and Care-of-Address at the Home Agent.
17.3.6.4
Method of test

Initial Conditions

-
System simulator:

-
1 cell, default parameters.

-
User Equipment:

-
The UE’s Prefix List has been cleared.

-
The UE shall be in MM-state "Idle, updated".

-

The UE has acquired an IPv4 address.
-
The UE has established a security association with the Home Agent and obtained an IPv6 Home Address, by executing the steps in test case 17.3.4.

Related ICS/IXIT Statements

Support of mobility between 3GPP WLAN Interworking and 3GPP Systems
Test procedure

a)
The UE transmits a Binding Update with its IPv4 CoA in the IP Source Address field of the IP Header and the IPv4 Home Agent address in the IP destination Address field of the outer IP header.
b)
The SS transmits a Binding Acknowledgement accepting the Binding Update.

Expected sequence

	Step
	Direction
	Message
	Comments

	
	UE
	SS
	
	

	1
	(
	Binding Update
	Binding Update contains UE’s IPv4 CoA in the IP Source Address field of the IP Header and the IPv4 Home Agent address in the IP destination Address field of the outer IP header

	2
	(
	Binding Acknowledgement
	Binding Acknowledgement accepting the Binding Update


Specific Message Contents

Binding Update (Step1)
	Information Element
	Value/remark

	IP Source Address

IP Destination Address

UDP header

Source Port

Destination port

IPv6 Source Address

IPv6 Destination Address

Payload Proto

MH Type

Sequence Number

Lifetime

A

H

L

K

M

R

P

F

IPv4 Home Address option

Alternate Care-of Address Option
	UE IPv4 CoA (IPv4 address acquired by the UE during network attachment)
IPv4 of Home Agent discovered during preamble
Set by UE

‘0001000001011111’B

IPv6 Home Address configured by the UE from Home Network Prefix assigned to the UE during preamble
IPv6 of Home Agent discovered during preamble
‘00111011’B
‘00000101’B (Binding Update message)
Any allowed value
Any allowed non-zero value
‘1’B

‘1’B
Not checked

‘1’B

‘0’B

‘1’B

‘0’B

‘0’B
Optional: Set to the value "0.0.0.0" to request allocation for the UE. The "P" flag is set to '0'B.

The Prefix Length is set to the requested prefix length of '32'.
Same IPv6 address as that inserted in the IP Source Address field


Binding Acknowledgement (Step 2)
	Information Element
	Value/remark

	IP Source Address

IP Destination Address

UDP header

Source Port

Destination port

IPv6 Source Address

IPv6 Destination Address

Payload Proto

MH Type

Status

K

R

P

Sequence Number

Lifetime

IPv4 Address Acknowledgement option 

Binding Refresh Advice option
	IPv4 Home Agent address
Same value as UE IPv4 CoA in IP Source Address from Binding Update at Step 1

‘0001000001011111’B

Same as Source port in step 1

Same value as IPv6 Home Agent Address in IPv6 Destination Address from Binding Update at Step 1
Same value as UE IPv6 Home Address in IPv6 Source Address from Binding Update at Step 1‘00111011’B
‘00000110’B (Binding Acknowledgement message)
‘00000000’B (Binding Update accepted)

Set by the SS

‘1’B

‘0’B

Same value as that in the Binding Update at Step 1
‘0000000010010110’B (10 min)

Optional: field present if IPv4 Home Address option was included by the UE in Binding Update at Step 1. Set to the IPv4 Home Address allocated to the UE
‘0000000010010110’B (10 min)


17.3.5.5
Test requirements

1. At Step 1, UE shall send a Binding Update with its IPv4 CoA in the IP Source Address field of the IP Header and the IPv4 Home Agent address in the IP destination Address field of the IP header.
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