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1 Overview

This document lists all the changes needed to correct problems in the TTCN implementation of test case 9.1.2.1, which is part of the LTE/SAE test suite.
The test case can be demonstrated to run with one LTE UE (see section 6). Execution log files are provided as evidence. 
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3 Verification Test Summary

Test Case:
tc_9_1_2_1
Test Group:
EMM
ATS Version:
iwd-EUTRA-TVB2009-03_D09wk47
System Simulator used:
R&S CMW500
UE used:
LG Electronics LEO3 UE.

Verification Status:
PASS
4 Corrections required for test case 9.1.2.1

4.1 Introduction

This section describes the changes required to make test case 9.1.2.1 run correctly with a LTE UE. The TTCN used to pass this test case belongs to iwd-EUTRA-TVB2009-03_D09wk47 release. The changes applied are also provided in TTCN format [1].
4.2 Change 1

	Testcase name
	fl_TC_9_1_2_1_Body

	Reason for change
	Incorrect NAS security header handling. Expected Attach Request is integrity protected after successful registration.

	Summary of change
	NAS Security headers are corrected.

	Source of change
	File NAS Authentication.ttcn


Before:
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//+ Step 2

77+ The UE transuit an ATTACH REQUEST including a GUTI and a PDN CONNECTIVITY REQUEST message

_NasTnd: = £_EUTRA_RRC_ConnEst_Defiithlias {eutra Celld, v_RRC_TI, or_EstablishuentCause_Any,

cx_NAS_IndicationvithPigyybacking (tsc_SHT_NoSecurityProtection,
cx_508_ATTACH_REQUEST (v_AttachType] ,
x_508_PDN_CONNECTIVITY REQUEST (tsc_P:
v_Dn
_EPS_TI := v_NasTnd. Pau. PiguybackedPdulist(0]. Hsy. pDN_CONNECTIVITY_REQUEST. procedureTransactionldentifier; //
if (ispresent( v_NasInd.Pdu.PigyybackedPdulist[0].Nsy. pDN_CONNECTIVITY REQUEST.protocolConfiguration0ptions)] {
v_Poo 1= u_NasTnd. Pau. PiguybackedPaulist(0] . Hoy. pDB_CONNECTIVITY_FEQUEST. protocolConfigurationoptions;
)

7+ step 3
7+ 89 transmits an AUTHENTICATION REQUEST nessage, KSIASHE value

77 is different to the KSIASHE value provided in the ATTACH

77 REQUEST

77+ Evaluate Authentication parameters and generate new keys

v_SecurityParans := £ EUTRA Authentication InithAS (v_SecurityParams, v_PLUN);

v_KSTasne := v_SecurityParans.Kslasue; // store this value for checking against later in the Service Reguest

SRE. send (cas_SRBL NasPdu_REQ (eutra_Celld,
©s_TiningInto_liow,
s _NAS_Request (tsc_SHT_HoSecurityProtection,
cs_AUTHENTICATION_REQUEST (v_SecurityParans.K5Tasue,
v_SecurityParans. AuthParans. RandValue,
v_SecurityParans. AuthParans. AUTH) ) ) ) ;

Check: Does the UE respond with AUTHENTICATION RESPONSE
7/ message within 6 seconds and the included RES is equal to the XRES calculated
77 in the SSuatches the one stored in the 557

©_3460. avare;
alt ¢
{1 SR, receive (car_SRBI NasPdu_TiD{eutra Celld,
o _NAS_TndiCation|tsc_SHT NoSecurityProtection,
or_ AUTHENTICATION RESPONSE)})
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//+ Step 2

77+ The UE transuit an ATTACH REQUEST including a GUTI and a PDN CONNECTIVITY REQUEST message

_NasTnd: = £_EUTRA_RRC_ConnEst_Defiithlias{eutra Celld, v_RRC_TI, or_EstablishuentCause_Any,

cr_NAS_IndicationiithPigaybacking (tsc_SHT InteqrityProtected,
cx_508_ATTACH_REQUEST (v_AttachType] ,
x_508_PDN_CONNECTIVITY REQUEST (tsc_PdnRequest,
v_PDIValue))) ;
_EPS_TI := v_NasTnd. Pau. PiguybackedPdulist(0]. Hog. pDN_CONNECTIVITY_REQUEST. procedureTransactionldentifier; // Use this v
if (ispresent( v_NasInd.Pdu.PigyybackedPdulist[0].Nsy. pDN_CONNECTIVITY REQUEST.protocolConfiguration0ptions)] {
v_Poo 1= u_NasTnd. Pau. PiguybackedPaulist(0] . Hoy. pDB_CONNECTIVITY_FEQUEST. protocolConfigurationoptions;
)

7+ step 3
7+ 89 transmits an AUTHENTICATION REQUEST nessage, KSIASHE value

77 is different to the KSIASHE value provided in the ATTACH

77 REQUEST

77+ Evaluate Authentication parameters and generate new keys

v_SecurityParans := £ EUTRA Authentication InithAS (v_SecurityParams, v_PLUN);

v_KSTasne := v_SecurityParans.Kslasue; // store this value for checking against later in the Service Reguest

SRE. send (cas_SRBL NasPdu_REQ (eutra_Celld,
©s_TiningInto_liow,
s _HAS_Request (tsc_SHT_IntegrityProtected Ciphered,
cs_AUTHENTICATION_REQUEST (v_SecurityParans.K5Tasue,
v_SecurityParans. AuthParans. RandValue,
v_SecurityParans. AuthParans. AUTH) ) ) ) ;

Check: Does the UE respond with AUTHENTICATION RESPONSE
7/ message within 6 seconds and the included RES is equal to the XRES calculated
77 in the SSuatches the one stored in the 557

©_3460. avare;
alt ¢
{1 SR, receive (car_SRBI NasPdu_TiD{eutra Celld,
cr_NAS_Indication(ts_SHT_IntegrityProtected Ciphered,
or_ AUTHENTICATION RESPONSE)})




4.3 Change 2

	Testcase name
	fl_EUTRA_InitCellIdentities_NAS

	Reason for change
	Function is called for configuring Cell E records which is not handled resulting in fatal error

	Summary of change
	Code for Cell E record configuration is added. 

Note: It needs to be checked if cell E  record needs to be configured at all.

	Source of change
	EUTRA_CellInfo.ttcn


Before:

[image: image3.png]496 case (LTE_AllCellsOnSanePLMN) {

97 77 Values according to 36.508 Table 6.3.2.2-2
498 select (p_Cellld) {

499 case (eutra_Celld] {

s00 v_Celllds Cellldentity := intZbit(l7,20) & inczbit(l,s);

501 )

s02 case (eutra_CellB) (

503 v_Celllds Cellldentity := intZbit(l7,20) & intzbit(2,s);

504 )

505 case (eutra_CellC] {

506 v_Celllds Cellldentity := intZbit(1s,20) & intzbit(s,s);

507 )

s08 case (eutra_CellD) {

509 v_Celllds Cellldentity := intZbit(17,20) & inczbit(d,s);

510 }

511 case (eutra_Celll) (

s12 v_Celllds Cellldentity 1= intZbit(33,20) & intzbit(l?,s);

513 )

514

515 case else ( FatalError (_FILE_, _LINE_, "Invalid Cellld for NAS cells on the same PLUN'); )
516 )

517 )

518 case else ( FatalError (_FILE_, _LINE_, "Invalid EUTRA_NAS_NumOfPLUN"); }
519 )

520 revurn v_Celllds;
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After:
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498 select (p_Cellld) {

499 case (eutra_Celld] {

s00 v_Celllds Cellldentity := intZbit(l7,20) & inczbit(l,s);

501 )

s02 case (eutra_CellB) (

503 v_Celllds Cellldentity := intZbit(l7,20) & intzbit(2,s);
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505 case (eutra_CellC] {

506 v_Celllds Cellldentity := intZbit(1s,20) & intzbit(s,s);
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s08 case (eutra_CellD) {

509 v_Celllds Cellldentity := intZbit(17,20) & inczbit(d,s);

510 )

511 case (eutra_CellE] (

s12 v_CellTds CellTdentity := intZbit(19,20) & intzbit(s,s);

513 )

514 case (eutra_Celll) (

515 v_Celllds Cellldentity 1= intZbit(33,20) & intzbit(l?,s);

516 )

517

518 case else ( FatalError (_FILE_, _LINE_, "Invalid Cellld for NAS cells on the same PLUN'); )
519 )

520 )

s21 case else ( FatalError (_FILE_, _LINE_, "Invalid EUTRA_NAS_NumOfPLUN"); }
522 )

523 revurn v_Celllds;

524




4.4 Change 3

	Testcase name
	f_EUTRA_UE_Detach_SwitchOffUe

	Reason for change
	Depending on the test case body, UE sends the Detach Request either integrity protected or integrity protected and ciphered. The function does not consider the switch off capability of the UE.

	Summary of change
	Function is changed to allow both security header for Detach Request.
The detach procedure is only expected if the UE has the proper capability.

	Source of change
	EUTRA_NASSteps.ttcn


Before:
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function £ EUTRA_UE Detach SwitchOffUe ( Cellld Type p_Cellld,
EUTRA_RRC_STATE_Type p_RRCState,
FRC_TransactionIdentifier p_RRC_TI ) runs on EUTRA_PTC

var GutiParameters Type v_Guti := £ EUTRA Celllnfo_Getfuti ( p_Cellld );
var template (present) NAS_MSG_Indication Type
_ExpecteddetachRequest 1= cr_NAS Indication ( tec_SHT IntegrityProtected,

cx_508_DETACH_REQUEST_SwitchOF£Ue (cr_NAS_KeySetldentifier (2, tsc_NasKsi
£_GutiParemetersziobileldentity lomit,
var NAS_MSG_Indication Type v_ReceivediasMsy; // used only to suppress compiler waring

£_UT_SwitchOFEUE (UT, false):

select (p_RRCState]
¢

case (RRC_IDLE)
[
v_Receivedliasiisg
)
case (RRC_COMMECTED)
[
alt ¢
[] S receive ( cax_SRBL NasPdu IID ( p_Cellld, v ExpecteddetachRequest ] )
[] $F6.receive ( car_sRB2_NasPdu_IID ( p_Cellld, v ExpectedDetachRequest ] )

£_EUTRA_RRC_ConnEst_DefVithas( p_Cellld, p_RRC_TI, mo_Signalling, v_ExpectedDetachRequest };

[
[

)
7/Wow the comection can be released
£_EUTRA_RRC_ComnectionRelease (p_Cellld, p_RRC_TI, other);

} //end of £ _EUTRA UE_Detach_SwitchOffUe




After:
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function £ EUTRA_UE Detach SwitchOffUe ( Cellld Type p_Cellld,
EUTRA_RRC_STATE_Type p_RRCState,
FRC_TransactionIdentifier p_RRC_TI ) runs on EUTRA_PTC

var GutiParameters Type v_Guti := £ EUTRA Celllnfo_Getfuti ( p_Cellld );
var template (present) NAS_MSG_Indication Type
v_ExpecteddetachRequest := cr_NAS_Indication ( tec_SHT IntegrityProtected,
v_ExpecteddetachRequest := cr_NAS_Indication ( (tsc_SHT IntegrityProtected, tec SHI IntegrityProtected Ciphered),
x_508_DETACH_REQUEST_SwitchOF£Ue (cr_lAS_KeySetldentifier (2, tsc_NasKsi
£_GutiParemetersziobileldentity lomit,
var NAS_MSG_Indication Type v_ReceivediasMsy; // used only to suppress compiler waring

£_UT_SwitchOFEUE (UT, false):

if (pc_SwitchOnOEE} // The UE can actually be switched off
¢
select (p_RRCState]
¢
case (RRC_IDLE)
¢
v_Receivedliasiisg
)
case (RRC_COMMECTED)
¢
alt ¢
[] S receive ( cax_SRBL NasPdu IID ( p_Cellld, v ExpecteddetachRequest ] )
[] $F6.receive ( car_sRB2_NasPdu_IID ( p_Cellld, v ExpectedDetachRequest ] )

£_EUTRA_RRC_ConnEst_DefVithas( p_Cellld, p_RRC_TI, mo_Signalling, v_ExpectedDetachRequest };

[
[

)
)
7/Mow the comection can be released
£_EUTRA_RRC_ComnectionRelease (p_Cellld, p_RRC_TI, other);
}

} //end of £ _EUTRA UE_Detach_SwitchOffUe




5 Execution Log Files

5.1 LG Electronics LE03 UE

The LG electronics LE03 UE passed this test case on the R&S CMW500 solution with Snow 3G integrity algorithm. The documentation below is enclosed as evidence of the successful test case run [1]:

· Test Case Execution log file tc_9_1_2_1_LG.log:

In the log file (in text format) the complete test case execution can be seen. All TLI events are presented and message contents are fully decoded and can be verified. Preliminary verdicts and the final test case verdict can be seen in the log file. 
Note: The PICS/PIXIT settings are captured at the beginning of the provided TLI log.
6 References

	[1]
	R5s090311: This archive comprises text format execution log file and the TTCN files.
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